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Overview

IP Telephony is the technology of transmitting voice conversations over a data
network infrastructure using IP (Internet Protocol). IP Telephony is the ability
to make a phone call using an IP based device, optionally via gateways such
as the Business Communications Manager or using Internet Telephony
Service Providers (ITSPs). This convergence of voice, video, and data
enhances our ability to collaborate with tools such as video conferencing and
other data related facilities.

Business Communications Manager (BCM) with Voice over IP (VolP) provides
several business critical advantages:

e Cost Savings. IP networks can be significantly less expensive to
operate and maintain than traditional networks. The simplified network
infrastructure of an Internet Telephony solution cuts costs by
connecting IP telephones over your LAN and eliminates the need for
dual cabling. IP Telephony can also provide “internal” dialling capability
on site-to-site calls via global four-digit dialling plans.

e Portability and flexibility. Employees can be more productive
because they are no longer confined by geographic location. IP
telephones work anywhere on the network, even over a remote
connection. Network deployments and reconfigurations are simplified,
and service can be extended to remote sites and home offices over
cost-effective IP links.

e Simplicity and consistency. Customers can centrally manage the IP
Telephony infrastructure from a central point via the Element Manager
application. The ability to network existing PBXs using IP can bring new
benefits to a business. For example, the ability to consolidate voicemail
onto a single system, or to fewer systems, making it easier for voice
mail users to network.

e Compatibility. IP Telephony is supported over a wide variety of
transport technologies. A user can gain access to just about any
business system through a Digital Line, a LAN, frame relay,
asynchronous transfer mode, SONET or wireless connection.

e Scalability. A future-proof, flexible, and safe solution, combined with
high reliability, allows a company to focus on customer needs, not
network problems.
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IP Telephones and VolIP Trunks

This guide describes two similar applications for IP telephony on the BCM
system: IP telephones and VolP trunks. These applications can be used
separately or together as a network voice/data solution.

IP Telephones

IP telephones offer the functionality of regular telephones, but do not require a
hardwire connection to the BCM. Instead, they must be plugged into an IP
network that is connected to the LAN or WAN card (BCM50(b)e only) on the
BCM.

Calls made from IP telephones through the BCM can pass over VolIP trunks or
across a Public Switched Telephone Network (PSTN).

Avaya provides a range of IP telephones. The ‘i-series’ telephones are
hardwired to the system, in the case of the 12001, 2002, i2004, i2007 as well
as the newer 1110, 1120E, 1140E, 1210, 1220, 1230 and the i2033 IP
conference phone, or are accessed through your desktop or laptop computer
as in the case of the IP Softphone 2050.

Note: All IP Clients require licence seats enabling on the BCM to allow
registration and functionality. The 2050 IP Softphone requires additional per
seat licensing, as does the 1100 series VPN feature. The Remote Worker
Solution (NAT traversal) also requires licensing, on a system-wide rather than
per seat basis.

VoIP Trunks

VoIP trunks (Lines) allow voice signals to travel across IP networks. A
gateway within the BCM converts the voice signal into IP packets, which are
then transmitted through the IP network. The device at the other end
reassembles the packets into a voice signal. NetMeeting is one of the H.323
protocol trunk devices that the BCM system supports.

H.323 is a standard for packet based multimedia communications systems.
H.323 is widely used as the standard for IP telephony and allows for the voice
packets to traverse an IP network. It was designed for multimedia
communication over IP networks, including audio, video, and data
conferencing. The most widely deployed use of H.323 is "Voice over IP"
followed by "Videoconferencing".

SIP Session Initiation Protocol is text based application-layer control
(signaling) protocol for creating, modifying, and terminating sessions with one
or more participants. It can be used to create two or multiparty VolP telephone
calls. Name Translation and User Location is utilised where SIP translates an
address to a name and thus reaches the called party at any location.
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Note: VoIP trunks are enabled via keycodes. The number of licence seats
applied determines the maximum number of simultaneous calls via VolP
trunks.

Supporting Information

The following sections contain information the might be useful when
considering network design and integration of BCM VolP functionality into the
network.

SIP Trunk Authentication

Ensures that only gateways with valid credentials can place calls to the BCM
and that BCM can provide valid credentials on outgoing calls when challenges
take place.

DNS (Domain Name Service)

DNS can be used to locate SIP servers. This means that customers do not
need to know the IP addresses of remote servers and can use domain name
entries instead.

SIP Proxy Failover

Enables use of multiple SIP Proxies without relying on DNS query method
with multiple entries.

SIP REFER
Standards based method for handling incoming SIP REFER messages to
support Call Transfer requests in a SIP network environment.

G.711 Fax Support
Option to use G.711 when placing calls from fax machines.

IP Network

The network administrator should be able to advise you about the network
setup and how the BCM fits into the network.

WAN

A Wide Area Network (WAN) is a communications network that covers a wide
geographic area, such as a state or country. If you want to deploy IP
telephones that will be connected to a LAN outside of the LAN that the BCM is
installed on, you must ensure the BCM has access to a network device that
has a WAN connection. This includes ensuring that you obtain IP addresses
and routing information that allows the remote telephones to find the BCM,
and vice versa.

LAN

A Local Area Network (LAN) is a communications network that serves users
within a confined geographical area. For BCM, a LAN is any IP network
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connected to a LAN Interface on the BCM system. Often, the LAN can include
a router that forms a connection to the Internet.

Public Switched Telephone Network

The PSTN can play an important role in IP telephony communications. In
many installations, the PSTN forms a fallback route. If a call across a VolP
trunk does not have adequate voice quality, the call can be routed across the
PSTN instead, either on public lines or on a dedicated ISDN connection
between the two systems. The BCM also serves as a gateway to the PSTN
for all voice traffic on the system.

Gatekeeper

A gatekeeper tracks IP addresses of specified devices, and provides
authorisation for making and accepting calls for these devices. A gatekeeper
is not required for the BCM system, but can be useful on networks with a
large number of devices.

A gatekeeper controls all H.323 clients (endpoints like MS Netmeeting) in its
zone. Its primary function is to address translation between alias addresses
and IP addresses. This way you can call "Fred" instead of knowing which IP
address he currently works on. VolP gateways can register at the
gatekeeper and the gatekeeper finds the right gateway to use to call a
specific number.

For example in the diagram below digital telephone A wants to call IP
telephone B, which is attached to BCM B, over a network that is under the
control of a gatekeeper. Digital telephone A sends a request to the
gatekeeper. The gatekeeper provides Digital telephone A with the
information it needs to contact BCM B over the network. BCM B then passes
the call to IP telephone B.
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Below is a diagram showing an example of a VolP Network.

1 Fallback Routing
IP Telephone A Router Capabilityto PSTN

Digital Phone A

—— WAN Router

Gatekeeper

BCM450

i
'&

IP Telephone M1+ IPT Digital Phone B

IP Telephone B

Key IP Telephony Concepts

In traditional telephony, the voice path between two telephones is circuit
switched. This means that the digital connection between the two telephones
is dedicated to the call. The voice quality is usually excellent, since there is no
other signal to interfere.

In IP telephony, voice quality between IP telephones can vary significantly
from call to call and time of day. When two IP telephones are on a call, each
IP telephone encodes the speech at the handset microphone into small data
packets called frames. The system sends the frames across the IP network to
the other telephone, where the frames are decoded and played at the handset
receiver. If some of the frames get lost while in transit, or are delayed too
long, the receiving telephone experiences poor voice quality.

Codecs

The algorithm used to compress and decompress voice is embedded in a
software entity called a codec (COde-DECode). Two popular Codecs are
G.711 and G.729. The G.711 Codec samples voice at 64 kilobits per second
(kbps) while G.729 samples at a far lower rate of 8 kbps. Voice quality is
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better when using a G.711 CODEC, but more network bandwidth is used to
exchange the voice frames between the telephones.

If you experience poor voice quality, and suspect it is due to heavy network
traffic, you can get better voice quality by configuring the IP telephone to use
a G.729 CODEC.

The BCM supports these codecs:

e G.729

e G.723

e G.729 with VAD (Voice Activity Detection - the transmission of "silent
packets" over the network)

e G.723 with VAD

e G.711-uLaw

e G.71l-aLaw

BCM allows for CODEC renegotiation. This means that two sets and/or
trunks using dissimilar CODEC settings, when initiating the VolIP call, would
negotiate and decide which CODEC to use. In earlier BCM software levels,
differing CODECS would have meant that the call would be dropped.

Jitter Buffer

Voice frames are transmitted at a fixed rate, because the time interval
between frames is constant. If the frames arrive at the other end at the same
rate, voice quality is perceived as good. In many cases, however, some
frames can arrive slightly faster or slower than the other frames. This is called
jitter, and degrades the perceived voice quality. To minimize this problem,
configure the IP telephone with a jitter buffer for arriving frames.

This is how the jitter buffer works - Assume a jitter buffer setting of five
frames:

e The IP telephone firmware places the first five arriving frames in the
jitter buffer.

e When frame six arrives, the IP telephone firmware places it in the
buffer, and sends frame one to the handset speaker.

¢ When frame seven arrives, the IP telephone buffers it, and sends frame
two to the handset speaker.

e The net effect of using a jitter buffer is that the arriving packets are
delayed slightly in order to ensure a constant rate of arriving frames at
the handset speaker.
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The below diagram shows a Jitter Buffer example assuming a jitter buffer
setting of five frames:

JITTER BUFFER

III’

Frame 6

(2) When Frame

6 arrives the IP

Phones firmware
Places it in the
Buffer

(1) The IP telephone
firmware places the
first five arriving frames
in the jitter buffer

Frame 1

(4) When Frame

Frame 5 Frame 4 Frame 3 - Frame 1
> Frame 6 Frame 5 Frame 4 Frame 3 - Frame 1
(3) Frame 1is
then sent to the
handset speaker
JITTER BUFFER
Frame 6 Frame 5 Frame 4 Frame 3 -
’- Frame 6 Frame 5 Frame 4 Frame 3

7 arrives the IP
Phones firmware
Places it in the
Buffer

(5) Frame 2 is
then sent to the
handset speaker

Possible jitter buffer settings and corresponding voice packet latency (delay)
for the BCM system IP telephones are:

None

Small (G.711/G.729: 0.05 seconds)
Medium (G.711/G.729: 0.09 seconds)
Large (G.711/G.729: 0.15 seconds)
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QoS Routing

The process of prioritizing data frames is referred to as Quality of Service
(QoS) routing.

(1) BCM sends
voice frame
onto the
network from

IP phone (2) IP Phanes
firmware places
header information
on to the frame

\Voice Frame

The ToS byte The header
contains the contains the
routing priofity | network address
—VoIP frames | gfhe sending &
given ighest | o ceiving IP

priority telephones

Frame Header

(3) As the frame travels through
the network the routers it
encounter give it higher priority
routing than competing data
frames that do not require real
time processing such as
emails, web downloads.

(4) Frame arrives
at it's destination

The BCM system supports QoS routing, when it is integrated with other Avaya
routing solutions. The BCM system can also be configured to monitor QoS so
that the system reverts to a circuit-switched line if a suitable QoS cannot be
guaranteed.

VoIP packets can also be “marked” using DSCP, with the aim of prioritising
these packets through the network.

Remote Working Capability

The latest release of BCM offers the option of being able to use an IP
Telephone in remote locations, as it were a phone on the local system. The
Remote Worker solution only requires standard routers and networking
capability to perform this function. If necessary, the IP telephone can be
moved to various locations as required, as long as there is network access to
the BCM.
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A typical example of the Remote Worker solution would be a home worker
who wishes to connect an IP telephone to the main office BCM, using their
standard home router and the internet. The office BCM would be connected to
the internet via a router which has a static public IP address, and forwards the
IP telephone’s data/voice traffic to the BCM (and vice-versa).

Alternatively, if extra security is required for the data/voice traffic, a VPN
connection can be initiated via the 1120 and 1140 IP telephones. This
requires enhanced IP phone configuration, and a VPN router at the main
office hosting the BCM.

Required Information

Before configuring IP Telephony, the following information will need to be
confirmed:

e Which interface will be used for the Published IP address?

e |s there a Gatekeeper connected to the BCM, if so, what is the IP
address of the Gatekeeper and the Alias name for the BCM?

e |If there is no Gatekeeper, what are the IP addresses of the remote
Gateways and what are the telephony destination digits required to dial
those systems?

e What password will be used for IP Phone registration?

e Are there any routers that should be referenced as part of the VolP
configuration? These may be used to provide WAN access for
example.

e |If using the Remote Worker or 1100 series VPN solutions, what is the
public IP address of the router connecting the BCM to the
Internet/WAN network.

¢ What telephony configuration is required for IP Telephony?

e Will DHCP be required for the IP Phones, and if so, will the BCM be set
up to provide IP Addresses to the phones?
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Flow Charts

Use the following flow charts to determine which sections of this guide to use.

IP Telephone Configuration

Ensure that the required keycodes are applied to the
BCM: refer to the Keycodes section of this guide.

A 4
Set the BCM’s IP Address that the IP phones will
register against: refer to the Published IP Interface
section of this guide.

Will the BCM be used to issue IP
Addresses to the IP phones?

Yes

/w
N

R

A 4
Refer to the DHCP No
Configuration section
of this guide.

:/‘
\
4

Set the BCM up to allow IP phones to register:: refer to
the Preparing Your system for IP Telephone
Registration section of this guide.

N
L/

A 4

Register the IP phones: refer to the Registering the IP
Phones to the System section of this guide.

[ Will the 2050 IP Softphone be used? ]

Y h 4
€s /\ No
N
A 4 A 4
Refer to the 2050 IP Softphone .| IP Phones have been
section of this guide. "| configured for use.
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VolIP Gateway Configuration

Settings section of this guide.

Determine how incoming and outgoing calls will be
handled: refer to the Configuring the Local Gateway

A 4

guide.

Check the H323 and/or SIP Media Parameters: refer to
the H323 & SIP Media Parameters section of this

A

trunks?

[Will SIP be used over the VoIP]

A

No

1
N

Yes
A

y

another system, or public to an ITSP?

[Will the SIP trunks be private to]

Private H

Public to ITSP

! N

v

Refer to the Private SIP
Specific Configuration
section of this guide.

Refer to the Public SIP
Trunk Configuration
section of this guide.

| VARY

A 4

If not using a Gatekeeper on the network, manually
configure the Remote Gateways: refer to the Remote
Gateways (Routing Table) section of this guide.
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General Configuration

The BCM supports the following IP telephony protocols: UNISTIM, H.323 and

SIP.

The IP telephones use UNISTIM.

The Symbol NetVision and NetVision Data telephones use H.323+.

VoIP Trunks can use either H.323 or SIP (defined on a per gateway

basis)

The applications that control these protocols on the BCM provide an invisible
interface between the IP telephones and the digital voice processing controls
on the BCM.

Keycodes

The first part of configuration for IP Telephony is ensuring that the required
keycodes have been purchased and are entered.

1.

In Element Manager, select the Configuration tab and then open the
System folder. Select the Keycodes link and the keycodes that have
been entered will be displayed.

Three keycode types are available, depending on your requirements:
e VoIP (H.323) or SIP GW Trunks: two trunk protocols for networking
between compatible telephone systems. The number of trunk
licence seats enables determines the maximum number of VolP
calls that can be placed over VolP trunks. SIP GW trunks will be
required to connect to ITSPs.
e |P Clients: The number of IP Client licence seats determines the

number of IP Phones and Software

IP Phones that can be

registered against the BCM.

Task Mavigation Panel

Configuration | Admiistration

i@ Welcome

L:_l_;l Syskem
@ Tdentification
@ Date and Time
- ¥ evoodes
@ TP Subsystem
@ Telephony Regions

F-{7) Administrator Access

- ) Resources

F-{5) Telephony

H-{ ) Data Services

F-{7) Applications

| g O e O ey Yy O |

Keycodes

System ID: IUUI?E-SFASA'BS

Key Type: |3

Region: |Glnbal

Manuf acturing SW version: |50.US

Feature licenses

Skatus  # I Mame I Data

H
ALY
La]
La]

m mgm m
r
I
T
!
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e Remote Worker: A single keycode unlocks the Remote Worker
solution

70 O 0 01 01 0] 0
1 1 1 1 1 1 1 1

gl M mormom omom m m

Load Keycode File...

Published IP Interface

The Published IP Interface is the IP Address that IP Telephones need to
register against as well as the address that VolP gateways need to be
“pointed” to. You have the choice of selecting the Customer LAN (refer to the
Configuring the LAN IP Address section of the System Start Up Guide) or
any VLAN IP Addresses (refer to the VLANs Guide) that are configured on
the BCM in the IP Subsystem section of Element Manager.

The Published IP Address must be set as the S1 IP (or S2 IP if the BCM will
be used as a “backup” registration BCM) when configuring IP phones for
registration.

Note: The exception to this rule is when registering telephones to be used
Remote Worker sets. Please refer to the Remote Worker Solution section of
this guide for instructions on S1/S2 assignment for this feature.

Note: The Published IP Address is the address that LAN CTE should also
register against. For further information, refer to the LAN CTE Guide.

NN40011-028 Issue 1.2 BCM RIs 6.0 19



IP Telephony

Use the following procedure to check or set the Published IP Address.

1. From the Configuration tab, open the System folder and select IP
Subsystem. Click on the General Settings tab.

Task Mavigation Panel

: : IP Subsystem
Configuration | Adminiskratian |

g @ Welcome | General Setkings |l AN Interfaces | VLA
El_;l System -]

; —System Information
i i@ Identification i

@ Date and Time System name: |P-BCMSORS

- @ Keycodes
IP Subsystem [
i i@ Telephony Regions
--I,j Administrator Access & If you change the defau
--I,j Resources
__1.:' Telephory Default gateway: IEUU.SU.SU.?
[#-|C3) Data Services Published IP Interface: ICustDmer LAM

--I,j Applications

Published IP Address: IEUU.SU.SU.SI

2. If checking the existing Published IP Address for IP phone registration
purposes, view the read-only field.

~IP Settings

& If you change the default gateway you may lose your

Default gateway: |200.30.30.7

Published IP Inkerface: ICustDmer LAM LI

IPuinshed IP Address: |200.30.30.51 I

3. If changing the setting, from the Published IP Interface drop-down list,
select the Customer LAN or any of the VLANSs configured on the BCM.

~IP Setkings

& If you change the default gateway you may lose your connection to the

Default gateway: |200.30.30.7

Published IP Interface: |Cuskomer LAMN -
Published IP Address: JCustomer LAN
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4. A warning box will appear stating that all VVoice over IP applications will

be restarted. This may result in VoIP calls being dropped. Click OK to
continue.

x|

! E Changing the Published IP Interface wil restart Voice aover IP Applications,

: Cancel |

5. If changed, the new setting will be displayed,

~IP Settings

& If you change the default gateway you may lose

Default gateway: [200.30.30.7
Published IP Interface: ([0 RinEER: (=

Published IFP Address:li200.4ﬂ.4ﬂ.2 I

6. Changing the Published IP Interface setting also has the effect of
changing the S1 Primary Terminal Proxy Server IP Addresses (S1 &
S2) in the DHCP Server IP Terminal DHCP Options screen (refer to the

DHCP Server - IP Terminal Options section of this guide for further
information).

Task Navigation Panel

- : DHCP Server

Configuration | Administr ation

- @ Welcome General SEttiHQSGI; Terminal DHCP Options ) addre
-3 System

~Primary Terminal Proxy Server (51)

[#-3) Administrator Access

F-03) Resources IP address: |200.40.40.2
1+ Telephony Port: [BCM ]|
=1 Data Services
- - $DHCP Server Port number: | 7000
; - @ QoS Action: | 1
#1-7) Applications

Retry count: | 1

—Secondary Terminal Proxy Server (S52)

IP address: |200.40.40.2

Port: [BCM ]|

Port number: | 7000
Action: | 1
Retry count: | 1
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Media Gateways

Certain types of IP communications pass through Media Gateways on the
BCM. You can control the performance of these communications by adjusting
the parameters for echo-cancellation and UDP Redundancy.

The Media Gateways panel allows you to set basic parameters that control IP
telephony.

1. Open the Resources folder and highlight Media Gateways. The
Media Gateways screen will be displayed on the right. Configure the
Parameters as described in the following table.

Ta=k Havigation Panel
Media Gateways
Configuration | Administration
@ Welcome Echo cancellation [ Ee ks oN=
_ | System
|| Admrinistrator Access T.38 LDP redundancy 2
_ 4 Resources
@ 2pplication Resources
- Mhiedia Gateways
@ Port Ranges
@ Telephony Resources
@ Dial Up Interfaces
__| Telephony
| Data Services
_ | Applications
Media Gateways Settings
Attribute Value Description
Echo <drop-down Enable or disable echo cancellation for your system.
cancellation menu> Default: Enabled w/NLP (check with your internet system
Enabled w/NLP administrator before changing this)
Enabled Echo Cancellation selects what type of echo cancellation is
Disabled used on calls that go through a Media Gateway. NLP refers to
Non-Linear Processing.
T.38 UDP <numeric If T.38 fax is enabled on the system, this setting defines how
redundancy character string> | many times the message is resent during a transmission, to avoid
errors caused by lost T.38 messages.

Quality of Service (QoS) Settings

The BCM can be configured to mark voice related data packets using the
Differentiated Services Code Point (DSCP) feature, so that they have priority
over other packets on the network. Prioritised packets pass through network
hardware supporting the DSCP feature, ahead of lower priority packets. This
has obvious benefits for real time applications such as Voice over IP.

Note: If any network hardware handling network traffic does not support
DSCP, the packets will not be prioritised by that hardware, and will be treated
on an equal basis to non—prioritised packets.
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The following types of data packets can be prioritised:
e VoIP Signalling (SIP, H.323, and Unistim)
e Voice Media
e T.38 Fax Media (SIP or H.323)

Note: Only configure BCM QoS if you have a plan of what types of packets
are prioritised on the network, and the levels (class of service) of priority for
those packet types.

DSCP Marking

Use the following procedure to set the QoS values for VolP Signalling, Voice
Media, and Fax Media packets.

1. In Element Manager, select the Configuration tab. Open the Data
Services folder, and click on QoS.

4 Task Navigation Panel

. ; DSCP setting
Configuration | Adrministr ation
o @ Welcome DSCP Marking | DsC
[F+ ) Zystem
{5 Administrator Access
-{C3) Resources Avaya Automatic ¢
- Telephony
El_,'ll Data Services
{ - DHCE Server ~WOIP Signaling

—Avaya Automatic G

~DESCP Setting

QoS value Far

~Voice Media—

QoS value Faor
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2. In the DSCP Marking tab, select either to use Avaya Automatic QoS
settings or select the values for each of VolP Signalling, Voice Media,
or Fax Media.

DSCP setting

DSCP Marking JDSCP Mapping | VLAN P Bit Mapping |

—Avaya Autormatic QoS oOR
Avaya Automatic Qusw—‘
~DSCP Setting
~WOIP Signaling

QoS value for VOIP signaling: |C55 (028 or 40) ;l
TOS byte for VOIP Signaling: Ilﬁﬂ

~Voice Media
Qo5 value for voice media: |EF (0x2E or 46) =]
TS byte for voice media: |184
—Fax Media
QoS value for fax media: |EF (0% 2E or 46) ﬂ

TOS byte for fax media; |184

Note: Avaya Automatic QoS should only be used if there are other devices on
the network that support this feature.

3. Avalue of CUSTOM can also be selected from the drop-down lists,
which will enable a customisable ToS (Terms of Service value) to be
entered.

DSCP Mapping

In this area DSCP values are assigned to various service classes. The service
classes determine the priority level of the DSCP value.

The available Service Classes are (in order of priority):
Critical

Network

Premium

Platinum

Gold

Silver

Bronze

Standard
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Therefore, a packet carrying a DSCP value associated with the Critical class
will have the highest priority (assuming the default VLAN P Bit Mapping
settings are not changed).

1. Click on the DSCP Mapping tab. If you want to assign a different
service class to a DSCP value, double-click in the corresponding
Avaya Service Code field and select the class from the drop-down list.

DSCP setting

DSCP Marking DSCP Mapping | VLAN P Eit Mapping
DSCP Mapping

Dscp # | Tos | Avaya Service Code

AF11 (Oxa or 10) 40 Bronze -
) 42 Bronze

56 Bronze

72 Silver

a0 Silver

23 Silver
104 Gold
112 Gold
120 Gold
136 Platinum
144 Platinum
152 Platinum

32 Bronze
&4 Silver
35 Gold
22 Platimys

[Fremium =l

198|Critical
224 |Metwark
Flatinum
Gold
0 f|silver
UR{Bronze
| §|standard
() Sl

107 Standard
108 Standard
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IP Telephones

IP telephones offer the functionality of regular telephones, but do not require a
hardwire connection to the BCM. Instead, they must be plugged into an IP
network which is connected to the BCM.

Calls made from IP telephones through the BCM can pass over VoIP (H.323
or SIP) trunks or across Public Switched Telephone Network (PSTN) lines.

Avaya provides two types of IP telephones. The IP telephones are wired to an
IP network using Ethernet in the case of the IP telephones, or are accessed
through your desktop or laptop computer, as in the case of the 2050 IP
Softphone.

IP telephones can be configured to the network by the end user or by the
administrator. If the end user is configuring the telephone, the administrator
must provide the user with the required parameters.

DHCP Configuration

Refer to the following sections if the BCM will be used as the DHCP server for
the IP phones.

DHCP Server - IP Terminal Options

If the BCM is configured to pass on DHCP details to IP phones using either
the “Enabled — IP Phones Only” or “Enabled — All Devices” options in DHCP
Server General Settings, then the BCM should be configured to supply the
Primary (S1) and Secondary (S2) Terminal Proxy Server IP Addresses that
the IP Phones should register against.

If the BCM will not be passing on DHCP information to IP Phones, then the IP
Terminal DHCP Options do not require configuring.

Again, if you have configured the Published IP Interface in the Published IP
Interface section, the S1 and S2 will be already set to the Published IP
Address. However, you may wish to check these settings.

Use the following procedure to check or change the IP Terminal DHCP
Options.
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1. From Configuration tab open the Data Services folder and select

DHCP Server. Click on the

General Settings tab. Check to see if the

BCM is configured to provide DHCP information to IP Phones.

Task Mavigation Panel

Configuration | Administration |

#-{C3) Applications

DHCP Server

o Welcome General Settings |XP Terminal DHCP Options | Address Ranges | Leas

-3 System

[#-{C7) Administrator Access
[#-{C3) Resources

@ Telephany

DHCP server is: IEnaI:uIed - IP Phones Only - |I

IP domain name:

Primary DMS IP address:

Secondary DNS IP address:

WINS node bype:

B-node LI

604300

|

|

|

WINS server address; |
Lease time (s); |

2. If either Enabled — IP Phones Only or Enabled — All Devices is
selected, then continue with configuring the IP Terminal DHCP

Options.
3. Click on the IP Terminal Op

DHCP Server

tions tab.

General Settingzl_IP Terminal DHCP Cp

tions [Wddress Ranges | Lease Info

~Primary Terminal Proxy Server {S1)
Part: |Other =]
Portumber: | O
Action: | 1
Retry count: | i)
—Secondary Terminal Proxy Server (52)
IP address: |200.30.30.99
Port: IOﬁ'uer =]
Port number: | 0
Action: | 1
Retry count: | 0]

~VLAN

VLAM identifiers (comma-delimited): |

—Avaya WLAM Handset Settings

TFTP Server: |

WLAN IP Telephony Manager 2245: |
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4. Ensure that the IP address is set correctly for the Primary and
Secondary Terminal Proxy Servers. Again, these addresses will be
used during the IP Phone registration process. Also, ensure that the
Port is set to BCM. This will automatically set the Port number field to

7000.

5. Configure all other fields as required.

IP Terminal DHCP Options

Attribute | value | Description
Primary Terminal Proxy Server (S1)
IP Address <IP The IP address of the Proxy Server for IP phones. This should be set
address> to the BCMs Published IP Address.
Port <drop-down | Select the appropriate port:
list> BCM
SRG
Meridian 1/Succession 1000
Centrex/SL-100
Other
Port number <read- The port number on the terminal through which IP phones connect.
only>
Action <read- The initial action code for the IP telephone.
only>
Retry count <number> The delay before an IP phone retries connecting to the proxy server.
Secondary Terminal Proxy Server (S2)
IP address <IP The IP address of the Proxy Server for IP phones. This should be set
address> to the BCMs Published IP Address, or a backup BCM to register
against.
Port <drop-down | Select the appropriate port:
list> BCM
SRG
Meridian 1/Succession 1000
Centrex/SL-100
Other
Port number <read- The port number on the terminal through which IP phones connect.
only>
Action <read- The initial action code for the IP telephone
only>
Retry count <number> The delay before an IP phone retries connecting to the proxy server.

VLAN

VLAN identifiers
(comma-
delimited)

Specify the Virtual LAN (VLAN) ID numbers that are given to the IP
telephones.

If you want DHCP to automatically assign VLAN IDs to the IP
telephones, enter the VLAN IDs in the following format:
VLAN-A:id1, id3,...,idn.

Where:

VLAN-A —is an identifier that tells the IP telephone that this message
is a VLAN discovery message.

Id1, id2,...idn — are the VLAN ID numbers that DHCP can assign to
the IP telephones. You can have up to 4 (BCM50) or 8 (BCM450)
VLAN ID numbers listed. The VLAN ID numbers must be a number
from 1 to 4094.

For example, if you wanted to use VLAN IDs 1100, 1200, 1300 and
1400, you would enter the following string in this box: VLAN-A:1100,
1200, 1300, 1400.

If you do not want DHCP to automatically assign VLAN IDs to the
telephones, enter VLAN-A:none, in this text box.

Notel: The Avaya IP Terminal VLAN ID string, must be terminated
with a period (.).

Note2: If you do not know the VLAN ID, contact your network
administrator.

Note3: For information about how to setup a VLAN, refer to the user
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Attribute Value Description

documentation that came with your VLAN compatible switch, as well
as the VLAN Guide..
Avaya WLAN Handset Settings

TFTP Server IP Address | Enter the IP Address of the TFTP server that is used for providing
firmware to the WLAN handsets and the 2245 IP Telephony Manager

WLAN IP IP Address | Enter the IP Address WLAN IP Telephony Manager 2245

Telephony

Manager 2245

Configuring the DHCP Address Ranges

If the BCM is configured to pass on DHCP information to IP Phones, you
should configure a suitable range of addresses to assign to the IP Phones.

Note: Consult with the network administrator to determine a suitable range of
addresses, co-ordinating with the existing network design. For example, it
may be necessary to set up an Address Range for VLANS that host the IP
telephones. For more information on configuring VLANS, please refer to the

VLANSs Guide.

1. In the Configuration panel, open the Data Services folder and select

DHCP Server.

Task Mavigation Panel

Configuration I Administrakion

DHCP Server

@ Welcoma
[ System

-7 Resources
-5 Telephany
El_} Data Services
il QoS
J Applications

General Setting:

({7 Administratar Access [

IF

Primary D
Secondary D
WINS s

W

2. Click on the Address Ranges tab.

DHCP Server

Included Address Ranges

General SEttingsl IP Terminal DHCP Options{ Address Ranges [} ease InFI:ul

From IP Address  /

I To IP Address I Default Gakeway

Add... Delete

NN40011-028 Issue 1.2 BCM RIs 6.0 29




IP Telephony

3. If there aren’t any Address Ranges configured, click on the Add button.

General SE:I:tingsl IP Terminal DHCP Options  Address Ranges | Lease InF::ul

Included Address Ranges
From IP Address £ To IP Address I Defaulk Gateway

pelete | [ wodive. |

4. Enter the start IP address in the From IP Address field. Enter the end
IP address of the range in the To IP address field. In the Default
Gateway field, enter the IP Address of the network default gateway.
This may be the BCM S1 address in some situations. Click OK to
submit the settings.

Add Included Address Range |

Fram IP address:||200.40.40,200
To IP address: IEUU.4U.4U.254

Default Gateway:|[200.40.40.1

— | cancel |

5. The new address range will be displayed.

DHCP Server

General Settings | IP Terminal DHCP Options  Address Ranges | Lease Infa I
Included Address Ranges

From IF Address | To IF Address | Default Gateway

200.40.40.200 200.40.40.254 200.40.40.1
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Preparing Your System for IP Telephone Registration

Before you can register an IP telephone to the BCM, you must activate

terminal registration on the BCM.

1. Open the Resources folder and select the Telephony Resources link

and then select the IP Sets Module Type.

Task Navigation Panel

- Telephony Resources
Configuration | Administration |

@ Welcome Modules

h:l System Location I Configured Device

Q Administrator Access
EI_} Resources
. Application Resources
L. @ Media Gateways
- @ Port Ranges
+. elephony Resources
--Q IP Trunks
... Dial Up Interfaces
-3 Telephony : BRI-ST4 MBM
(- Data Services nsion 1 None
- Applications

CTM4/GATM4 MBM

Auto-assign DNs: [V
Play CTMF-tone: [

Disable I Enable Deconfigure... Configure...
Details for Module: Internal IP Sets
IP Terminal Global Settings | IF Terminal Details |
Enable registration: v Default codec: |Auto -
Enable global registration password: v Default jitter buffer: |Auto hd
Global passward: | ********** G.729 payload size (ms): |30 -

G.723 payload size (ms): |3D - I
(.711 payload size (ms): |3D - I

Advertisement/Logo: |.¢waya

Discovered Public Address: [0.0.0.0

Support Remote Worker: [~

Provisioned Public Address: |

2. Select the IP Terminal Global Settings tab and select the Enable

Registration tick box.

Details for Module: Internal IP Sets

‘ IF Terminal Global Settings |lp Terminal Details |

Enable registration: [v

Enable global registration password: [v

Global password: I""""""""""
Auto-assign DMs: v
Play DTMF-tone: [

Advertisement/Logo: I.ﬁ.vaya

Discovered Public Address; IU.U.U.U

Default codec: |Auto r

Default jitter buffer: |Auto -
5.729 payload size (ms): |30 -
5.723 payload size (ms): |30 -
5.711 payload size (ms): |30 -

Support Remote Worker: [

Provisioned Public Address: |

3. If you want the installers to use a single password to configure and

register the telephone,

select the Enable global

registration

password check box, and then enter a numeric password (the
password will have to be entered on the IP Phone keypad) in the

Global password field.
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4. To automatically assign a DN to the phone being registered, select the
Auto-assign DNs option.

5. Configure all other options as required.

Note: Turn Enable registration and Auto-assign DNs off when the
telephones are registered. Leaving your IP registration open and unprotected
by a password can pose a security risk.

IP Terminal Global Settings

Attribute

Value

Description

Enable
registration

<check box>

Select to allow new IP clients to register with the system.
Warning: Remember clear this check box when you have finished
registering the new telephones.

Enable global | <check box> If you want to require the installer to enter a password when IP
registration telephones are configured and registered to the system, select this
password check box.
If this field is left blank, the IP Phone installer may be prompted to enter
the User ID = 738662 and Password = 266344..
Global <10 If the Enable global registration password check box is selected, enter
password alphanumeric> | the password the installer will enter on the IP telephone to connect to

Default: bcmi | the system.

(2264)

Auto-assign <check box> If selected, the system assigns an available DN as an IP terminal

DNs requests registration. It does not prompt the installer to enter a set DN.
Note: For this feature to work, Registration must be selected and
Password must be blank.
If not selected, the installer receives a prompt to enter the assigned DN
during the programming session.

Play DTMF <check box> Allows DTMF tones to be sent via VolIP calls.

Tone

Advertisement | <alphanumeric | Any information in this field appears on the display of all IP telephones.

/Logo string> For example, your company name or slogan.

Default codec | Auto If the IP telephone has not been configured with a preferred codec,

G.711-alLaw choose a specific codec that the IP telephone will use when it connects

G.711-uLaw to the system.

G.723 If you choose Auto, the IP telephone selects the codec.

G.729 If you are unsure about applying a specific codec, ask your network

G.729 + VAD administrator for guidance.

G.723 + VAD

Default jitter None Choose one of these settings to change the default jitter buffer size:
buffer Auto None: Minimal latency, best for short-haul networks with good

Small bandwidth.

Medium Auto: The system will dynamically adjust the size.

Large Small: The system will adjust the buffer size, depending on CODEC
type and number of frames per packet to introduce a 60-millisecond
delay.

Medium: 120-millisecond delay
Large: 180-millisecond delay
G.729 10, 20, 30, 40,
payload size 50, 60
(ms) Default: 30
G.723 Set the maximum required payload size, per codec, for the IP telephone
payload size 30 calls sent over H.323 trunks.
(ms) Note: Payload size can also be set for IP trunks
G.711 10, 20, 30, 40,
payload size 50, 60
(ms) Default: 20
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Attribute Value Description
Support Tick this box to enable the Remote Worker feature. For full information
Remote <checkbox> on this feature, refer to the Remote Worker Solution section of this
Worker guide.
Discovered Read-only field. Displays the public IP address of the router the BCM is
Public <ip address> connected to, if discovered via the STUN protocol. Refer to the Remote
Address Worker Solution section of this guide for more information.
Provisioned Read-only field. Displays the public IP address of the router the BCM is
Public <ip address> connected to, if manually entered. Refer to the Remote Worker
Address Solution section of this guide for more information.

Registering the IP Phones to the System

How you configure the telephones depends on whether DHCP is active on the
network. When registering the IP Phones, you have the option of selecting the
DHCP setting most appropriate to the network:

e DHCP (Full): The DHCP server will provide the following information to

the IP Phones:

o IP Address & Subnet Mask

o Default Gateway

o S1 & S2 Addresses

o Port Number, Action, & Retry Count

o VLANID
Only use DHCP (Full) if the BCM is supplying the DHCP information to
the IP Phones, or the network DHCP server can be configured to
supply this information.

e DHCP (Partial): The DHCP Server will provide the following

information to the IP Phones:

o IP Address & Subnet Mask

o Default Gateway
The rest of the required information will have to be entered manually.
DHCP (Partial) is used in situations where the BCM is not acting as the
DHCP server to the phones, but another device is. This can also be
used in scenarios where the IP Phone is on a remote network.

e DHCP (Off): All information will have to be entered manually during the
registration process. Use this in situations where there isn't a DHCP
server on the network, or you simply want to configure the settings
manually.

When the telephone registers, it downloads the information from the system
IP Telephony record to the telephone configuration record. This can include a
new firmware download, which occurs automatically. If new firmware
downloads, the telephone display indicates the event.

Once registration has completed, you do not need to go through the
registration process again, unless you deregister the terminal.
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COLOR*SET

If booting up a new phone for the first time, you may be immediately prompted
to enter a password. If this is the case, enter COLOR*SET (26567*738)
followed by OK. You can then proceed with the registration process.

Configuring Telephone Settings

If you are not automatically registered to the BCM, you can configure your
telephone settings to allow you to access a BCM on the network. You will also
need to perform these steps if your IP telephone is not connected to the same
LAN that the BCM is connected to.

Access the configuration parameters using the method described for the
model of phone, and then configure the parameters to enable phone
registration.

Accessing the Configuration Parameters —i2001, i2002, i2004

1.

Restart the telephone by disconnecting the power, then reconnecting the
power. After about four seconds, the top light flashes and the text Avaya
appears on the screen.

When the greeting appears, quickly press the four display keys, one at a
time, from left to right. These keys are located directly under the display.
These keys must be pressed one after the other within 1.5 seconds or the
telephone will not go into configuration mode.

If the display shows EAP Enable you have successfully accessed the
configuration parameters. Proceed with configuring the parameters to
enable phone registration.

Note: Use OK to access the next menu item.

Display Keys
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Accessing the Configuration Parameters —i2033

1.

Restart the telephone by disconnecting the power, then reconnecting the
power. After about 15 to 20 seconds, the top light flashes and the text
Avaya appears on the screen.

When the greeting appears, quickly press the three display keys, one at a
time, from left to right. These keys are located directly under the display.
These keys must be pressed one after the other within 1.5 seconds or the
telephone will not go into configuration mode.

If the display shows EAP Enable you have successfully accessed the
configuration parameters. Proceed with configuring the parameters to
enable phone registration.

Note: Use OK to access the next menu item.

Display Keys

Accessing the Configuration Parameters —i2007

1.

Restart the telephone by disconnecting the power, then reconnecting the
power. After about four seconds, the top light flashes and the text Avaya
appears on the screen.

. When the phone has started, press the Tool icon once.

Select Network Configuration from the menu.

If the display shows EAP Enable you have successfully accessed the
configuration parameters. Proceed with configuring the parameters to
enable phone registration.

Note: Navigation is performed by the navigation cluster at the bottom of the
phone. You can also use the pointing device as the screen is touch sensitive.

NN40011-028 Issue 1.2 BCM RIs 6.0 35




IP Telephony

Tool Icon

Accessing the Configuration Parameters — 1110, 1120e, 1140e

1. Restart the telephone by disconnecting the power, then reconnecting the
power. After about 15 to 20 seconds, the top light flashes and the text
Avaya appears on the bottom left of the screen.

2. Wait a further 15 — 20 seconds. Press the Services () key
twice. A menu will display.

3. Select Network Configuration, either by pressing the associated keypad
number, or by using the navigation cluster.

4. If the display shows EAP Enable you have successfully accessed the
configuration parameters. Proceed with configuring the parameters to
enable phone registration.

Note: Navigation is performed by the navigation cluster in the center of the
phone. The central button is the Enter or OK key.

Services Key
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Accessing the Configuration Parameters — 1210, 1220, 1230

1. Restart the telephone by disconnecting the power, then reconnecting the
power. After about 15 to 20 seconds, the top light flashes and the text
Avaya appears on the bottom left of the screen.

2. Wait a further 15 — 20 seconds. Press the Services () key
twice. A menu will display.

3. Select Network Configuration, either by pressing the associated keypad
number, or by using the navigation cluster.

4. If the display shows EAP Enable you have successfully accessed the
configuration parameters. Proceed with configuring the parameters to
enable phone registration.

Note: Navigation is performed by the navigation cluster in the center of the
phone. The central button is the Enter or OK key.

Services Key
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IP Telephone Configuration Parameters -

Display)

(On Phone’s

Note: Only the settings below are required to allow the IP Telephone to be
registered. Accept the defaults for all other settings.

Note: To enter a full stop ( ®) when specifying an IP Address or Subnet Mask,

use the * key on the dialpad.

Note: The below options may differ slightly on certain phone models.

Field Value Description
DHCP Ooril Enter O if not using a DHCP server to dispense IP addresses.
Enter 1 if using a DHCP server.
If you choose to use the Full DHCP server option rather than
allocating static IP addresses for the IP telephones, skip the
remainder of this section.
DHCP - 0or1 Only appears if DHCP is selected. Enter O for Full DHCP or 1 for
Partial Partial DHCP.
SET IP <ip address> The set IP must be a valid and unused IP address on the
network that the telephone is connected to. (refer to Network
Administrator)
NETMASK <subnet mask This is the subnet mask. This setting is critical for locating the
address> system you want to connect to. (refer to Network Administrator)
DEF GW <ip address> Default Gateway on the network (i.e., the nearest router to the
telephone. The router for IP address W.X.Y.Z is usually at
W.X.Y.1). If there are no routers between the telephone and the
BCM network adaptor to which it is connected, (for example a
direct HUB connection), then enter the Published IP address of
the BCM as the DEF GW.
If the IP telephone is not connected directly to the Published IP
address network adaptor, set the DEF GW to the IP address of
the network adaptor of the router the telephone is connected to.
(refer to Network Administrator)
S1IP <ip address> This is the Published IP address of the first BCM that you want
to register the telephone to. (refer to Network Administrator)
S1 PORT Default: 7000 This is the port the telephone will use to access this BCM.
S1 ACTION Default: 1
S1 RETRY <digits between O | Set this to the number of times you want the telephone to retry
COUNT and 255> the connection to the BCM.
S2 1P <ip address> This is the Published IP address of the second BCM that you
want to register the telephone to. It can also be the same as the
S1 setting. (refer to Network Administrator)
S2 PORT Default: 7000 This is the port the telephone will use to access this BCM.
S2 ACTION Default: 1
S2 RETRY <digits between 0 | Set this to the number of times you want the telephone to retry
COUNT and 255> the connection to the BCM.
VLAN 0: No VLAN If you have DHCP set to yes, you can select number 2 if you
1: Manual VLAN want the system to find the VLAN port assigned to the
2: Automatically telephone.
discover VLAN If you do not have DHCP, or if you want to set the VLAN port
using DHCP number manually, select number 1.
If VLANSs are not used on your network, select 0.
Cfg XAS? 0: No (default) If you want to enable connection to a Net6 service provider

1: Yes

server, choose 1. You are then prompted for an IP address for
the server.

When you have entered all the configuration information, the telephone
attempts to connect to the BCM. The message Locating Server appears on
the display. If the connection is successful, the message changes to
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Connecting to Server after about 15 seconds. Initialisation may take several
minutes. Do not disturb the telephone during this time.

Once the telephone connects to the server, the display shows the DN number
and a date display. Alternatively, if the Auto Assign DNs option is disabled
(refer to the Preparing Your System for IP Telephone Registration section
of this guide) you will be prompted to enter a DN for the telephone.

Note: You will be prompted to enter a password. Enter the registration
password (i.e. the Global Registration Password described in the
Preparing Your System for IP Telephone Registration section of this
guide) and press the OK soft key. Alternatively, if the Global Registration
Password is not enabled, you may be prompted to enter the following
information: Registration: SETNNA = 738662 Password: CONFIG = 266344

Note: Each of the IP Telephones can be configured with the same settings as
a standard digital handset. With this in mind, each needs to be assigned
Lines and / or Line pool access granted. For information on these settings,
please refer to the Telephony Services Guide.
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Troubleshooting IP Telephones

If a problem is encountered when IP phone attempts to register with the BCM
you may see a number of messages appear on the telephones display. These

are outlines as follows:

Message

Description and solution

SERVER: NO PORTS LEFT

The system has run out of ports (license seats). This message
remains on the display until a port becomes available and the
telephone is powered down and then up. To obtain more ports,
you can apply additional IP Client keycodes.

Invalid Server Address

The S1 is incorrectly configured with the IP address of a system
network adapter other than the published IP address.

IP Address conflict

The telephone detected that a device on the network is currently
using the IP address allocated to the telephone.

Registration Disabled

The Registration on the system is set to OFF.

SERVER UNREACHABLE.

Check that you have entered the correct Netmask and gateway
IP addresses. If the settings are correct, contact your system

RESTARTING administrator.
The telephone has not been connected to the system before,
NEW SET .
and must be registered.
Problem Suggested solution or cause

Telephone does not connect to
system

If an IP telephone does not display the text Connecting to
server within two minutes after power up, the telephone did not
establish communications with the system. Double-check the IP
configuration of the telephone and the IP connectivity to the
system (cables, hubs, and so on).

Slow connection between the
handset and the system

If the connection between the IP client and the system is slow
(ISDN, dialup modem), change the preferred CODEC for the
telephone from G.711 to G.729.

One-way or no speech paths

Signaling between the IP telephones and the system uses the
system port 7000. However, voice packets are exchanged using
the default RTP ports

28000 through 28255 at the BCM, and ports 51000 through
51200 at the IP telephones. If these ports are blocked by the
firewall or NAT, you will experience one-way or no-way speech
paths.

Change the contrast level

When an IP telephone is connected for the first time, the contrast
level is set to the default setting of 1. Use FEATURE *7 and the

UP or DOWN key to adjust the contrast.

Block individual IP sets from
dialling outside the system.

If you want to block one or more IP telephones from calling
outside the system, use Restriction filters, and assign them to the
telephones you want to block. Restriction filters are set up under
Configuration > Telephony > Call Security > Restriction
Filters.
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Deregistering IP Telephones

You can deregister selected IP telephones from the system, and force the
telephone to go through the registration process again. You can access the
deregister button from two locations:

1. Select the Configuration tab and open the Resources folder then
select Telephony Resources.

Task Navigation Panel

= Telephony Resources
Configuration | Administration |

i@ Welcome Modules (Mote: MBMs in Expansion 1and 21
.7 System Location I Configured De
L) Administrator Access Interna

) 5 Resources

- Application Resources
- @ Media Gateways
i@ Port Ranges Main DSI12

_h'I elephony Resources Main GASI4
B3 TP Trunks Expansion 1 DSM32 MBM
- @ Dial Up Interfaces Expansion 1.1 DSM16 MBM

{3 Telephony 1.2 DSM16 MBM

H-{7) Data Services DTM-DASS2

H-{.5) Applications

Disable | Enzhble |

2. Select the IP Sets bus (Configured Device column) and click on the IP
Terminal Details tab. Select the required DN, and click on the
Deregister button.

Telephony Resources
Modules (Mote: MBMs in Expansion 1 and 2 must have all DIPs OM)
Lacation I Configured Device | Bus | State | Low | High | Active |
Internal IP Trunks MfA Enabled 001 012 12
firiemal ——Tpsets i rabled b1 lsa1 | s |
Internal Apr ns 1 d 213 012 21
3 3 d 081 064 4
i 4 d 239 613 o
3 4 d &0l 6 4
NJA 200 I
51 200 11
6. 216 0809
7. 095 124 3
Disable Enable
Details for Module: Internal IP Sets
1P Terminal Global Settings  IP Terminal Details
IP Terminals
IF Address  / | state |  Fwverson | codec |
35 0 Offline Default Defar
2004p2  Joffine [ [pefaut
2 Offline Default Defar
Offline Default Defal
Offline Default Defal
85 2050_p2 Offline Default Defar
Reset Hotdesking Password Force Firmware Download Deregister I )
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3. Alternatively open the Telephony folder, the Sets folder and highlight
Active Sets. Select the DN you wish to deregister.

Task Navigation Panel
. Active Sets
Configuration I Administration |
;@ Welcome Line Access I Capabilities and Preferences | Restrictions |
B System
g A N [ oo [ Name | Port | pub.ow
[-|5) Resources 204 ! Dave ':'5':'5 204
B4 Telephory 205 Stuart 0 506 200
[-[E5) Global Settings 206 Steve H s 205
E"@ Sets 207 John 0 207
: 209 Pete 0510 209
210 MtgRm 0511 210
211 DaveD 0105 211
212 % Ed 0113 212
- Y T T
[}.@ Lines 214 Liz ':' 115 214
@ Loops 215 Andrew If_-i 215
- i@ Scheduled Services EE o . I iir.".ei ':'3‘" 3'?2
[#(7 Dialing Flan
@ Ring Groups Copy | Paste... | Renumber... |
[-(C5) Call Security =

4. Click the Capabilities and Preferences tab, followed by the IP
Terminal Details tab in the lower Details part of the screen. Then click
the Deregister button.

Active Sets

Line Access Capabilities and Preferences | Restrictions |

DM/ | MName | Prime Line I Intercom Keys I Control Set I First
211 1/221x DaveD IfC 2 603 Mame
212 221x Ed Ifc 2 608 Mame
213 ¢paul _Jyc 2 608 [Name]
214 : (2050/221x Liz IjC 2 603 Mame
21K 1N Andrew  TiC 2 AR hamis

Copy | Paste...

Details for DN: 213

Capabilities | SWCA Call Gmupl Preferences IP Terminal Details | Button Programming Table | Button Progra

IP address: |1D.1. 1.58 Codec: IDEfauIt "I
State: |Online Jitter buffer: |Default |

Firmware version: |UGU4DCN Keep DM alive: [

Reset Hotdesking PW I Force Firmware Download I Deregister DN I "
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Remote Worker Solution

The Remote Worker solution provides an option for home workers, or BCM
users operating on the outside of the BCM'’s network, to connect an IP Phone
to the BCM. This solution does not require a VPN, and uses NAT to redirect
IP Phone traffic between the connecting networks.

As the Remote Worker solution does not use a VPN (Virtual Private Network),
the traffic is not encrypted, although the proprietary binary format is a form of
simple encryption.

Example Scenario and Configuration Overview

Detailed below is a simple form of the Remote Worker solution. A BCM user
has a home network, and wishes to connect their IP Phone to the office BCM
via the internet.

Home Network

!\

Home Router Details:
® Public (WAN)IP Address=

IP Phone Details:

® [P Address=192.168.10.5

® Default Gateway=192.168.10.1
® S1=217.35.6.35

® 52=1217.35.6.35

85.109.27.56
® Private (LAN)IP Address= P
/ BN
192.168.10.1 (
/' Internet

\
\\\v\/\_,f—’ b

Office Network
BCM Details:

® |P Address=200.30.30.80

Office Router Details:
® Public (WAN)IP Address=

217.35.6.35 o Default Gateway=
e Private (LAN) IP Address = 200.30.30.222
200.30.30.222 ® Provisioned Public Address =
e Portsforwarded to BCM IP 217.35.6.35
Address (200.30.30.80) via * Remote WorkerKeycode
NAT/PAT entered
o 7000-7002 ® SupportRemote Worker=Yes

o 30000 —30099 (BCM50)or
30000 —30999 (BCM450)
* The above ports have to be
openedinthe router Firewall

® Enable Registration = Yes (for
registration process only)

e Port Ranges should be
configured (i.e.7000 for
signalling and 30000 — 30xxx
for RTP over UDP).These are
configured by default.

NN40011-028 Issue 1.2 BCM RIs 6.0

43



IP Telephony

The following configuration steps are required for the above scenario:

1. The BCM has to be configured with the office router as the Default

Gateway and with the router’s public IP Address as the Provisioned
Public Address to ensure that network traffic to the remote worker
phone is correctly addressed. Additionally, the necessary entitlements
of Remote Worker keycode, Support Remote Worker and Enable
Registration options are required to ensure the remote phone can
register and function on the BCM. The port ranges listed above are
configured as default.

Next, the office router requires NAT/PAT configuration so that the
desired traffic types (IP Phone signalling and media (voice traffic)) are
routed correctly to and from the BCM. In conjunction with NAT/PAT
configuration, the Firewall should allow the same ports opening
otherwise traffic destined for those ports will be blocked.

. When the previous steps have been performed the IP Phone will be
able to register on the BCM, using the office router’s public address as
the primary (S1) and secondary (S2) registration server addresses.

BCM Configuration

1. Launch Element Manager and connect to the BCM.

2. First, check that the Remote Worker keycode has been applied to the

BCM. In the Configuration tab, open the System folder, click on
Keycodes and search for the Remote Worker item.

Task Navigation Panel

- Keycodes
Configuration | Administraﬁonl
- @ Welcome System ID: [001765FA5B45 Sequence #: [502
EH_ System
i @ Identification Key Type: |3 Date Stamp: IZ[JID-D
¢ @ Date and Time Region: |Global SW Version: I.Ewaya
l e Manufacturing SW version: |5[].[.'|6

- i@ IP Subsystem

----- @ Telephony Regions Feature licenses

J Administrator Access Status 4 Mame | Data Expiry Date I
J Resources CTIVE
(-7 Telephony
.j Data Services
.j Applications

T 3 0 01 ) ) 0y o«
1 = = = = = — =

ACTIV

Load Keycode File...

Il oo oM oM oMo
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3. If Remote Worker is not listed in the Feature Licenses table, contact
your keycode supplier for a keycode file containing this feature and

apply the file to the BCM by clicking on the Load Keycode File...
button.

4. Check that the BCM’s Published IP Address and Default Gateway are
configured correctly. Under the System folder, click on IP Subsystem.
The Default Gateway should be the LAN address of the office router (in
this scenario). Also, the Published IP Address should be accessible
from the router.

Task Navigation Panel

Configuration I Administration | AT

- @ Welcame General Settings | LAN Interfaces | VLAN Interfaces | Static Routes | Dial
E‘ CJ System —System Information

i @ Identification

@ Date and Time System name: W

I Keycodes

—h'ﬂ IP Subsystem [ s

i i@ Telephony Regions

[-{C3) Administrator Access If you change the default gateway you may lose you
-- Resources

S Telephony |Default gateway: | 200.30.30.222 |

--Q Data Services Published IP Interface: |Cusb3mer LAM ;l

Q) Applications [Published 1P Address: [200.30.30.80 |

—Public Metwark

Discovered Public Address: |U.L’J.U.U

5. These settings should have been configured as part of the System
Start Up process. If they require changing, refer to the Configuring the
LAN IP Address section of the System Start Up Guide.
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6. The Public IP Address of the router now needs to be configured on the

BCM. Under the System folder, click on IP Subsystem. In the Public
Network area click on the Modify button.

Task Navigation Panel

. IP Subsystem
Configuration | Administration |

- @ Welcome General Settings | LAN Interfaces | VLAN Interfaces | Static Routes | Dial-Out Stati
B3 System .

T ~System Information

H - i@ Identification 4

- @ Date and Time System name: |ba‘nRethe\"u'orker
i@ Keycodes _
Subsystem ——

& If you change the default gateway you may lose your connec

ﬁ Resources
Fi3-{) Telephony Default gateway: |200.30.30.222

15 Data Services Published IP Interface: |Customer LAN =]
H-) Applications

Published IP Address: |200.30.30.80

~Public Metwork

Discovered Public Address: |U.U.0.U

Address Discovery Flag: [

Provisioned Public Address: |

(_osr. ]

7. You can choose to manually enter the public address of the router to

be used in the Remote Worker solution in the Provisioned Public
Address field,

A Discovery Setting x|

Address Discovery Flag: [~

Provisioned Public Address: ill?.35.6.35 I
: Cancel |

or tick the Address Discovery Flag to attempt to automatically

discover the router public IP address using Stun. To do this, enter the
Stun Server Address in the available field.

& Discovery Setting x|

Address Discovery Flag: v

I Stun Server Address: I I

Stun Server Port: | 3478
Stun Local Address: [200.30,30.80
Stun Local Port: | 3478
oK Cancel
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8. For either method, click OK when the appropriate details have been
entered. Either the Provisioned Public Address or Discovered
Public Address will be displayed, depending on which Discovery
Setting method was used.

9. Next, the IP Telephony settings require configuration. Open the
Resources folder, click on the Telephony Resources folder and
select IP Sets.

Task Mavigation Panel

= Telephony Resources
Configuration | administration
@ Welcome Modules (Note: MBMs in Expansion 1 and 2 must have all DIPs QM)
{3) System Location I Configured Device I Bus I State
EHAD Administrator Access Interna IP Trunks MNfA Enabied

=1+ Resources
. Application Resources
@ Media Gateways

. Port Ranges

- elephony Resources

L
mimmim

-5 TP Trunks on i Mone y

L@ Dial Up Interfaces sion 7 DTM-PRI . .
B-|5) Telephony
[-{ ) Data Services Disable I Enzble |

M= Ansbeabiana & ¥

10.1n the Details area in the lower part of the screen, tick the Support
Remote Worker checkbox. Without this option enabled, remote
workers will not be able to connect to the BCM. (You will notice the
Provisioned/Discovered Public Address information as configured
previously.) Click OK on the resulting WARNING screen (refer to the
Remote Worker Security Considerations section for information on
securing the system whilst the Support Remote Worker option is
enabled).

Details for Module: Internal IF Sets

IF Terminal Global Settings | IP Terminal Details |

Enable registration: v Default codec: W
Enable global registration password: [w Default jitter buffer: W
Global password: |"""""""""" G.729 payload size {ms): |3I:I_
Auto-zssign DMs: W 5.723 payload size {ms): |3III_
Play DTMF-tone: [~ .711 payload size {ms): IE'.IZI_
Advertisement/Logo: |F‘aul's BCM Support Remote Worker: W
Discovered Public Address: |U.U.U.U Provisioned Public Address: |217.35.6.35

IP dients configuration files
File Mame / | File Created File Size (Bytes) |
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11.Ensure that the general IP Terminal Registration details are configured
to allow IP Phones to register. Please refer to the Preparing Your
System for IP Telephone Registration section of this guide for full
details.

Details for Module: Internal IP Sets

IP Terminal Global Settings | IP Terminal Details |

Enable registration: v

Enable global registration password: W

Default codec: I.ﬁ.ub:
Default jitter buffer: I.ﬁ.ub:

Global password; | === ===

Auto-assign DMs: [+
Play DTMF-tone: [
Advertisement/Logo: |F'au|'s BCM

3. 729 payload size (ms): |3EI
3,723 payload size (ms); |3EI
G.711 payload size (ms): |3EI

Support Remote Worker: [

Discovered Public Address: |U.CI.EI.CI

Provisioned Public Address: |21?.35.6.35

Note: It is always good practice to disable registration (un-tick the Enable
registration checkbox) when known IP phones have been registered. This
prevents unauthorised phones from registering on the BCM, and using the

system fraudulently.

12.Lastly, check that the signalling and RTP over UDP port ranges are
entered on the BCM. Open the Resources folder and click on Port
Ranges. The corresponding values should be used in the router
configuration. The default values for a BCM50 are shown below. A
BCM450 would have the RTP over UDP ranges of 30000 — 30999.

Task Navigation Panel

Configuration | Admiristration |

52

i@ Welcome

System
Administrator Access
Resources

; @ Telephony Resources
B3 IP Trunks
i@ Dial Up Interfaces

#-{) Telephany

Data Services
Applications

Port Ranges

RTP over UDP

Begin -FI End I

Begin II End I

28000 28249

| 30000 30082 |

Signalling
Begin II End I
20245 0 1023
2215 2227

13.The BCM is now configured for the Remote Worker feature.
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Router Configuration

The office router (in this scenario) will require NAT/PAT configuration to route
the remote worker IP phone signalling and media traffic to and from the BCM.
Also, corresponding firewall configuration will be required to allow the
signalling and media to reach the BCM, and return to the public network.

As previously described the ports that require NAT/PAT and firewall
configuration are as follows:

e 7000 - 7002

e 30000 — 30099 (BCM50)

e 30000 — 30999 (BCM450)

Configuring the Remote IP Phone

The IP should be registered as described in the Registering IP Phones to
the System section of this guide.

Note: The S1 and S2 addresses entered during the registration process
should be the public address of the router the BCM is connected to (e.g.
217.35.6.35 in the scenario described earlier).

Remote Worker Security Considerations

Enabling the Remote Worker feature can leave the BCM vulnerable to
fraudulent use by unauthorised parties. If certain settings are left in their
default state and the public IP address of the router is known, external IP
phones could be registered against the BCM and fraudulent use of BCM
facilities would occur.

To prevent against such fraudulent use, ensure the following security steps
are taken:

e Ensure any accounts that have telset programming privileges have
their passwords changed, and that the passwords are changed on a
regular basis. This will help prevent system resources being assigned
to unauthorised remote sets. Refer to the User Management Guide for
details on account management.

¢ Change the default Global Password used for registering the set.

e After authorised sets have registered, disable the Enable Registration
option.

2050 IP Softphone

The 2050 IP Softphone (also referred to as the i2050) allows you to use a
computer equipped with a USB headset to function as an IP terminal on the
BCM system. The 2050 IP Softphone uses the computer IP network
connection to connect to the BCM. Designed to look and feel like the desktop
1140 IP phone, there are also two additional compact skins, available in black
and silver.
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The 2050 IP Softphone is an IP Telephony application that allows you to make
calls over the LAN and WAN from your computer. The Software Phone
provides classic telephony services, a local telephone Directory, easy access
to Voice Mail, Caller ID information and multiple telephone lines or line
appearances.

Now included with the 2050 IP Softphone are incoming and disconnect call
popups, and a software Expansion Module which emulates an 2004 Key
Expansion Module with 54 Keys. Calls arriving on keys on the software
Expansion Module do not support incoming and disconnect popups.

The installation files for the 2050 IP Softphone are contained on a CD, which
can be obtained from your BCM supplier, or from www.avaya.com.

Licensing

Each 2050 IP Softphone will require a keycode license seat on the BCM (refer
to the Keycodes section of this guide). Additionally, the 2050 IP Softphone
itself should be licensed, which can be achieved via one of a number of
methods:

1. Using the BCM HTTP server

2. Node-Locked Licensing

3. A Licensing Server

The licensing process detailed in this guide will be the BCM HTTP server.

BCM HTTP Server Licensing

This is perhaps the simplest method of licensing the 2050 IP Softphone.
License files are served from the BCM to the 2050 Softphone, unlocking the
i2050 and enabling full functionality. License files are specific to each
installation of the i2050.

Application of the license via the BCM HTTP server method consists of the
following steps:
1. Install the i2050 on a PC.
2. Obtain the i2050 hardware ID. Your keycode supplier will need this
information.
3. Obtain the license files from your keycode supplier.
4. Upload the license files to the BCM HTTP server.
5. Set the Provisiong Server Protocolfield to HTTP and the URL to the
location of the BCM.
6. Restart the i2050. It will search for the licensing information on the
BCM and install the license, allowing the i2050 to connect to the BCM.

Full steps will be detailed in the Licensing the i2050 Using the BCM HTTP
Server Method section of this guide.

Node-Locked Licensing

Node-locked licenses are specific to each i2050 installed on a specific PC.
Once the licensing file is installed on the PC, the license is valid until the i2050

50 NN40011-028 Issue 1.2 BCM Rls 6.0


http://www.avaya.com/

IP Telephony

is uninstalled. This mechanism negates the need for a Licensing Server to be
installed on the network.

Application of the license via the Node-Locked method consists of the
following steps:
1. Install the i2050 on a PC.
2. Obtain the i2050 hardware ID. Your keycode supplier will need this
information.
3. Obtain the license files from your keycode supplier.
4. Place the .license files in the default location of a TFTP server.
5. Set the TFTP server address in the i2050 Provisioning Server IP
Address field.
6. Restart the i2050. It will search for the .cfg and keycode information
and install the license, allowing the i2050 to connect to the BCM.

For further information concerning the Node-Locked Licensing method, please
consult the Avaya document IP Phones Fundamentals (NN43001-368).

Licensing Server

A Licensing server can be installed on a networked PC, which will allow a
certain amount of i2050s to connect to and function with the BCM. This
method does not require a license to be generated for each i2050 on the
KRS. Instead, a number of seats can be purchased and applied to the
Licensing Server, which will then control the number of i2050s installations
that can connect to the BCM.

If an i2050 is licensed via the Licensing Server method, the i2050 uses a
heartbeat mechanism to validate the license every 2 mins. If the heartbeat is
lost, i.e. the i2050 can’t connect to the server, the i2050 will try to reconnect 5
times and if the connection cannot be re-established then the i2050 will lose
its licence and hence its connection to the BCM. Therefore, if using a
Licensing Server it is imperative that the PC on which it is installed is available
at all times.

For further information concerning the Licensing Server method, please
consult the Avaya document IP Phones Fundamentals (NN43001-368).

Minimum PC Requirements

Pentium® Pro 200 MHz

256 MB memory or higher

36 MB free hard-drive space (all languages)

USB port

Monitor settings: 16 bit High Colour; 800x600 resolution or higher

Supported Operating Systems

e Windows XP SP3
e Windows Vista SP2 (32-bit)
. Windows 7 (32-bit)
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USB Audio Kit

Operation of the 2050 IP Softphone requires the use of the Avaya USB Audio
Kit or a Bluetooth headset (Bluetooth Power Class 2 profiles). The USB Audio
Kit provides a high quality predictable audio interface, which is highly
optimised for telephony applications. The USB Audio kit allows the 2050 IP
Softphone to have an absolute and predictable loss and level plan
implementation, which is necessary to meet TIA-810, FCC part 68 and its
international equivalents as well as the ADA requirements for the hearing
impaired. With the USB Audio kit, the 2050 IP Softphone can achieve
performance rivalling or surpassing that of hardware telephones.

The USB Audio Kit is fully compliant with version 1.1 of the USB Device
Specification and Windows Plug & Play specifications. It is fully compatible
with suspend and resume functions for effective use in battery operated
laptops.

Installing the 2050 IP Softphone

Note: Please ensure that you have the latest version of the 2050 IP
Softphone. Earlier versions may not support the BCM HTTP Server licensing
method.

1. Insert the 2050 IP Softphone CD into the CD-ROM drive of your
computer. The install wizard starts.

2. Alternatively download the 2050 IP Softphone from www.avaya.com
and run the install/setup file.

3. The Choose Setup Language selection box will be displayed. From
the dropdown list select required language and click OK.

Select Setup Language ﬂ

Select the language to use during the installation:

e —

0K Cancel
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4. Once the files have loaded the Install wizard screen will appear, click

Next.

-f' Setup - 2050 IP Softphone

> AVAYA

2050 |IP SOFTPHOMNE

o] ]|

Welcome to the 2050 IP
Softphone Setup Wizard
This will install 2050 IP Softphone 4.0 on your computer.

it is recommended that vou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

NN40011-028 Issue 1.2 BCM RIs 6.0
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5. Once you have read the licence agreement select the | accept the
terms in the licence agreement button. Click Next.

{! Setup - 2050 IP Softphone N =]
License Agreement
Please read the following importart information before cortinuing. A

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

AVAYA 2

SOFTWARE LICENSE FOR HERITAGE NORTEL NETWORKS
PRODUCTS
v.d.l

THIS SOFTWARE LICENSE ("LICENSE") IS AN AGREEMENT
RETWEFN VNIT THF ENT ITSFR M CTISTOMER™ ANT AVAVA TN R T

= | do not accept the agreement

ook ([ oets_]) cono

6. The next screen displays the default file location; though it is possible
to change the location if required by clicking on the Browse button.

Click Next.
R
Select Destination Location
Where should 2050 IP Softphone be installed? A

J Setup will install 2050 IP Softphone into the following folder.

To continue, click Mext.  you would like to select a differert folder, click Browse.

- \Program Files'Avaya"2050 IP Softphone Browse... |

At least 329 MB of free disk space is required.

<Back (| Mea> [) Concel |
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7. You can now select or deselect the languages to be installed that can
be chosen when using the i2050. Make your selections and click Next.

= b
Select Components
Which componerts should be installed? A

Select the components you wart to install; clear the components you do not want to
install. Click: Nead when you are ready to continue.

E
B4 2050 IP Softphone 247 ME =
Languages 11.6 ME

- |w] Dianish 0.5 MB

- |w] Geman 0.6 MB

- ] Turkish 0.5 MB

- |w] Latvian 0.6 MB

- |w] Chinese Traditional 0.5 MB

- v Greek 0.5 MB

- Duteh 0.5me ]

Cument selection requires at least 43.8 MB of disk space.

<Back (| nee> [) concel |

8. Choose which Start Menu folder location you would like to launch to
2050 IP Softphone form, or accept the default location. Click Next.

Il x]
Select Start Menu Folder
Where should Setup place the program’s shortcuts? A

Setup will create the program’s shorteuts in the following Start Menu folder.

To continue, click Mest. f you would like to select a different folder, click Browse.

IAVE}E"'—EUE-E' IP Softphone Browse... |

' Qun"t create a Start Menu folder

<Back (| Net> [) Concel |
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9. Select which shortcuts you require for the 2050, and click Next.

=l Setup - 2050 IP Softphone o =]
1+

Select Additional Tasks
Which additional tasks should be peformed? A

Select the additional tasks you would like Setup to perfform while installing 2050 |P
Softphone, then click Mext.

Additional icons:

¥ Create a deskiop icon:

¥ Create a Quick Launch icon

<Back | MNet> [) Cancel |

10. Once all of the options needed to install have been selected, the
Ready to Install screen will appear. Click Install.

i{Zl Setup - 2050 IP Softphone o =]
I

Ready to Install
Setup is now ready to begin instaling 2050 IP Softphone on your computer. A

Click Install to continue with the installation, or click Back i you want to review or
change any settings.

Destination location:
C:M\Program Files"Avaya 2050 IP Softphone

Setup type:
Full installation

Selected componerts:
2050 IP Softphone|
Languages

Danigh

Geman

Turkish
Latvian -
Kl 3

< Back 1m' Cancel |
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11. On completion click Install.

12. After a few moments you will be prompted to select a language for the
i2050 prompts and dialogs. The selectable options relate to the
languages selected/deselected earlier. Choose a language and click

Next.
e b
2050 IP Softphone
Select a language for all prompts and dialogs for 2050 |P Softphone A

-
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13.Choose a theme for the main interface and click Next

fi5! Setup - 2050 IP Softphone == =]

2050 IP Softphone
Select a theme far main interface for Avaya 2050 IP Softphone A

T ()

14.Setup is now complete. Click Finish.

{5 Setup - 2050 IP Softphone _| =] =}

Completing the 2050 IP
Softphone Setup Wizard

Setup has finished instaling 2050 IP Softphane an your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.
= AVAYA

2050 |P SOFTPHONE
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15. Once installation is complete, you will need to run the 2050 IP
Softphone Settings utility to assign a server address and to configure
audio peripherals. See the Configuring the 2050 IP Softphone
section of this guide.

16.1f you have been supplied with the USB Audio Kit, plug that into the
USB port of your PC/laptop now. Once it has been connected, you can
select it as your audio device for 2050 usage.

Configuring the 2050 IP Softphone

Use the following procedure to configure the 2050 IP Softphone to connect to
the BCM.

1. On the Computer, click the Start button and then select Programs\
Avaya\2050 IP Softphone, and click on 2050 IP Softphone settings.

*rograms
B @ Camtasia Studio 2 3 @ BCM Personal Call Manager 3
S Favorites ¥ [ Camtasia Studio & » [T COR Client ’
5 I} Canon Printer Uninstaller ¥ |7) Desktop Assistant Pro »
\ »
(X2 Poaments /7 Canon Utiities » ) Desktop Assistant Pro AE 8
[:g, Settings y I citrix » I callPilot Desktop Messaging »
] I ClarifycRM12.0 v A\ callPilot MWI Icon
IJ Search '@ Computer Associates (MG 2050 IP Softphone ] A 2050 IP Softphone
Dia 3 F3Y 2050 IP Softphone Settings
) Helpand Support @ . oftphone Setfing
< [ Filezila FTP Client ’ i Uninstall 2050 IP Softphone
7 Run.. = . . .
I Log Off Pauls...
‘OI Shut Down...
Start | 0|2 Mic... ~| (4 Wind...~| W

Or, if the IP Softphone has already been launched, click on the Avaya
logo, open the File menu and select Settings...

AN T By 2050 IP Softphone = x
L J ] =5

File . * | File operations

Edit » Run in background

Keys 2 X Runs the application inthe background onthe

system tray
View F

Help ¥ '%1

Exit
Launch on Windows startup

Licensi
Restal | v | Ask before exiting

Settings...
Mo Change the 2050 IP Softphone operating settings

. wrr
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Server

License Servers
Theme

Features

Macros

Audio

Sound Devices
Hardware ID
Advanced Audio
Listener IP
Motifications

Hot Keys

Lamp Sounds

Key Type
Language
Expansion Module
Personal Call Recording
Plantronics USE Headset
|SE Headset

Log Files

About

Help |

2. The IP Software Phone 2050 Settings utility will now be launched.

2050 IP Softphone Settings

I[My Server] j
New | Bemove | [Madify: Mame |

[~ show profile selection dialog on startup
[™ Runin background on startup

Reget |

Expart...
Impart...

Ok I Cancel |

Avaya

Apply

3. Click on the Server option to configure how the Softphone will connect
to the BCM:

a. If your site uses DHCP: Select the Automatic (DHCP) option.
Using DHCP is the default method of locating the call server. If
DHCP is used, no further configuration is required.

2050 IP Softphone Settings

Profiles
Server S
License Servers
Theme
Features
Macros

Audio

Sound Devices
Hardware ID
Advanced Audio
Listener IP
Motifications
Hot Keys

Lamp Sounds
key Type

Automatic {DHCP) [

Server: IF'rimary' j
P |10.112
" Mame: I
Type: |Bcm =]
Port: |?‘3":":' Retries: IH
DTLS: [
Action: I i
Fingerprint: I
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C.
d.

If you want to specify the server location manually, clear the
Automatic (DHCP) option. Select the Server type you wish to
configure: Primary, Secondary or Application.

i. Enter the IP address of the server.
Or
ii. Enter the Name of the server.
Select the Server Type as BCM
Ensure the Port number = 7000

4. Enter the number of Retries. If the initial connection fails, the 2050 will
attempt to re-connect the number of times indicated by Retries,

5. Then select either the OK or Apply button to confirm the configuration.

o 1 owen [ ]
6. Select the tab for Sound Devices, and make sure the

Microphone/Speaker fields are configured for the USB headset kit (if
Then select either the OK or Apply button to confirm the
configuration.

using).

Fofes

Server

Shin — Headset or Handset device

Features Microphaone: ILISB Telephory Headset j

:“j;ms Speaker: [ SoundMAX Digital Audio |

10
- SoundMAX Digital Audio

Sound Devices <_ USB Telephony Headset

Hardware 1D =

Advanced Audio

Listenar [P — Handsfree/Ringing./Paging device

Sounds Microphaone: ISuundMAX Digital Audio j

Hot Keys Speaker: [ SoundMAX Digtal Aud ~

Lamp Sounds ¢ |Soun e [

KE‘YTWE 1 1 1 1 1 !\. 1 1 1 1 1 I_ Mute

Language @ = @1/')

Personal Call Recording

II5B Headset

About Restore orginal values |

Attribute Description
Headset or Handset | Select the microphone used for making calls. Select USB Audio
Microphone Device.
Headset or Handset | Select the speaker used for making calls. Select USB Audio Device.
Speaker
Handsfree/ This is the microphone which is used when the handsfree device is
Paging/Ringing selected in the interface. This selection normally should match the
Microphone Avaya USB Audio Kit which enumerates as a USB Audio Device
Handsfree/ This is the speaker which is used when the handset free device is
Paging/Ringing selected in the interface. It is also the speaker which is used to play
Speaker ring tone and the device pages are directed. This selection normally

should match the PC's speakers. This allows ring tone and pages to
be heard over the PC speakers rather than on the headset
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7. Further details regarding USB headset configuration can be viewed
from the USB Headset link.

Profiles USE Headset
Server
Skin Version: 0.0.0
Features
Macros Headset Type: I j
Audio
Sound Devices ~ Bxtemal Lamp Indication
Hardware 1D Manual Ovemide: I‘.:-'e j
Advanced Audio -
Listener [P Headset Disconnect: I lone j
Sounds - . P

Active Call: lone W
Hot Keys I J
Lamp Sounds Message Waiting: I‘.:-'e j
Key Type
Language Mote: 'I'his_f_unctignal'rh_.r requires an optional
Personal Call Recording Mortel certified third party lamp module.

JSB Headse '4_ )
aa W | Lze backlight
About
Configure Smart Funchionz...
Attribute Description
Version Shows the version of the USB Headset Adapter. Note: If the USB Headset

Adapter is not recognized or has a version number lower than 2.0 the
other features in this table are greyed out and unavailable.

Headset Type

Select the type of headset that you have connected to the USB Headset
Adapter.

Due to differences in headset construction, you may not get optimal audio
performance when using a headset that does not appear on the list. For
optimal performance, always use one of the headsets that appears on the
Headset Type drop list.

Manual Override

Select one of the available cadences to enable the Manual Override
feature. When Manual Override is enabled, you can manually turn on the
external lamp using the 2050 IP Softphone Smart Functions button on the
USB Headset Adapter. For more information about the 2050 IP Softphone
Smart Functions button, refer to the 2050 IP Softphone Help. Select None
to disable the Manual Override feature.

Headset
Disconnect,

Select one of the available cadences if you want the external lamp to
indicate when the headset is disconnected from the USB Headset
Adapter. Select None if you do not want the external lamp to indicate
when the headset is disconnected.

Active Call

Select one of the available cadences if you want the external lamp to
indicate when there is an active call on the IP Softphone 2050. If the USB
Headset Adapter is selected as the Ringing Speaker, the external lamp
also indicates when there is a call ringing on the IP Softphone 2050.
Select None if you do not want the external lamp to indicate when there is
an active call.

Note: If you select a cadence for Active Call, the external lamp also turns
on or flashes when another application uses the audio channel for the
USB Headset Adapter.

Message
Waiting

Select one of the available cadences if you want the external lamp to
indicate when the 2050 IP Softphone message waiting light is on. The
2050 IP Softphone message waiting light normally indicates when there is
a message waiting. However, most systems also turn on or flash the
message waiting light when the 2050 IP Softphone is ringing.
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Attribute

Description

Select None if you do not want the external lamp to indicate when the
message waiting light is on. Use backlight Select this check box to enable
the backlight for the USB Headset Adapter buttons. Clear this check box
to disable the backlight for the USB Headset Adapter buttons.

Note: When you enable the backlight, you can use the state of the
backlight to quickly determine if the 2050 IP Softphone is running. When
the backlight is on, the 2050 IP Softphone is running. When the backlight
is off, the 2050 IP Softphone is not running.

Configure Smart
Functions

Click this button to set the options that are available when you press the
Smart Functions button on the USB Headset Adapter.

Note: The External Lamp is an optional component. It normally is not included with the
USB Headset Adapter, and must be ordered separately. The external lamp also is known as
an “In-Use Indicator” lamp.

8. The 2050 IP Softphone will now require a licence. Refer to either the
Licensing the 12050 Using the BCM HTTP Server Method section of
this guide, or the Avaya document IP Phones Fundamentals
(NN43001-368) for Licensing Server or Node-Locked licensing
methods, dependant on which method is available for your system.

Licensing the i2050 Using the BCM HTTP Server Method

This method requires licenses to be generated on a per i2050 installation

basis.

1. In the 2050 IP Softphone Settings window, click on the Hardware 1D
option, and make a note of the ID displayed. Send this to your keycode
supplier and request the licensing files.

2050 IP Softphone Settings

Profiles
Server

Theme

Macros
Audio

License Servers

Features

Hardware ID

Hardware 1D

Hardware ID

|| 44-45-53-54-42-00 |

Auto-Create

Restore Defaults | Reset |

Sound Devices

Firmware Version:

Advanced Audio
Listener IP
Motifications
Hot Keys

4010039
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2. Once you have obtained the licensing files they will need to be
uploaded to the BCM. In the Element Manager Configuration tab,
navigate to Resources, Telephony Resources, and click on IP Sets.

3.

Task Navigation Panel

Configuration | Administration |

Telephony Resources

@ Welcome

-3 System

-3 Administrator Access
L——_I_J Resources

I Application Resources
- @ Media Gateways
@ Port Ranges
-—*-I elephony Resources
-3 TP Trunks

‘.. Dial p Interfaces
) Telephony

#-{7) Data Services

- Applications

Modules (Mote: MEMs in Expansion 1 and 2 must have all DIPs OM)
Location I

Interna IP Trunks

Configured Device I Bus

__.' | R N S Qe l—l-__.'
t D= I

DSM32 MEM

NEMAE b

LAV L INISY

oo
I

PER S MBI
LAV L INISY

DTM-DASS2

In the IP Terminal Global Settings tab of the Details area, click on the
Upload button at the bottom of the screen.

Details for Module: Internal IP Sets

G-P Terminal Global Setﬁngalp Terminal Details |

Enable registration: v
Enable global registration password: [

Global password: |==========
Auto-assign DMs: [
Play OTMF-tone: [

Advertisement/Logo: [ITEL

Discovered Public Address: IU.U.U.U
IP dients configuration files

Default codec: |Auto

Default jitter buffer: |Auto
3.729 payload size {ms): |30
3. 723 payload size {ms): |30
G.711 payload size {ms): |30
Support Remote Waorker: [v

Provisioned Public Address: |109.68. 193.50

File Mame ol |

File Created

File Size (Bytes)

Upload.. /l Download... Delete Al

Refresh
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4. In the Import files window, click on Browse to locate the licensing files

obtained from your keycode supplier.

A Import files x|
Transfer type:

il y Com pu ter

Files: | i Browse. ., II

5. Select all the i2050 licensing files obtained from your keycode supplier,
and click on Select files.

Look in: IE:]iEDED Keycodes LI _? _.ﬁE

&I

My Recent
Documents

X

@ ipctokend44553544200.cfg

[@.

File name: I"lpcb::ken44455354420[l.cfg' Select files '
‘ Files of type: IIP Phones provisioning LI Cancel |

6. Click OK to upload the files.

A Import files x|
Transfer type: IMy Computer | = I

Files: [i2050.cfg, ipctoken444553544200.cfg

‘ QK ) Cancel
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7. The files will be displayed in the IP clients configuration files area.

IP dients configuration files

File Mame / | File Created | File Size (Bytes)

2010-09-24 11:46 a0
2010-09-24 11:46 933
Downlozd... | Delete All | Delete | Refresh |

8. The i2050 now needs to be configured to search for the files on the
BCM. In the 2050 IP Softphone Settings window, click on the Server
option.

2050 IP Softphone Settings

BT «—
License Servers Automatic (CHCP) ™
Theme Server: IPrimary j
Features @
1P

Macros P:  |10.112
Audio " Mame: I
Sound Devices
Hardware ID Type: IBCM j
Advanced Audio Part: Foter

: Imnn efries: [4g
Listener IP I_
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9. In the Provisioning Server field ensure the Protocol is set to HTTP
and that the URL field contains the location of the BCM. Click OK when
complete.

Emmmm A

Automatic (DHCF) T
Server: IPrimary j
P |10.1.1.2
" Mame: I

Type: [5cm =l
Port: | 7non Retries: IH

oms:

Action: |1—

Fingerprint: I

S TEOSIUNT r

Provisioning server
Frotocol ||-r|-rp j
URL: | 10.1.1.2

Restore Defaults | Reset |

(o« ] conl Apply

10.Continue with the Registering the 2050 IP Softphone section of this
guide.

Registering the 2050 IP Softphone

Use the following procedure to register your 2050 IP Softphone with the BCM.

1. Start the 2050 IP Softphone. The i2050 will attempt to find the licensing
information from the configured location. If licensing is successful, the
registration process can continue.
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2.

3.

4.

If a password prompt appears on the 2050 IP Softphone display, enter
the registration password (i.e. the Global Password described in the
Preparing your system for IP telephone registration section of this
guide) and press the OK soft key. You will need to use the dialpad on
the Softphone to enter the password.

’.@ r By 2050 1P Softphone - X

Registration Password
PW: ==

K Clear

dandt R
L | L L )
Bl o) e )

|2A8c '3DEF

'4cm I 5Kl lgmm]<

» |
7 PORS ! gTuv ! qWKYZ

ool x 1o |#

4

Alternatively, you may be prompted to enter the following information:
a. Registration: SETNNA = 738662
b. Password: CONFIG = 266344

If a DN prompt appears on the 2050 IP Softphone display, enter the DN
you want assigned to this telephone, and press the OK soft key.
Otherwise, Auto-assign DNs will have been enabled in Element
Manager, and therefore the DN will automatically be applied.
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5. After the registration is complete, you do not need to go through the
registration steps described above, unless you deregister the terminal.

AVAYA )

Line211 Page gen

Conference Irtercom
Last num Intercom

UUL

EXTN 286
ITEL

24 Sept 4:10 pm

Feature

Note: The 2050 IP Softphone Telephone can be configured as a standard
Digital handset. With this in mind, Lines and/or Line pool access require
configuration. For more information on these settings, please refer to the
Telephony Services Guide.
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Using the 2050 IP Softphone

The default presentation of the 2050 Software phone is operational. In this
mode the user can operate most features available from the 1140e IP
Telephone.

Calls can be answered or made by pressing the green headset button. In this
mode the call server will select the line to answer or engage. The user can
also hang-up, hold, retrieve from hold, mute, adjust volume and access
network services such as voice mail.

Line211

Conference
Last num Intercom

EXTN 286
ITEL

24 Sept 4:12 pm

| 9a8c | 30EF

46HI |5JKL |6MNU

7 PORS ' gTuv lgwxvz

4

The Number Pad provides a graphic keypad to dial numbers with a mouse. A
number can also be dialed by using the computer keyboard.

The display shows up to six line or feature keys provisioned for the set by the
BCM. The status of each line key on the display is illustrated by a graphic icon
(idle, ringing, connected, etc.). The line is labeled based on its BCM
provisioning information.
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Below is a diagram showing the key components of the i2050 interface.

Feature Key for
activating feature
codes

Increase Volume
Decrease Volume

Mute

Handsfree/Speaker

1 | 9a8C | 30EF
CLTN 5 JKL | gmno
7 PORS ! gruv ! qwxvz

x 10 I#

Dialpad

6 Line/Feature Leys

Release
Expand
Answer

Hold
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Additional options allow access to other features and functions.

Click on the logo to
expand the menu

Mailbox
s

|- Leave a message

—— Directory
Services: Click once for

the IP Terminals Feature
List, or twice for i2050 _
settings and diagnostics : 468 | 5kt | guno

/]
| 9A3C | 30EF

7ee8s | grwv | gwaz
Quit v '
% 0 #

Navigation cluster:
used for i2050 in-
screen display menus
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The 12050 can also function in the System Tray of the Windows desktop.

Click on the down
arrow tosend the
i2050 to the System

Tray \
A’@ 2050 IP Softphone
—

AVAYA

Line211 Page

Conference Inte
Last num Inte

&3} peadsetHandset

49 Handsfree

(a Answer ENTER
T Release ESC
wallh Hold

Right-click on the
logo in the System
Tray to expand the
2050 menu

Software Expansion Module

The 2050 IP Softphone provides a Software Expansion Module in case extra
feature or autodial buttons are required. An extra 54 buttons are available,
and can be configured by using the usual button programming features via the
interface, or under Element Manager programming (Telephony, Sets, Active
Sets, Capabilities and Preferences tab, CAP/KIM Button Programming tab).

To monitor lines, the Software Expansion Module should be configured as a
CAP Assignment in Element Manager under Telephony, Global Settings, CAP
Assignment.
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To display the Software Expansion Module, click on the logo, navigate to
View, and then select Expansion Module.

I

.fg_i r By 2050 IP Softphone - =2 X
T -

File ¥ | View operations
Edit L

Local Directory...
Keys 3 A Alocal directory of contacts. Includes links to

directories such as Outlook, LDAP, and others.
—n‘ufiew 3
’ Expansion Module...

ar b A Displays the Expansion Module, This displays

Exit pre-programmed line appearences of other IP clients.
e GXAS... L
A A collection of remote applications that extend the
28 Sep functionality of the set.

The Software Expansion Module will load, and display the buttons’
functions/features as programmed. Use the scroll bar to view and locate all
the buttons.

!.f A x By - = X Ilf A - = X
— e 1__
AVAYA N r
General (54 items) #*
Line211 Page gen — Ad Paul
Conference Intercom :-—J ad 613
Last Int
nium ercom - ade0d
EXTN 236 Ad 243
ITEL
Ad 607
28 Sept 12:16 pm e
Feature Ad 239
L L L L | Adg1l
" " " a " " . Ad 240
i) Q |lal=)r|| || & || @A
[_a [21 [_a — ' Ad 241
Ad 235
Y AE 1 | — |

Incoming Call and Disconnect Popup

Calls ringing on the 2050 IP Softphone now generate a popup window
containing basic call information and call control options. This feature is
especially useful if the i2050 is minimised or operational in the System Tray.
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The Popup window behaviour is determined in the Notifications area of the
2050 IP Softphone Settings options.

2050 IP Softphone Settings x|
Profies Motifications Avaya
5
.EWEF 1. Select an event
License Servers
Theme IServer connected j
rl;eab.lres 2. Select how to be notified
acros
Audio [ Play sound

Sound Devices I
Hardware ID

Advanced Audio

Listener IP
Motifications
Hot Keys

IDa(/E=N

r Incoming Call Motification

Lamp Sounds ¥ Show pop-up window in System Tray
Key Type Iv Voice notifications
Language

—How long show pop-up for an answered call ————
™ Till the end of the call

Expansion Module
Perzonal Call Recording

Plantronics USE Headset % Customized time {seconds)

|JSE Headset 1 0
Log Files N
About 0 15 30 45 6D

" Show main window

" Mo notification

o< |

Cancel | Eaply |

Help |

Incoming calls generate a call popup window in the lower right corner of youir
windows desktop. The call can be answered from the popup window, or the
i2050 interface can be launched by clicking on the Open button.

Avaya 2050 IP Softphone *

B o5

Caller: MOMAME
07732130712

W Anzver * Cloge

1 Cpen

Search Desktop pa

« A OB VE 1308
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When the call is ended by either party, the Call Disconnected display will be
shown. Again, this popup window will display if the i2050 is minimised or
operating tin the Windows System Tray.

Avaya 2050 IP Softphone X

[ Call Disconnected

J| Search Desktop e

« A O VE 13:12

IP Terminal Features

The IP telephony sets and the 2050 IP Softphone can access the same
telephone features available on standard TDM sets, with the exception of
Voice Call.

In addition, the IP telephones have three additional IP-specific features:

e Feature List: allows specification of the features that appear in the
Features List on the IP phones.

e Key Labels: this feature allows labels for programmed buttons on the IP
phones to be specified.

e Hot Desking: a user can use assume control of an IP phone in a
different location as if they were using their own phone at their usual
workplace.

Feature List

You can add and modify the features that display on the IP telephone feature
list, which is accessed through the Services button or by using FEATURE
*900.

The Feature Codes Guide provides a complete list of BCM Features and
index codes.

1. In the Element Manager, open the Configuration tab, followed by
Telephony, then Global Settings, and click on IP Terminal Features.
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2. Click on the Features list tab. This will now display the list of features
already configured (12 features are assigned as default).

4 Task Mavigation Panel
L

Configuration | administration

IP Terminal Features

@ Welcome Feature List | ey Labels
= Systfarln Features
{.2) Administrator Access Seq# = e e i Er———
E ?:;T;T:;:: 0 Call Fickup 75
=0 Glabal Settings 1 Ca_II Park 74
@ Feature Settings 2 Yoice Cal 66
@ Advanced Feature Se 3 Page _ &0
1P Terminal Features + Background Music g6
@ DMC Feature List S Message Send 1
: @ System Speed Dial & Hot Desking *999
@ CAP Assignment 7 Cal Fnrw.ard 4
- Sets & Do Mok Disturb 35
(7 Lines 2 Speed Call ]
- @ Loops 10 Last Mumber Redial 5
- @ Scheduled Services 11 LT blacking 819
[#-I5) Dialing Plan
- @ Ring Groups
[ Call Security
- @ Hospitality
- @ Hunk Groups

- @ Zall Detail Recording
{C5) Data Services
{C0) Applications

< | | || [Add ]

3. If you want to add a new feature to the list, click Add. Enter the name
of the feature and the associated feature code.

Add Feature @

Festure namme | Redial |

Feature code | q |

[ Ok H Cancel ]

4. Feature codes can be deleted from the list, or the order changed by
selecting the feature and clicking Up or Down.
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Feature List IP Set Usage

The Feature List settings will appear on the handset.

1. Onthe IP handset, enter FEATURE *900 or press the Services button.

oL

2. Use the Page+ and Page- display keys to scroll to the feature you
want.

3. Use the navigation keys to move through the selections on the menu,
and when having made the choice, press Select.

Key Labels

This feature enables the labeling of buttons programmed on the IP phones.
For example, if you have a button programmed to F904, the button on the
display can be labeled as CC Login, CC In/Out etc.

1. In the Element Manager, open the Configuration tab, followed by
Telephony, then Global Settings, and click on IP Terminal Features.

2. Click on the Key Labels tab.

Task Havigation Panel
IP Terminal Features
Configuration | &dministration
@ Welcame Feature List
# || System IP Tertringl Key Labels
* —I Administrator ACcess Mo, ] Festure Code ] Key Label ]
+ | |Resources
= 4 Telephory 1 200 &t Code
= 4 Global Settings 2 a04 T it
@ Festure Settings 3 ans T Super
W Lovanced Feature ings 4 a0g CC SupHelp
E]IF' Terminal Features
@ DM Feature List g s07 CC ActCode
@ System Speed Dial i a0 CC Bey Ry
@ CAF Aszsignment 7 909 CC 55 Stat
Lo
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3. Double-click in the Key Label field that you want to re-label, and enter a
new description. Press the tab key to accept the change.

IP Terminal Features

Feature List Key Labels |
IP Terminal Key Labels

Mo, Feature Code Key Label
*a00 IPSrvList

2 *Qa9 HaotDeskng

3 200 Act Code

4 Q04 i In/Ouk

|CC Super|

UpHER

Hot Desking

The Hot Desking feature allows a user to divert calls and signals from one IP
telephone to another. For example, if a user is temporarily working in another
office, they can retain their telephone number by hot desking their usual
telephone to the IP telephone in their temporary office.

Hot desking can be accessed using FEATURE *999 on the telephone to
which the traffic will be diverted. The user can also evoke this feature from the
Services key menu, where it is defaulted as the first item on the list.

Hot desking must be allowed on the originating telephone and you need to
specify a password. These settings are found under the ADMIN key within the
hot desking feature. Hot desking is invoked through the DIVERT key within
the hot desking feature.

If the originating telephone does not have hot desking allowed, the user will
receive a Not Allowed prompt, indicating that the telephone is not available
for hot desking. This prompt also occurs if the originating telephone is on a
call when the diversion command was issued.

Once hot desking occurs between two IP telephones, no activity is allowed on
the originating telephone, except to cancel hot desking. The display on the
originating telephone indicates where it has been diverted. On the diversion
telephone, the key displays will reflect the displays from the originating
telephone.

Call forwarding to voice mail continues as normal. Voice mail can be
accessed from the active IP telephone, as if it were the originating telephone.

When hot desking is cancelled, this can be performed from either telephone,
the displays for each telephone return to normal. If you forget the password,
hot desking can only be cancelled from the originating set.
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Note: When you cancel hot desking, ensure that the telephone is on-hook. If
you have just hung up, wait 10 seconds before attempting to cancel hot
desking.

Use the following procedure to set up a password and activate the feature on
the originating IP handset:

1. Enter FEATURE *9909.

2. Press ADMIN.

3. Enter a new password, or change an existing password, and press OK.

4. Confirm the password, and press OK.

5. Allow/disallow hot desking, as required by pressing CHANGE.

6. Press QUIT to exit.

Using hot desking:

1. At the telephone you will be using to answer diverted calls, enter
FEATURE *999 or access the hot desking feature by pressing the
services key and selecting from the feature display list.

2. Press the soft key under the displayed DIVERT.

3. Enter the DN (extension number) of the telephone you want to divert to
this telephone.

4. Enter the password of the diverted telephone.
The buttons on your telephone will mimic the buttons on the diverted set. The
diverted telephone indicates that it has been diverted, and it cannot be used
until hot desking is cancelled.

Cancel hot desking

You can cancel hot desking from either telephone. Ensure that the telephone
is on-hook before canceling hot desking.

From the diverted telephone, press the soft key under the display of a
CANCEL prompt.

OR, on the live telephone:

1. Access FEATURE *999 or access the hot desking feature by pressing
the services key and selecting from the feature display list.

2. Enter the password of the diverted telephone.
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3. Press the soft key under the display of a CANCEL prompt.

Keeping Call Forward Settings when [P Phones are
Disconnected

IP Phones can easily be relocated from one place to another. This will involve
them being disconnected from the BCM. Similarly, the 2050 IP Softphone will
be disconnected from the BCM due to its host PC/laptop being rebooted or
shutdown.

The Keep DN Alive feature allows any configured call forward rules to apply,
even when the set/Softphone is disconnected. This means that calls can still
be routed to voicemail even when the IP DN is disconnected.

Use the following procedure to configure set the Keep DN Alive feature.

1. In Element Manager Configuration tab, navigate to Telephony, Sets,
Active Sets and select the IP phone you want to configure.

Task MNavigation Panel

: ; Active Sets
Canfiguration I Administration |
i@ Welcome Line Access Capabilities and Preferences I Restrictions |
[#-{5) System —
- Administrator Access DM/ I _ Madel I Mame I Prime Line I Inkercom Keys I Conkra
[#-{7) Resources 236 Analog 236 IjC M/ 221
50 Teeshony oL fic ]
[(C5) Global Settings 302 1140 1x 302 IjC 2 221
EH) Sets
Al C Paste...
i i@ Templabes Gl | =
o a2 JActive Sets —
@ Active Application DNs Details For DMN: 301

i Tnartive Nis
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2. Select the Capabilities and Preferences tab, followed by the IP
Terminals tab in the details section.

Active Sets
Line Access| Capabilities and Preferences §Restrickions |
] 1 Maodel I Mame I Prime Line I Inkercam Keys I Conkral Set I
236 Analog 236 I/C MJA 221 ]
1140E/2004/2007 /2050221 o1 e 2 2l N
202 1140E[2004/2007/2050/221x 302 I/C 2 221 ]
Copy | Paste...

.

Details Far DM 301

Capabilitizs | SWCA Call Graup I Preferences | IP Terminal Details JEluttcun Pragramming Table I Butkon Pr

IF address: |200.30.3U.251 Codec: IDeFauIt TI
Skake: |Clr1line Jitker buffer: IDeFauIt vI

Firmware version: [0621C&N Keep DN alive: [# h

Reset Hobdesking PW | Force Firmware Download | Deregister DM I

3. Select or de-select the Keep DN Alive checkbox to enable or disable
this feature. Enabling this feature will ensure that Call Forward rules will
still apply, even when the IP phone is disconnected from the BCM.

4. Itis also possible to reset the Hotdesking password, force a firmware
download, and deregister the DN from this area.

5. Codecs can also be specified on an individual DN basis, overriding the
general IP phone codec settings for specific situations.
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VoIP Gateways

With a VolIP trunk, you can establish communications between a BCM and a
remote system across an IP network.

The BCM system supports SIP and H.323 trunk protocols. Both types of
trunks support connections to other BCMs, a central call server such as
Succession 1000/M, and trunk-based applications. SIP trunks support
connections to ITSPs for enhanced call routing capability.

SIP trunks and H.323 trunks are assigned to a single Pool, and the routing
decision to route calls via H.323 or SIP is made based on the routing modes
of the two services (Direct/Gatekeeper/Proxy) and the combined routing table.

If the BCM will only use one of the trunk protocols then only configure the
associated tabs, i.e. if the BCM will only utilise H.323 then the SIP-specific
settings do not require configuration.

Configuring the Local Gateway Settings

The VolIP trunk access point at each system is called a gateway. The gateway
to your system, the local gateway, determines how incoming and outgoing
calls will be handled.

The local gateway parameters define how the BCM allows call signalling
information to be directed through VolIP trunks. Call signalling establishes and
disconnects the calls.
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IP Trunks
These are general settings that relate to both H.323 and SIP trunks.

1. Open the Resources folder and followed by the IP Trunks folder. Click

the

General option and then select the IP Trunks Settings tab.

Task Navigation Panel

Configuration I Admiristration |

General

i@ Welcome Call Routing Summari, IF Trunk Settings '

“:' Systgm Telephony Settings

[-{Z Administrator Access

=) Resources Forward redirected OLI: INDI‘lE - I Send name display: [v
- @ Application Resources Remote capability MWI: [V Ignore in-band OTMF in RTP: [

- i@ Media Gateways

- i@ Port Ranges

- i@ Telephony Resources
[=Hl3 TP Trunks

-5 Telephony
[#-{) Data Services
{5 Applications

»e

@ SIP Trunking
L H323 Trunking
- i@ Dial Up Interfaces

2. Click on IP Trunk Settings and configure as required.

IP Trunks Settings

Field Value Description

Forward <check box> If you select the check box, the OLI of an internal telephone is

redirected forwarded over the VolIP trunk when a call is transferred to an

oLl external number over the private VolP network. If not selected,
the system forwards only the CLID of the transferred call.

Remote <check box> If you select the check box, the system sends the telephone

capability name without going calls to the network.

MWI

Send name | <check box> This setting must coordinate with the functionality of the

display remote system that hosts the remote voice mail.

Ignore in- <check box> If you select the check box, the BCM ignores audible in-band

band DTMF DTMF tones received over VolP trunks after the BCM

in RTP connects to the remote end of a locally hosted contact center

application or to a locally hosted CallPilot application, such as
auto attendant, voice mail, or IVR.
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H.323 Settings

1. Open the Resources folder and followed by the IP Trunks folder. Click

the H323 Trunking option.

Task Navigation Panel
H323 Trunking

Routing Tabledia Parameters

Telephony Settings

Configuration I Adminish’aﬁonl

@ Welcome
- System
B-{) Administrator Access

B+ Resources Fallback to drouit-switched: |Enabled—.ﬁ\ll

= MCDM protocol: INDne 'I

- i@ Application Resources

Gatekeeper digits: |
- @ Media Gateways

Gatekeeper wildcard: [

@ Port Ranges Normal route fallback to: |Mone

- i@ Telephony Resources

Configuration
EH3) TP Trunks <

kD General Call signaling: |Direct
i~ @ SIP Trunking

—+. H323 Trunking

Enable H245 tunneling: [~

Call signaling part: I 1720
RAS port: I a

@ Dial Up mterfaces Primary Gatekeeper IP: |

Registration TTL (s): I &0

F-{C3) Telephony Backup Gatekeeper(s): |

Gatekeeper TTL (5): I i}

[#-{3) Data Services

Alias names: |
(- 3) Applications

Madify... |

Status: |H323 Gateway is running in Direct mode

2. Select the Settings tab and configure the H323 Settings as required.

H323 Settings

Field | Value | Description

Telephony Settings

Telephory Settings

Fallback to circuit-switched

IEnaI:uIeu:I-.ﬁ.II - I

Gatekeeper digits |

Ir'-.lcune - I

Mormal route Fallback to

Gatekeeper wildcard =

MCDR protocol INDI‘IE vI

Fallback to Enabled-All Your choice determines how the system will handle calls if the IP
circuit- Enabled-TDM network cannot be used.
switched Disabled .

trunks lines.

Default: Enabled-All

Enabled-All: All calls are rerouted over specified PSTN

e Enabled-TDM: All TDM (digital telephones) voice calls will
be rerouted over specified PSTN trunks lines.

e Disabled: Calls will not be rerouted.

Note: Enabled-TDM-only enables fallback for calls originating on digital telephones. This is useful if your
IP telephones are connected remotely, on the public side of the BCM network, because PSTN fallback

is unlikely to result in better quality of service in that scenario

MCDN None Both these protocols require a keycode.
protocol SL1 SL1: use this protocol only for BCM 2.5 systems
CSE CSE: Use this protocol for BCM 3.0 and newer systems. This
protocol supports Meridian 1 IPT.
Otherwise, use None.
Gatekeeper <0-9> If dialed digits match gatekeeper digits, the call is routed via H323
digits protocol.
If the digits do not match, the call is routed via SIP protocol.
Gatekeeper <check box> If selected, all dialed digits match gatekeeper digits and VolIP calls
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Field Value Description
wildcard will be routed through the gatekeeper
Normal Route | None Select None or Prime set. If Prime set is selected and the outgoing IP
Fallback To Prime set trunk leg of the call in a tandem scenario cannot be completed, the
call will terminate on the prime set for the line.
Default: None

Configuration (click on the Modify button to configure)

Caonfiguration

Call signaling

Enable H245 tunnelling

Prirmary Gatekeeper IP

Backup Gatekeeper(s)

Alias names

Status

Call zignaling port
R&S port
Registration TTL (=)

Gatekeeper TTL (=)

hodify ..

*Call signalling Direct Direct: call signalling information is passed directly between
Gatekeeper | endpoints. The remote gateway table in the Element Manager
Resolved defines a destination code (digits) for each remote system to direct
Gatekeeper | the calls for that system to route. In each system, the IP Terminals
Routed and H.323 Terminals records map IP addresses to specific
Gatekeeper | telephones.
Routed no Gatekeeper Resolved: all call signalling occurs directly between
RAS H.323 endpoints. This means that the gatekeeper resolves the phone

numbers into IP addresses, but the gatekeeper is not involved in call
signalling.

Gatekeeper Routed: uses a gatekeeper for call setup and control. In
this method, call signalling is directed through the gatekeeper.
Gatekeeper Routed no RAS: Use this setting for a NetCentrex
gatekeeper. With this setting, the system routes all calls through the
gatekeeper but does not use any of the gatekeeper Registration and
Admission Services (RAS).

Enable H245 | <check box> | If Enabled, the VolP Gateway tunnels H.245 messages within H.225.
tunnelling The VolP Gateway service must be restarted for a change to take
effect.
Default: Disabled.
Primary <IP If Gatekeeper Routed, Gatekeeper Resolved or Gatekeeper Routed
Gatekeeper IP address> no RAS are selected under Call Signalling, type the IP address of the
machine that is running the gatekeeper.
Backup <IP NetCentrex gatekeeper does not support RAS, therefore, any backup
Gatekeeper(s) address>, gatekeepers must be entered in this field.

Note: Gatekeepers that use RAS can provide a list of backup
gatekeepers for the end point to use in the event of the primary
gatekeeper failure.

If Gatekeeper Ro

uted, Gatekeeper Resolved, or Gatekeeper Routed no RAS are selected under Call

Signaling, enter one or more alias names for the gateway

Alias Names

Alias names are comma delimited, and may be one of the following types:

E.164 - numeric identifier containing a digit in the range 0-9. Identified by the keyword
TEL: Example: the BCM is assigned an E.164 and an H323 Identifier: Alias Names:
TEL:76, NAME:bcm10.avaya.com

NPI-TON - also referred to as a PartyNumber alias. Similar to E164 except that the
keyword indicates the NPI (numbering plan identification), as well as the TON (type
of number). Identified by one of the following keywords: PUB (Public Unknown
Number); PRI (Private Unknown Number); UDP (Private Level 1 Regional Number
(UDP)); CDP (Private Local Number (CDP)).

H.323ldentifier - alphanumeric strings representing names, e-mail addresses, etc.
Identified by the keyword NAME:
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Field | Value | Description

Example: The BCM is assigned a public dialed number prefix of 76, a private CDP
number of 45, and an H323 Identifier alias: Alias Names: PUB:76, CDP:45,
NAME:bcm10.avaya.com

H.225 (Q.931) CallingPartyNumber (NetCentrex gatekeeper) - The NetCentrex
gatekeeper uses the H.225(Q.931) CallingPartyNumber to resolve the call originator
for billing purposes. This number must then contain a unique prefix, or location code
that is unique across all endpoints that are using the NetCentrex gatekeeper.
Identified by the keyword src:. Example for private networks: CDP alias = src:<DN>;
UDP alias = src:<LOC><DN>. Example for public network: src:<public OLI>

Note: E164 or NPI-TON alias types are commonly used since they fit into dialling
plans. A BCM alias list should not mix these types. Also, the type of alias used
should be consistent with the dialling plan configuration. Use the same alias naming
method on all BCMs within a network.

Configuration
note:

Network note: If your private network contains a Meridian 1-IPT, you cannot use

Radvision for a gatekeeper.

Modify Call Signaling Settings

Modify Call Signaling Settings x|

& Applying these changes will cause all H.323 calls to be dropped.

Primary Gatekeeper IP:
Backup Gatekeeper(s):

& Pressing [0K] will cause all H.323 calls to be dropped.

|

|
Enable H245 tunneling: [

|

|

|

|

Call signaling:

Call signaling port:

RAS pork:

Alias names;

Registration TTL (s): &l

QK Cancel

Call  signaling
port

0-65535 Default: 1720

This field allows you to set non-standard call signaling port for VolP
applications that require special ports.

0 = The first available port is used.

Ensure that you do not select a port that has been assigned
elsewhere in the BCM. To ensure the port is not in use, run netstat-a
from the command line.

RAS port

0-65535 Default: 0

This field allows you to set a non-standard Registration and
Admission (RAS) port for VoIP applications that require special ports.
0 = The first available port is used.

Ensure that you do not select a port that has been assigned
elsewhere in the BCM. To ensure the port is not in use, run netstat-a
from the command line.

Registration TTL
(s)

Default: 60 | This TimeToLive parameter specifies the intervals when the VolP
seconds gateway sends KeepAlive signals to the gatekeeper. The gatekeeper
can override this timer and send its own TimeToLive period.

Gatekeeper TTL
(s)

The actual time used by the gatekeeper for the registration process.

Status <read-only> | Indicates if the device is online.

Modify <button> Click to modify the parameters.
Note: All active H.323 calls are dropped if these settings are
changed.
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SIP Settings

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option.

Task Navigation Panel

Configuration | Administration |

SIP Trunking

@) Welcome

--G System

--G Administrator Access
L:_I_;l Resources

- i@ Media Gateways

- i@ Port Ranges

- i@ Telephony Resources

E-) IP Trunks

@ General

—>o
@ H323 Trunking

- @ Dial Up Interfaces

- Telephany

- 2) Data Services

) Applications

- i@ Application Resources

Publicl Privatell_Global Settings [vedia Parametersl

—S5IP Settings

"RTP Keepalives

Scope: INnne b I

Local Domain: |

Service Impacting SIP Settings

Call signaling port: I 5060
Modify... |

~Telephony Settings

Fallback to crouit-switched: |Enabled-al =

RFC2333
’VDynamic Payload: I 120

Status: |l.'331:ew‘la11|I is running

2. Click on the Global Settings tab and configure the SIP Settings as

required.
SIP Settings
Field | value | Description
Telephony Settings
Telephony Settings RFC2333
’7 Fallback to circuit-switched: IEnaI:uIeu:I-AII *I ’7Dynamic Payload: IIZD

Fallback to | Enabled-All Your choice determines how the system will handle calls if the IP
circuit- Enabled-TDM network cannot be used.
switched Disabled Enabled-All: All calls will be rerouted over specified PSTN trunks lines.

Enabled-TDM: All TDM (digital telephones) voice calls will be rerouted

over specified PSTN trunks lines.

Disabled: Calls will not be rerouted.

Default: Enabled-All
Dynamic 96 - 127
Payload Default: 120 Set to 0 to disable RFC2833 functionality.

SIP Settings
—5IP Settings
Local Darnain |
Call signaling pork | SOG0
Madify. .. |

Local <alphanumeric> | Local domain of the SIP network.
Domain
Call <numeric> The listening port for the BCM.
signaling Note: FEPS (Functional Endpoint Proxy Server) must be restarted if
port this value is changed.

Default: 5060 . Select Modify to change the Call Signalling Port
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Field | value | Description
RTP Keep Alives
RTP Keepalives
Scope: INn:nne 'I
Scope None This setting should be used if the BCM is behind a NAT
RTP Router. The available options are:
RTP-RTCP None: RTP keep-alives are disabled.

RTP: If selected, keep-alive parameters are displayed. If initial
keep-alives are enabled, the BCM will send an RTP packet
when a dialog is established.

RTP-RTCP: If selected, keep-alive parameters are displayed. If
initial keep-alives are enabled, the BCM will send an RTP
packet and an RTCP packet when a dialog is established.

Status

Status |Gateveay is running

Status | <read-only> | Indicates the status of the gateway.

H323 & SIP Media Parameters

The H323 and SIP Media Parameters tabs determine a number of local
system settings. These values need to be coordinated with the other systems
on the network to ensure that all features work consistently across the
network. Media parameters include setting:

* The order of preferred codecs

* Voice activity detection

« Jitter buffer size

» Codec payload size

* IP fax transmission availability on the network
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H323 Media Parameters
The H323 Media Parameters tab controls codec settings for H323 trunks.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the H323 Trunking option. Select the Media Parameters tab

Task Mavigation Panel

H323 Trunking
Administration
Configuration -
Routing Table I Setting, Media Parameters [
----- @ Welcome :

-3 System Preferred Codecs Settings
B3 Administrator Access Enable Voice Activity Detection: [~
= _) Resources Available list Selected list Jiter buffars Im

- @ Application Resouro
- @ Media Gateways
-@ Port Ranges

-i@ Telephony Resource
IP Trunks

@ General

@ SIP Trunking

G.725 payload size (ms): Iﬂ
G.723 payload size (ms): |30—
G.711 payload size {ms): Iﬁ
Incremental payload size: [~
Enable T.38 Fax: [v
Force G.711 for 3.1k audio: [~

. Dial Up Interfaces

& 7= Talanhame

2. Configure the H323 Settings as required.

H323 Media Parameters

Field | Value | Description

Preferred Codecs

Preferred Codecs

Codec Preferences

Byailable list selected list
729
G723 1
—_ G -ulasw
G711 -alaw
= \
g
Preferred Codecs None Select the Codecs in the order in which you want the system to attempt
G.711-uLaw to use them.
G.711-aLaw Performance note: Codecs on all networked BCMs must be consistent
G.729 to ensure that interacting features such as Transfer and Conference
G.723 work correctly.
Systems running BCM 3.5 or newer software allow codec negotiation
and renegotiation to accommodate inconsistencies in Codec settings
over VoIP trunks.

Settings
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Field Value Description
Settings
Enahle Yoice Activity Detection o
Jitter buffer m
G729 payload size (ms) l@

5723 payload size (m2) |50

711 payload size (ms) |30 =
Incremental paylosd size [T
Enable T.38 fax [
Force G711 for 3.4k audio  [—

Enable Voice Activity
Detection

<check box>

Voice activity detection, also known as silence suppression
identifies periods of silence in a conversation, and stops sending IP
speech packets during those periods. In a typical telephone
conversation, most of the conversation is half-duplex, meaning that
one person is speaking while the other is listening.

If voice activity detection is enabled, no voice packets are sent from
the listener end. This greatly reduces bandwidth requirements.
G.723.1 and G.729 support voice activity detection.

G.711 does not support voice activity detection.

Performance note: Voice activity detection on all networked BCMs
and IPT systems (VAD setting on IPT systems) must be consistent
to ensure that interacting features such as Transfer and Conference
work correctly. As well, the Payload size on the IPT must be set to
30ms.

Default: Disabled

Jitter buffer

Auto
None
Small
Medium
Large

Select the size of jitter buffer you want to allow for your system.
Default: Auto

G.729 payload size (ms)

10, 20, 30,
40, 50, 60
Default: 30

G.723 payload size (ms)

30

G.711 payload size (ms

10, 20, 30,
40, 50, 60
Default: 30

Set the maximum required payload size, per codec, for the VolP
calls sent over H.323 trunks.
Note: Payload size can also be set for IP telephones.

Incremental payload size

<check box>

When enabled, the system advertises a variable payload size (40,
30, 20, 10 ms)

Enable T.38 fax

<check box>

Enabled: The system supports T.38 fax over IP.
Disabled: The system does not support T.38 fax over IP

Caution: Operations note: Fax tones that broadcast through a
telephone speaker may disrupt calls at other telephones using VolP
trunks in the vicinity of the fax machine. Here are some suggestions
to minimize the possibility of your VolP calls being dropped
because of fax tone interference:

Locate fax machine away from other telephones.

Turn the speaker volume on the fax machine to the lowest level, or
off, if that option is available.

Force G.711 for 3.1k Audio

<check box>

When enabled, the system forces the VolIP trunk to use the G.711
codec for 3.1k audio signals such as modem or TTY machines.
Note: This setting can also be used for fax machines if T.38 fax is
not enabled on the trunk
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SIP Media Parameters

SIP trunks are administered separately from H.323 trunks. It is common for
H.323 and SIP trunks to both exist on the same system; however, each has
different network segments.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option. Select the Media Parameters tab.

Task Mavigation Panel
SIP Trunking
Administration
Configuration §
Public | Private | Global Settingl{_Media Parameters {)
----- @ Welcome )
B-C3) System Preferred Codecs Settings
(-0 Administrator Access Enable Voice Activity Detection: [w
EI_;‘ R.ES:UFFESﬁ o Available list Selected list Jitter buffer: IAuto - I
; pplication Resourc
@ Media Gateways 2 ;1 ij:::-:- 4 G.729 payload size (ms): IZD - l
- @ Port Ranges ) - - I
@ Telephongy Resource — G723 6723 payload size (me): |30
S P Trunke G.729 G.711 payload size {ms): IZD - I
; @ General [t Fax transport: m
i » : SIP Trunkir__] Ve Force G.711 for 3. 1k audio: [~
-@ H323 Trunking L )
@ Dial Up Interfaces Provide in-band ringback: [~
-7 Telenhony

2. Configure the SIP Settings as required.

SIP Media Parameters Settings

Field | Value [ Description

Preferred Codecs

Preferred Codecs

Codec Preferences

ysilahle list elected list
G729 4
G723 j
/ 5711 -uLawy
=711 -alaw
‘
'
Preferred None Select the Codecs in the order in which you want the system to attempt to
Codecs G.711- use them.
uLaw Performance note: Codecs on all networked BCMs should be consistent
G.711- to ensure that interacting features such as Transfer and Conference work
aLaw correctly.
G.729 Note: The G.723 protocol can be used between IP endpoints
G.723
Field Value Description
Settings
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Settings
Enable Vaice Activity Detection: v

Jitter buffer: I.ﬁ.utu:u - I

5.729 payload size (ms): IE[I - I
5.723 payload size (ms): ISU

G.711 payload size (ms): IE[I - I
Fax transport: IT.SB - I

Force G.711 For 3.1k audio: [~
Provide in-band ringback: [

Enable Voice | <check The voice activity detection (silence suppression) identifies periods of
Activity box> silence in a conversation, and stops sending IP speech packets during
Detection those periods. In a typical telephone conversation, most of the
conversation is half-duplex, meaning that one person is speaking while the
other is listening. Voice activity detection is enabled, no voice packets are
sent from the listener end. This greatly reduces bandwidth requirements.
G.723.1 and G.729 support silence suppression.
G.711 does not support silence suppression.
Performance note: voice activity detection on all networked BCMs and
IPT systems (VAD setting on IPT systems) must be consistent to ensure
that interacting features such as Transfer and Conference work correctly.
Default: Disabled
Jitter Buffer Auto Select the size of jitter buffer you want to allow for your system.
None
Small
Medium
Large
G.729 10, 20,
Payload Size | 30, 40,
(ms) 50, 60
G.723 30
Payload Size
(ms) Set the desired payload size, per codec, for the VoIP calls sent over SIP
trunks.
G.711 10, 20, | Note: Payload size can also be set for IP telephones.
Payload Size | 30, 40,
(ms) 50, 60
Default:
30
Fax Transport | <drop T.38: The system exclusively supports T.38 fax over IP.
down G.711: The system exclusively supports G.711 fax over IP.
list>
T.38
G.711
Default:
T.38
Force G.711 | <check When enabled, the system forces the VoIP trunk to use the G.711 codec
for 3.1k Audio | box> for 3.1k audio signals such as modem or TTY machines.

Note: This setting can also be used for fax machines if T.38 fax is not
enabled on the trunk
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Provide in-
band

ringback

<check
box>

This setting affects in-bound SIP trunk calls. If you select the check
box, the BCM attempts to stream ringback, tones, or
announcements in-band to the caller using RTP.

This setting results in in-band ringback.

It can be useful in tandem scenarios to transfer DTMF if the final
leg in the tandem connects to an IVR that plays announcements
before connecting the call.

Attention: Fax tones that broadcast through a telephone speaker
may disrupt calls at other telephones using VoIP trunks in the
vicinity of the fax machine. Here are some suggestions to minimize
the possibility of your VolP calls being dropped because of fax tone
interference: Locate the fax machine away from other telephones.
Turn the speaker volume on the fax machine to the lowest level, or
off, if that option is available.

Private SIP Specific Configuration

The following sections relate specifically to SIP configuration over private

domains.

SIP Proxy

Allows the routing of calls through a configured SIP Proxy. The SIP Proxy’s
domain and Outbound Proxy Tables can be configured as outlined below.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option. Select the Private tab.

2. Select the Proxy tab and configure the Private SIP Proxy Settings as

requir

ed.

Task Navigation Panel

Administration
Configuration

----- @ Welc

B Appl

ome

[H-{J) System

(- Administrator Access
=1+ Resources

. Application Resourc
L @ Media Gateways

- i@ Port Ranges

. Telephony Resource
= ) IP Trunks

General

SIP Trunking

@ H323 Trurking
*..@ Dial Up Interfaces
[-{3) Telephony

-5 Data Services

lications

SIP Trunking

Public Private ﬁsaﬁngsl Media Paramehersl

Routing Tablel Setting b I3 Map | Auihenticah’onl

SIP Proxy Optional IP Address for legacy routing

P Address:l L
Port: I 0

Domain: |
Route all calls using proxy: [
MCDN Protocol: INone

(=l

Qutbound Proxy Table

Domain  # IP Address I Port I Load-balancing Weight Keep alive

Add...
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Private SIP Proxy Settings

Field | Value | Description
SIP Proxy
—SIP Proy
* Daomnain |
Route all calls using prosy r
MCDM Protocal  |-op  «
Domain <alphanumeric> | The name of the SIP Domain. This attribute is mandatory

Route all calls

<check box>

If unchecked, the system first checks the routing table before

using proxy Default: routing all SIP calls.
unchecked If checked, the system uses the SIP Proxy for all SIP calls.
MCDN None . . .
Protocol CSE Use CSE for interop with other devices (BCM or CS1K).
Default: None
Optional IP Address for legacy routing
—Optional IP Address For legacy rouking
IP Address |
Part | 0
This attribute is optional.
The system uses the IP Address and Port to route the message if
Format 0.0.0.0 the Outbound Proxy is not configured.

IP Address <7-24> The IP Address and Port are used in message headers. If
supplied, the IP Address is used in the "maddr=" section of
message headers
The system uses these attributes for interop with NRS.

<numeric> This attribl_Jte is optional.

Port Default: 0 If the port is 0, the system uses the well-known SIP port 5060.

Otherwise, the system uses the port you enter here.

Outbound Proxy Table

~Outbound Proxy Table Add Proxy Server x|
Mame IP Address * plame: || Ki
IP Address: |
Port: | i
Load-balancing Weight: | 0
Keep alive: INDne LI
Add... Delete | QK | Cancel |
<alphanumeric> The Name must be unique.
Name P If the name you enter is a Fully Qualified Domain Name, DNS
resolves the address and the IP address can be left empty.
If you specify the IP Address, this address is used directly (the
system does not use the Name attribute and does not invoke
Format 0.0.0.0
IP Address <7-24> DNS).
If you leave this attribute empty, the system uses the Name
attribute.
If you leave Port as 0, the system uses the well-known SIP port
<0-65535> . .
Port Default: 0 5060. Otherwise, the system uses the Port number you specify

here.
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Load- . <0-10> Enter the load-balancing weight. The system uses this attribute to
balancing Default: 1 distribute calls among the outbound proxies
Weight ) )
This attribute helps the system determine if an Outbound proxy
device is responding.
None If you select None, the system does not ping the device, assuming
Keep alive OPTIONS the device is always active.

Default: None If you select OPTIONS, the system sends a periodic OPTIONS
message to the Outbound Proxy. If the proxy fails to respond, the
system skips over it until it responds again

SIP URI Map

Use the SIP URI Map to configure the sub-domain name associated with each
SIP URI (Session Initiated Protocol Uniform Resource Identifier). These
strings must be coordinated with the other nodes in the network.

These fields correspond to Public Network, Private Network, and Routing
settings of the Configuration > Telephony > Dialing Plan section of

Element Manager.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option. Select the Private tab.

2. Click on the URI Map tab and configure the URI Map settings as

required.

Task Navigation Panel

Administration
Configuration

@) Welcome

-5 System

--I,j Administrator Access
EI_} Resources

- @ Application Resouro
- i@ Media Gateways

- @ Port Ranges

- i@ Telephony Resource
B+ IP Trunks

@ General

po
‘- H323 Trunking
- @ Dial Up Interfaces
- Telephaony

B Data Services

-7 Applications

SIP Trunking

Public Private |"Global Setﬁngsl Media Parametersl

Routing Table | Setﬁngsl P'ruxuﬂﬂenﬁmﬁunl

—SIP Domain Mames

e.164 [ Mational: |ELlERBLE

e.164 [ Subscriber: Isubscril:uer.e 164

e.164 / Unknown: |unknu:uwn.e 164

e, 164 [ Spedial: Ispecial.e 164

Private / LUDP: Iudp

Private f CDP: ||:|:||:|

Private / Spedial; Ispecial.private

Private / Unknown: Iunkncu'.-\'n.private

Private [ Subscriber: Isubscriber.private

Unknown [ Unknown: Iunkncuwn

Private SIP URI Map Settings

SIP Domain Names Value Description

e.164 / National national €164 String to use in phone context to identify
numbering plan type

e.164 / Subscriber subscriber.e164 String to use in phone context to identify
numbering plan type

.164 / Unknown unknown.e164 String tousein phone context to identify
numbering plan type
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SIP Domain Names Value Description

e.164 / Special special.e164 String to use in phone context to identify
numbering plan type

Private / UDP UDP String tq use in phone context to identify
numbering plan type

Private / CDP CDP String tc_) use in phone context to identify
numbering plan type

Private / Special special.private String to use in phone context to identify
numbering plan type

Private / Unknown unknown. private String tq use in phone context to identify
numbering plan type

Private / Subscriber Subscriber.private String tc_) use in phone context to identify
numbering plan type

Unknown / Unknown unknown String to use in phone context to identify
numbering plan type

SIP Authentication

These settings ensure that only the gateways that have been authenticated i.e
have valid credentials, can place calls to the BCM. If challenged, the BCM can
also provide its own valid credentials on outgoing calls.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option. Select the Private tab.

2. Click on the Authentication tab and configure the SIP Authentication
settings as required.

Task Navigation Panel :
Public Private | Global Setﬁngsl Media Paramehersl

Administration
Configuration Rpdting Table | Settings | Proxy | URI Map{_Authentication | )
""" @ Welcome | User Accounts
-3 System Description  / I Domain I Parent I CLID I SIP Username Register

[-{5) Administrator Access
=4 Resources
. Application Resourc
-@ Media Gateways
-@ Port Ranges
- @ Telephony Resource
153 IP Trunks
@ General
—>o
. L@ H323 Trunking
... @ Dial Up Interfaces
[-{3) Telephony
[#-{J) Data Services
B+ Applications Local SIP Authentication

Delete | Modify... Refresh

Local Authentication: [~
Quality of Protection: |Auﬂ1&nh’cation only d
401 Reason: IUnauﬂmrized

Local Accounts Remote Accounts
UserID ¢ I Description Realm 7 User ID I Description

Add... Delete Modify... Add... Delete Modify...
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Private SIP Authentication Settings

Field | Value | Description

User Accounts

User Accounts

x

Description  / I Damain I

=

Parent Description: |

Domain: |

—Account identity
Parent: [
CLID: |

—User Credentials

SIP Username: |

Auth Username: |

| Auth Password: |

~Message Handling

Local SIP Authentication
Local Authentication: [~

CLID Owverride: |

Quality of Protection: |.ﬁ.uﬁ'|en1jcaﬁ|:|n only

Display name Override: |

401 Reason: |Llnauﬂ'u:urizeu:|

PAI CLID Override: |

Local Accounts

PAI Display name Override: |

— Contact Override: |
User ID ¢ I Description
Maddr in Contact: [~
Local Domain Override: |
—sIP Registration
Registration: [~
0K Cancel
|
Description <alphanumeric> An optional description of the user account.
Domain <alphanumeric> Remote domain name of the service. Can
be either FQDN or an IP address.
Parent <checkbox> If selected, indicates that the user account is

a parent account. Child accounts are
mapped to individual sets.

CLID

<alphanumeric> If the account is a parent account, this field
is empty. If it is a child account, you can
enter CLID information to be displayed for
this account in this field.

SIP Username <alphanumeric> Provided to the administrator from the
service provider.
Auth Username <alphanumeric> The authentication username used in

authentication challenges. This parameter is
provided by the SIP service provider. The
authentication username can be different
than the SIP username.

Auth Password

<alphanumeric> The authentication password.

CLID Override

<alphanumeric> Overrides the Caller ID parameter for the
account. If not configured, the Caller ID of
the account is used.

Display name Override

<alphanumeric> Overrides the Display Name in From Header
parameter for the account. If not configured,
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Field

Value

Description

the Display Name in From Header of the
account is used.

PAI CLID Override

<alphanumeric>

Overrides the Caller ID in P-Asserted-
Identity parameter for the account. If not
configured, the PAI CLID of the account is
used.

PAI Display name Override

<alphanumeric>

Overrides the Display Name in PAI
parameter for the account. If not configured,
the PAI Display name of the account is
used.

Contact Override

<alphanumeric>

Used in cases where the SIP trunking
service provider constructs R-URI for
outgoing calls based on user part of contact
header in SIP registration requests. Since R-
Uri in incoming SIP trunk calls is used to
determine received digits to match them to
target lines, this parameter can be useful to
control received digits for incoming calls.

Maddr in Contact

<checkbox>

Select the check box to include maddr in
contact for this account. When selected, this
overrides the System Wide settings for
Maddr in the Private SIP settings tab.

Local Domain Override

<alphanumeric>

This field overrides the system wide local
SIP domain for outgoing calls associated
with the SIP user account.

Registration

<checkbox>

Used in cases where the SIP trunking
service provider constructs R-URI for
outgoing calls based on user part of contact
header in SIP registration requests. Since R-
Uri in incoming SIP trunk calls is used to
determine received digits to match them to
target lines, this parameter can be useful to
control received digits for incoming calls.

Local SIP Authentication

Local SIP Authenticakiaon

Local Authentication r

Quality of Pratection I.ﬁ.uthenticatil:un only j

401 Reason |Llnauth|:|rizeu:|

Local Authentication

<check box>
Default: unchecked

Checked: The BCM authenticates all incoming
calls.

Unchecked: The system does not authenticate
incoming calls.

Quality of Protection

Authentication only
Authentication and Integrity
Default: Authentication only

"Authentication only" results in authentication
username/password encryption.

"Authentication and Integrity" adds a whole
message integrity check.

Note: This option adds to security but may impact
NAT/firewall integration.

401 Reason

<alphanumeric>
Default: Unauthorized

This character string is sent out in authentication
challenges.

Local Accounts
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Field | Value | Description
Local Accounts Add Local Account x|
R -
dser ID Description | Lser ID || [
Passward |
Descripkion |
oF Cancel
Add... Delete Iadify.. . T T - T
The administrator supplies each remote domain
with a unique User ID/Password. If the local
User Id <alphanumeric> system challenges incoming calls, the remote
system must provide the User ID/Password
combination.
The administrator supplies each remote domain
with a unique User ID/Password. If the local
Password <alphanumeric> system challenges incoming calls, the remote
system must provide the User ID/Password
combination.
Description <alphanumeric> Description of remote domain.

Remote Account Fields

Add Remote Account | Remate Accounts
Realm || Realm I User ID Description
ser I |
Password |
Description |
Ok ] add. .. [eleke [ [
Realm <domain> Remote domain name.
User ID and Password are supplied by remote
. domain. Local system responds with User
< > . . )
User ID alphanumeric ID/Password if outgoing call is challenged by
remote domain.
User ID and Password are supplied by remote
Password <alphanumeric> domain. Local system responds with User
P ID/Password if outgoing call is challenged by
remote domain.
Description <alphanumeric> Description of remote domain.

SIP Trunk Settings

These are general settings that relate to Private SIP trunks.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option. Select the Private tab.
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2. Click on the Settings tab and configure the general Private SIP
settings as required.

Task Navigation Panel

Administration
Configuration

- @ Welcome
- System

- Resources

-5 Telephany

[+ Applications

- Administrator Access

@ Application Resourc

- i@ Media Gateways

- @ Port Ranges

- i@ Telephony Resource

- TP Trunks

@ General

— o
‘.4 H323 Trunking

- i@ Dial Up Interfaces

[+ Data Services

Publilobal Settings I Media Parameters |

Routing Table Settings I Proxyl URI Ma|:|| Authentimtionl

Disable PRACK: [

Disable REFER: [

Session timer
[Sessicn refresh method: |Disable -

Disable Replaces: [~

Disable maddr in Contact: [~
Disable OPTIONS Caps: [
Enable Connected Identity: [
Standard SIP Caps Exchange: [~

Private SIP Trunk Settings

Field

| Value

| Description

Disable PRACK:
Disable REFER.:
Disable Replaces:
Disable maddr in Contact:
Disable OPFTIOMNS Caps:
Enable Connected Identity:
Standard SIF Caps Exchange:

Session refresh method: IDisaI:uIE 'I

Fessmn timer

i i Bl i i

Disable PRACK

<check box>

Select the check box to disable the support of
PRACK.

Disable REFER

<check box>

Select the check box to disable the support of
REFER.

Disable Replaces

<check box>

Select the check box to disable replaces.

Disable maddr in
Contact

<check box>

Select the check box to disable the use of maddr at
the system level.

Disable OPTIONS Caps

<check box>

Select the check box to disable OPTIONS Caps.

Enable Connected
Identity

<check box>

Standard SIP Caps
Exchange

<check box>

Session refresh method

Disable
UPDATE
INVITE

Select the session timer refresh method from the
drop-down list.
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Public SIP Trunk Configuration

The BCM offers the facility to use SIP trunks provided by Internet Telephony
Service Providers (ITSPs) over the public Internet. This allows flexibility in call
routing and call cost control. Calls can be routed over the public Internet to the
ITSPs, benefitting from the ITSPs call cost plan which may include free calls,
dependant on the destination.

There are a range of ITSP’s available (depending on your locality), each
requiring certain network configuration for full operation. The BCM has a wide
range of options available to cater for the requirements of differing ITSPs.

To help with the BCM SIP ITSP configuration, the BCM also allows ITSP
templates to be applying, which contain the configuration details required for
the BCM to connect to and function with the ITSP.

Accounts must be created which specify the details of ITSPs. The details can
be entered manually or from a template. Destination digits entered in the SIP
Public Routing Table determine which account, and hence which ITSP, are
used to place the call that generated those destination digits.

An overview of the SIP ITSP configuration process is as follows:

e Does a template exist for the ITSP you are wishing to configure a
connection to? If so, enter the template in the SIP templates area, if it is
not already present.

e Create an account that details how to connect to the ITSP. This can be
achieved by one of two methods:

1. Use atemplate containing pre-configured settings.
2. Enter the settings manually.

e Check that the Public IP Address of the router the BCM is connected to
is specified in Element Manager.

e Configure a route in the SIP Public Routing Table that uses an account
created earlier in the process.

Note: You must have all the necessary ITSP settings (supplied as a template
or otherwise), configuration details, and account information before
commencing with this procedure.

Importing an ITSP Template

A template can be created that contains the settings required to connect to an
ITSP. The template will simplify Account creation, negating the need to enter
settings manually. Use the following procedure to enter the template if it
doesn’t already exist in the BCM.

You must have the template available to you to be able to import it.

| Note: Skip this section if you intend to ente the Account details manually.
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1. In Element Manager, navigate to Resources, IP Trunks, SIP Trunks,
and click on the Public tab.

Task Navigation Panel

: SIP Trunking
Configuration | Administration |

@ Welcome i-uatel Global Setﬁngsl Media Parametersl

B3 System :
{77 Administrator Access Routing Table | Settings | Accounts | ITSP Templates |
=) Resources Name / | Destination Digits |

- i@ Application Resource
- i@ Media Gateways

- i@ Port Ranges

- i@ Telephony Resource
B3 IP Trunks

@ General

»>o
@ H323 Trunking
- i@ Dial Up Interfaces
-3 Telephony

#-7) Data Services

F-C3) Applications

2. Click on the ITSP Templates tab. If the template you require isn’t
already listed, click on the Import button.

SIP Trunking

F'Ub"CI F‘ri'uatel Global Setﬁngsl Media F‘arametersl

Routing Tablel Settingsl Accounts  ITSP Templates |

Mame ¢ I

3. Read the Confirm dialog box, and click Yes to continue. (Ensure that
any templates you have have been un-zipped before proceeding.)

x

& NOTE! If zip file selected, all currently available templates will be removed. Are you sure you want to proceed?

ar
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4. In the Import files dialog box click the Browse button.

& Import files x|

Transfer type:

- —

5. Navigate to the location of the un-zipped template file. Select the
template file and click on Select files.

My Recent
Documents

4

My Documents

o B
™
My Computer

'l_ File name: Iskype.sipt Select files '
My Metwork
Places Files of type: Iitsp templates LI Cancel |
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6. Once selected, click OK in the Import files window.

A Import files x|
Transfer type: IM\_.-' Computer - I

Files: |skype.si|:|t { Browse...

(o< D conce

7. The imported template will be displayed.

SIP Trunking

Public | Private I Global Settings I Media Parameters I

Routing Tal::lel Settingsl Accounts  ITSP Templates |

Mame £ [ie

Import... |
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8. The settings and other information for the template are displayed in the

Basic, Advanced, and Comments tabs in the lower Details area.

SIP Trunking

PUb"Cl Pri\ratel Global Settingsl Media Pararnetersl

Routing Table' Setﬁngs| Accounts  ITSP Templates |

Import... |

P

| MName 7 ’ Description ’

Details for Template: skype

I Basic I Advanoed' Comments“

~SIP Domain

Femote; |si|:|.sky|:le.com

Local: |sip.skype.com

—Proxy Registrar
Address: | Address: |
Port: | 5060 Port: | 5060
Transport: [UCP Required: [#
—Outbound Proxy Table
Domain | IF Address | Port I Load-balandng Weight Keep alive I

Creating an ITSP Account

Accounts contain the settings required to connect to an ITSP. Once created,
they will be associated with Destination Digits which are configured in the SIP
Public Routing table.

Accounts can be created manually, or from an ITSP template entered earlier.

In Element Manager, navigate to Resources, IP Trunks, SIP Trunks,
and click on the Public tab.

rask Navigation Panel

Configuration | Administration

SIP Trunking

@) Welcome

i) System

[#-{) Administrator Access
EI_} Resources

- @ Media Gateways
- @ Port Ranges

EHJ IP Trunks
i@ General

455 Trunkng|

-1 Telephony

- i@ Application Resource

- i@ Telephony Resource

@ H323 Trunking
- @ Dial Up Interfaces

ivatel Global Setﬁngsl Media Parametersl

Routing Table | Settings | Accounts | ITSP Templates

Mame 7 I Destination Digits
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2. Click on the Accounts tab. Click on Add to create a new account.

SIP Trunking

FIUb'"'il P'ri'uatel Global Setﬁngsl Media Parametersl

Routing Tablel Settings Accounts | TSP Templatesl

Mame ¢ I

\

(i ]) oeec

-
-

3. The Add Account window appears.

& Add Account x|
Select Template. .. I Mo Template... |

Cancel |

4. If you are creating an account from a template, click on Select
Template. If you are creating an account manually, skip to step 9.

x

Select Template...  |[] Mo Template... |
Cancel |

5. Select the template you want to use, and click on Select...

& Choose Template

Description

B

Zhkype _ “IsIP 4 skype

oo ) concel |
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6. Type in a Name and a Description for this account. If registration is
required, enter the SIP username and Password as provided by the

ITSP. You will be prompted to confirm the password. Click OK when
ready.

x

Mame: |5kype

Description: |5ky|:ue ITSP Account
Template: |skype

SIP domain: |sip.skype.|:|:|m
Registration required: [+

SIP username: |05628553262

Password: | ===

7. The new account will be displayed. Settings can be viewed or altered
as if necessary in the Basic and Advanced tabs in the Details area
(settings at the end of this section).

SIP Trunking

Public I Privatel Global Setﬁngsl Media Pararnetersl

Routing Tablel Settings Accounts I ITsP Templatesl

MName / Description

Details for Account:

Basic I Advancedl ser Accounts

—SIP Domain

Remote: |si|:|.skype.com

Local: |sip.skype.com

rProxy Registrar
Address: | Address: |
Port: 5080 Part: | 5080

Transport: [UDP
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8. Further user account details can be entered in the User Accounts tab
(settings at the end of this section). Parent and Child accounts can be
defined in this area.

SIP Trunking

PUb“C' Private | Global Settings | Media Parameters |

Routing Tablel Settings Accounts Il'I'SP Templatesl

Mame / Description

Add... | Delete |

P

Details for Account:

Basicl Advance( User Accounts |>

Description / Parent CLID SIP Username Reqgister Status

05528553262

Add... | Delete | Modfy.. | Refresh |

9. Continuing from step 3, if configuring an account manually click on No
Template.

& Add Account

Select Template. ..

10.Enter the Name and Description for this account, and registration
details as required by the ITSP. Click OK when finished.

x

Mame: |I'~"Iy1'|'5F‘

Description: |Test ITSP Account

Template: |None

SIP domain: |sip. testitsp.com
Registration required: [

SIP username: |EIEEEI 2356849

Password: | ==
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11.The new account will be displayed. Enter the settings required by the

ITSP in the Basic and Advanced tabs (settings at the end of this
section).

SIP Trunking

Public I Privatel Global Settingsl Media Parametersl

Routing Table | Settings Accounts | TSP Templatesl

Mame Description

Add... | Dekte |

P

Details for Account:

SIP Daomain

Remote: |5'.i|:|.tesh't5p.com

Local: |
Proxy Registrar
Address: | Address: |
Port: | 0 Port: | o]

Transpart: |UDP

—~Outbound Proxy Table
Domain  / | IP Address | Port | Load-balancing Weight Keep alive
Add | Delete | Refresh I

12.Further user account details can be entered in the User Accounts tab

(settings at the end of this section). Parent and Child accounts can be
defined in this area.

SIP Trunking

PUb"CI Priuahel Global Settingsl Media Pararnetersl

Routing Tablel Settings Accounts I ImsP Templatesl

Mame # Description
est ITSP Account

iAdd.. i Delete

Details for Account:

Basicl Advanced User Accounts I

Description  / Parent CLID SIP Username Register Status

05602356849

Add... Delete Modify... Refresh
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SIP Public Account Settings

Field | Value | Description
Add Account Options
A Add Account x|
Mame: |
Description: |
Template: INunE
SIP domain: |
Registration required: [
SIP username: |
Password: |
Ok Cancel
Name <alphanumeric> | Enter an appropriate name for this account.
Description <alphanumeric> | Enter an appropriate description for this account.
Temolate None Read only. Displays the name of the template used as a basis for this
P Template Name | account. If a template wasn’t selected, the display will read None.
. . Remote domain name of the service. Can be either FQDN or an IP
SIP domain <alphanumeric>

address.

Registration required

<checkbox>

Tick if the ITSP requires registration details to allow connection.

SIP username

<alphanumeric>

If registration is required, enter the SIP username provided by the
ITSP.

If registration is required, enter the password associated with the SIP

Password <alphanumeric> username.
Basic Tab
SIP Domain
d'u'an::ed I User Accounts I
SIP Domain
Remote: |si|:|.skype.::om
Local: |sip.skype.com
, Remote domain name of the service. Can be either FQDN or an
Remote <alphanumeric>
IP address.
Local <alphanumeric> | Local domain of the BCM.
Proxy
Proxy
Address: |
Port: | 5060
Transport: |UDF‘
Address <numeric> Outbound proxy IP address
Port <numeric> Port number for the outbound proxy.
TCP Transport protocol for the outbound
Transport
ubP proxy.
Registrar
Reqgistrar
Address: ||
Part: | 5060
Address <alphanumeric> | Address of the registrar (optional).
Port <numeric> Port number of the registrar.
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Outbound Proxy Table

Outbound Proxy Table

Domain ¢ IP Address I Port I Load-balandng Weight Keep alive
Add Delete Refresh |
The Domain must be unique. If the name you enter is a Fully
Domain <alphanumeric> | Qualified Domain Name, DNS resolves the address and the IP
address can remain empty.
If you specify the IP Address, this address is used directly (the
IP Address <numeric> system does not use the Name attribute and does not invoke
DNS). If you leave this attribute empty, the system uses the
Name attribute.
Port <numeric> If Port is O, the system uses the well-known SIP port 5060.
0-65535 Otherwise, the system uses the Port number you specify here.
Load-balancing Weidht <numeric> Enter the load-balancing weight. The system uses this attribute
9 9 0-10 to distribute calls among the outbound proxies.
This attribute helps the system determine if an Outbound proxy
device is responding.
If you select None, the system assumes the device is active and
. None - .
Keep alive OPTIONS does not ping the device.
If you select OPTIONS, the system sends a periodic OPTIONS
message to the Outbound Proxy. If the proxy fails to respond,
the system bypasses the proxy.
Advanced Tab
Eas‘ Advanced )ser Au:u:ountsl
Enable local MAT compensation: [~
Enable media relay: [
Use maddr in R-JRI: [~
Use maddr in Contact: [~
Support 100rel: [~
Allow UPDATE: [v
Use Mull IP to hold: [+
Use user=phone: [~
Force E164 international dizling: [~
Enable SDF OPTIONS query: [
Allow REFER: [
Support Replaces: [~
Enable Connected Identity: [~
Standard SIP Caps Exchange: [
Enable local NAT <checkbox> Determines if BCM performs local NAT compensation. If
compensation enabled, SIP and RTP keep-alives are enabled.
. If enabled, BCM anchors RTP media for all phones, including IP
Enable media relay <checkbox>

sets. This must be enabled if local NAT compensation is
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enabled. It can be enabled even if local NAT compensation is
not enabled

Use maddr in R-URI

<checkbox>

Flag indicating if BCM should include maddr in Request-URI. If
enabled, an outbound proxy must be provided. maddr is only
included if the outbound proxy is different from the service
provider domain.

Use maddr in Contact

<checkbox>

Flag indicating if BCM should include maddr in the Contact
header. If enabled, maddr is included in the Contact header only
if the local domain is in the form of FQDN. Alternatively, maddr
is added if the provisioned local domain is different from the
published IP address of the BCM.

Business Element Manager verifies that maddr in the Contact
header is enabled if the provisioned local domain is an IP and is
different from the published IP.

Support100rel

<checkbox>

Flag indicating if BCM advertises support for 100Rel (PRACK) in
the Supported header. If disabled, 100Rel is not advertised in
the Supported header and BCM does not request PRACK for
provisional responses that it generates.

Allow Update

<checkbox>

Indicates if BCM advertises support for UPDATE in the Allow
Header. If disabled, support for UPDATE is suppressed and
BCM does not issue UPDATE messages.

Use Null IP To Hold

<checkbox>

Determines if BCM uses Null IP address (0.0.0.0) when putting
a call on hold. If set to true, 0.0.0.0 is used when putting a call
on hold. Otherwise, a valid IP address as per RFC3264 is used.

Use User=Phone

<checkbox>

Flag indicating the inclusion of user=phone parameter in the R-
URI, From, To, and PAI headers.

Force E164
International Dialing

<checkbox>

Flag indicating the use of E.164 numbers. If enabled a plus (+)
sign is prepended to the Request line, and to the To and From
headers.

Enable SDP Options
Query

<checkbox>

Determines if BCM can use an OPTIONS query to determine
service provider capabilities. If enabled, an OPTIONS method is
sent to determine capabilities when a dialog is established.

Allow REFER

<checkbox>

Enables support for the REFER method being advertised in the
Allow header.

Support Replaces

<checkbox>

Enables support for the Replaces header being
advertised in the Supported header.

Enable Connected
Identity

<checkbox>

Enables delivery of connected identity across IP trunk.

Standard SIP Caps
Exchange

<checkbox>

Enables SIP standard capability exchange.

NAT Pinhole Maintenance

MAT Pinhole Maintenance

Signaling method: INDI‘IE 'I
Signaling interval: I 30

None Mechanism used for SIP keep-alive. This is used to refresh
CRLF NAT/firewall pin-holes for SIP signaling. This is sent regardless
Options of whether or not a dialog is in progress.

Signaling
method

Signaling
interval

. Interval between SIP keep-alives.
<numeric>

Session Timer

Session timer
Session refresh method: |INVITE =
Refresher: |Local

Session-Expires: 1300

LAl

Min-5E: a0
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Session refresh Disable The _SIP request method used to refresh the state of the
method UPDATE session.
INVITE
Local Indicates which endpoint will perform the session refresh.
Refresher Remote
Session-Expires <numeric> The desired session refresh interval, in seconds. Note that this may be
P 90-86400 secs. | negotiated upward by the remote endpoint of any proxy in between.
Min-SE <numeric> The minimum session refresh interval that the BCM will allow.
90-86400 secs.

Active call limit: I i}

Active call limit

<numeric>

Determines the maximum number of in use trunks on a per-
ITSP account basis. When the trunk-limit for a given account is
reached, inbound SIP calls associated with that account will be
rejected until a trunk is freed. Similarly, outbound SIP calls
associated with that account will fallback until a trunk is freed.

ITSP assodation method: |[REuln=es =me i aRu= it -
Outbound Called characters to absorb: |0 =]

Inbound Called prefix to prepend: |

Authentication realm: |

ITSP association
method

<drop-down
list>

From header Domain match: The system finds a match based
on domain in From header of the incoming request, and uses
the parent SIP trunk user account of the ITSP if a match is
found.

R-URI Domain match: The system finds a match based on
domain in R-URI header of the incoming request, and uses the
parent SIP trunk user account of the ITSP if a match is found.
To header Domain: The system finds a match based on
domain in To header of the incoming request, and uses the
parent SIP trunk user account of the ITSP if a match is found.
PAI header Domain: The system finds a match based on
domain in PAI header of the incoming request, and uses the
parent SIP trunk user account of the ITSP if a match is found.
R-URI Called Number Username match: The system finds a
match if the ITSP account contains SIP trunk user account with
a username matching the userpart of R-URI in the incoming
request. The system uses the corresponding SIP trunk user
account of the ITSP if it finds a match. There can be no two SIP
trunk user accounts associated with ITSP accounts with the
same username.

To header Called Number Username match: The system
finds a match based on the userpart of the To header of the
incoming request. The system uses the corresponding SIP trunk
user account of the ITSP if a match is found. There can be no
two SIP trunk user accounts associated with ITSP accounts with
the same username.

R-URI Called Number CLID match: The system finds a match
based on the userpart of the R-URI of the incoming request and
makes a match if the ITSP account contains the SIP trunk user
count with the matching CLID userpart of R-URI in the incoming
request. The system uses the corresponding SIP trunk user
account of the ITSP if a match is found. There can be no two
SIP trunk user accounts associated with ITSP accounts with the
same CLID.

To header Called Number CLID match: The system finds a
match based on the userpart of the To header of the incoming
request and makes a match if the ITSP account contains the
SIP trunk user count with the matching CLID userpart of the To
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header in the incoming request. The system uses the
corresponding SIP trunk user account of the ITSP if a match is
found. There can be no two SIP trunk user accounts associated
with ITSP accounts with the same CLID.

R-URI Called Number Contact match: The system finds a
match based on the userpart of the R-URI of the incoming
request and makes a match if the ITSP account contains the
SIP trunk user count with the matching contact name userpart of
R-URI in the incoming request. The system uses the
corresponding SIP trunk user account of the ITSP if a match is
found. There can be no two SIP trunk user accounts associated
with ITSP accounts with the same contact name.

To header Called Number Contact match: The system finds a
match based on the userpart of the To header of the incoming
request and finds a match if the ITSP account contains the SIP
trunk user count with the matching contact name userpart of the
To header in the incoming request. The system uses the
corresponding SIP trunk user account of the ITSP if a match is
found. There can be no two SIP trunk user accounts associated
with ITSP accounts with the same.

Outbound called

This is the length of digits to be absorbed.

<numeric>
characters to absorb
Prepend inbound received digits with a configured prefix. This
feature adds a configured prefix to received digits so that the
resulting number will not match a destination code in the BCM
Inbound called prefix routing table. For example, a BCM can be configured to route
<numeric> any number starting with 9 through a trunk. If this BCM receives

to append

an inbound call destined to any number starting with 9, the BCM
attempts to route the call through the trunk instead of
terminating it on a BCM set. This feature prevents this by adding
another number to the received digits.

Authentication realm

This is the realm of an intermediary. This is useful in
deployments where the service provider is fronted by an
SBC/Proxy for which the BCM requires credentials which are
not the same as those for the service provider. In such
deployments, the BCM needs two sets of credentials: one for
the service provider, which is configured as part of the SIP user
account configuration, and another for the intermediary which is
configured in the realm-based account credentials under private
SIP trunks.

User Accounts Tab
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P

Details for Account:

Easicl Advanced User Accounts I

x

Description: |

Domain: |si|:|.5kype.::om

Description  # I Parent

amo |

[

Add... Delete

-
o
3]
r-J

Parent: [

—Account identity

CLID: |

| R Auth Username: |

~User Credentials

SIP Username: |

Auth Password: |

Kl

—Message Handling

Display name Qverride:
PAI CLID Override:

PAI Display name Override:
Contact Override:

CLID Override:

—SIP Registration
Registration: [~

QK Cancel =

Description

<alphanumeric>

An optional description of the user account.

Domain

<alphanumeric>

Remote domain name of the service. Can
be either FQDN or an IP address.

Parent

<checkbox>

If selected, indicates that the user account
is a parent account. Child accounts are
mapped to individual sets.

CLID

<alphanumeric>

If the account is a parent account, this field
is empty. If it is a child account, you can
enter CLID information to be displayed for
this account in this field.

SIP Username

<alphanumeric>

Provided to the administrator from the
service provider.

Auth Username

<alphanumeric>

The authentication username used in
authentication challenges. This parameter
is provided by the SIP service provider. The
authentication username can be different
than the SIP username.

Auth Password

<alphanumeric>

The authentication password.

CLID Override

<alphanumeric>

Overrides the Caller ID parameter for the
account. If not configured, the Caller ID of
the account is used.

Display name Override

<alphanumeric>

Overrides the Display Name in From
Header

parameter for the account. If not
configured, the Display Name in From
Header of the account is used.

PAI CLID Override

<alphanumeric>

Overrides the Caller ID in P-Asserted-
Identity parameter for the account. If not
configured, the PAI CLID of the account is
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used.

PAI Display name Override <alphanumeric> Overrides the Display Name in PAI
parameter for the account. If not
configured, the PAI Display name of the
account is used.

Contact Override <alphanumeric> Used in cases where the SIP trunking
service provider constructs R-URI for
outgoing calls based on user part of contact
header in SIP registration requests. Since
R-Uri in incoming SIP trunk calls is used to
determine received digits to match them to
target lines, this parameter can be useful to
control received digits for incoming calls.

Maddr in Contact <checkbox> Select the check box to include maddr in
contact for this account. When selected,
this overrides the System Wide settings for
Maddr in the Private SIP settings tab.

Local Domain Override <alphanumeric> This field overrides the system wide local
SIP domain for outgoing calls associated
with the SIP user account.

Registration <checkbox> Used in cases where the SIP trunking
service provider constructs R-URI for
outgoing calls based on user part of contact
header in SIP registration requests. Since
R-Uri in incoming SIP trunk calls is used to
determine received digits to match them to
target lines, this parameter can be useful to
control received digits for incoming calls.

Checking the Public IP Address

It is more than likely that when using the BCM to connect to a SIP ITSP, a
NAT router will be used on the network. SIP and NAT have inherent
compatibility issues, which can be overcome via the NAT Routers onboard
SIP Application Layer Gateway (ALG) capabilities. Unfortunately, there are a
wide range of SIP ALG standards across the industry. The BCM compensates
for this by offering the ability to specify the Public IP Address of the NAT
router in the BCM.

As a general rule, if the router the BCM is using to route SIP traffic has its SIP
ALG options enabled, do not configure the BCM SIP/NAT compensation
options. However, if the ITSP does not provide Hosted NAT Traversal and the
router SIP ALG options are not compatible with the BCM, configure the BCM
for SIP/NAT compensation. This will force the BCM to include the configured
information (Public (router) IP Address and port) in the SIP packet headers
and body.

Use the following procedure to check or set the BCM local compensation
options. Skip this section if you do not need to configure these settings.

Note: The Provisioned Public IP Address setting is also used for the Remote
Worker Solution (refer to the Remote Worker Solution section of this guide
for further information). If using both the Remote Worker Solution and SIP
ITSP features, please ensure that the network configuration is compatible with
both features,e.g. using the same router and public IP address.
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1. In Element Manager, navigate to Resources, IP Trunks, SIP Trunks,
and click on the Public tab.

Task Mavigation Panel

: SIP Trunking
Configuration | Administration |

@ Welcome t Public |>ri'uate| Global Settings | Media Parameters |

-3 System .
() Administrator Access Routing Table | settings | Accounts | ITSP Templates |
(- Resources Mame I Destination Digits I

- i@ Application Resource
- i@} Media Gateways
- i@} Port Ranges
- i@ Telephony Resource
=3 IP Trunks

@ General

o
L@ H323 Trunking
- i@ Dial Up Interfaces
H-3) Telephony
[#-{7) Data Services
#-{5) Applications

2. Click on the Settings tab. The exisiting Public IP Address settings will
be displayed.

SIP Trunking

F'Ub"CI F‘ri'uatel Global Setﬁngsl Media Parametersl

| Jccounts | ITSP Templates |

~Public Metwork

Praovisioned Public Paort: I ]

Discovered Public Address: |U.U.U.U

Address Discovery Flag: [~

Provisioned Public Address: |21}'.35.6.35

3. If the settings are correct, skip to the next section. If these are not
correct or need to be configured, proceed with the configuration
process.
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4. The Public IP Address of the router now needs to be configured on the

BCM. Under the System folder, click on IP Subsystem. In the Public
Network area click on the Modify button.

Task Navigation Panel

. IP Subsystem
Configuration | Administration |

- @ Welcome General Settings | LAN Interfaces | VLAN Interfaces | Static Routes | Dial-Out Stati
B3 System .

T ~System Information

H - i@ Identification 4

- @ Date and Time System name: |ba‘nRethe\"u'orker
i@ Keycodes _
Subsystem ——

& If you change the default gateway you may lose your connec

ﬁ Resources
Fi3-{) Telephony Default gateway: |200.30.30.222

15 Data Services Published IP Interface: |Customer LAN =]
H-) Applications

Published IP Address: |200.30.30.80

~Public Metwork

Discovered Public Address: |U.U.0.U

Address Discovery Flag: [

Provisioned Public Address: |

(_osr. ]

5. You can choose to manually enter the public address of the router to

be used in the Remote Worker solution in the Provisioned Public
Address field,

A Discovery Setting x|

Address Discovery Flag: [~

Provisioned Public Address: ill?.35.6.35 I
: Cancel |

or tick the Address Discovery Flag to attempt to automatically

discover the router public IP address using Stun. To do this, enter the
Stun Server Address in the available field.

& Discovery Setting x|

Address Discovery Flag: v

I Stun Server Address: I I

Stun Server Port: | 3478
Stun Local Address: [200.30,30.80
Stun Local Port: | 3478
oK Cancel
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6. For either method, click OK when the appropriate details have been
entered. Either the Provisioned Public Address or Discovered
Public Address will be displayed, depending on which Discovery
Setting method was used.

7. Check that the signalling and RTP over UDP port ranges are entered
on the BCM. Open the Resources folder and click on Port Ranges.
The corresponding values should be used in the router configuration.
The default values for a BCM50 are shown below. A BCM450 would
have the RTP over UDP ranges of 30000 — 30999.

Task Navigation Panel

. Port Ranges
Configuration | Administration |
. Welcome RTP over UDP UDP Signalling
-3 System Begin / | End | Begin / | End | Begn / | End |
J Administrator Access 23000 28249 0000 20249 0 107273

[+ Resources

. Application Resources
i@ Media Gateways
e

. Telephony Resources
&[5 IP Trunks

.. @ Dial Up Interfaces
-3 Telephany

[#H-{) Data Services

[#-{5) Applications

30000 30093 |

8. The router now needs to configured to forward the corresponding ports
to the BCM.

Note: Local NAT compensation can be configured on a per ITSP basis, as required by
the ITSP. Navigate to Resources, IP Trunks, SIP Trunking, Public, Accounts,
select the ITSP account and click on the Advanced tab. The fields of interest are
Enable Local NAT Compensation and Enable Media Relay. Refer to the Creating an
ITSP Account section for descriptions of these settings.
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Configuring a SIP Public Route

The last part of this process is to link the account to Destination Digits that will
use the account. This is performed in the SIP Public Routing Table.

1. In Element Manager, navigate to Resources, IP Trunks, SIP Trunks,
and click on the Public tab.

Task Mavigation Panel
- SIP Trunking
Configuration | Administration |
- @ Welcome ( Public |>ri'uate| Global Settings | Media Parameters |
H-{T) System :
1-{5) Administrator Access Routing Table | settings | Accounts | ITSP Templates |
-3 Resources Name / | Destination Digits |

- i@ Application Resource
- @ Media Gateways

- i@ Port Ranges

- i@ Telephony Resource
=3 IP Trunks

----- @ General

»o
@ H323 Trunking

- i@ Dial Up Interfaces
-5 Telephony

- Data Services

-3 Applications

2. Click on the Routing Table tab. Click on the Add button to add a new
route.

SIP Trunking

PUb"Cl Private | Global Settings | Media Parameters |

(Routing Table |);etﬁngs| Accounts | ITSP Templates |
Mame ¢ I Destination Digits I

|
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3. You will be presented with the Add Route window.

ﬂ
Mame: |
Destination Digits: |
ITSP Account: |Skype =
0K I Cancel I

4. Enter a Name for the route, the Destination Digits that will force the

call to the ITSP, and the ITSP Account to associate to the Destination
Digits. Click the OK button when finished.

x

Mame: ISkypE

Destination Digits: |32
ITSP Account: |Sk1_.r|:ue ﬂ

. The configured route will appear in the SIP Public Routing Table. Calls
that are sent from Telephony Destination Codes over VoIP trunks
matching the Destination Digits entered here, will be sent to the
corresponding ITSP Account.

SIP Trunking

PUb"Cl Private | Global Settings | Media Parameters |
Routing Table | Settings | Accounts | ITSP Templates |

Mame # | Destination Digits | Account |
I
Skype a2 Skype

. The configured route will also appear in the Call Routing Summary
table, along with all other configured H.323, SIP Public, and SIP Private
routes. Refer to the VolIP Trunk Call Routing Summary section of this
guide for further details.

NN40011-028 Issue 1.2 BCM RIs 6.0



IP Telephony

Remote Gateways (Routing Table)

Remote Gateways are other VolP systems, such as BCMs, CS1Ks etc., and
are specified by IP Addresses. Routing Table configuration determines where
VoIP trunk calls are connected to, unless a Gatekeeper is configured on the
network.

H.323 and SIP trunks are both automatically assigned to line pool BlocA on
BCM50 systems, and BlocC on BCM450 systems. The decision about
whether a given call will be through SIP or H.323 is made by comparing
dialled digits against digits in the IP Trunks Routing table. Routes can be
created in both the SIP Trunking and H.323 Trunking configuration areas. Due
to the configuration process, it is not possible to create routes to SIP and
H.323 destinations that have the same or overlapping digits, e.g. Destination
Digit “7” cannot be used to dial H.323 and SIP destinations.

Note: Calls may be routed directly from entries in the Routing Table, or may
use the services of a Gatekeeper. If calls are routed to a Gatekeeper then it
will not be necessary to configure the Routing Tables with Remote Gateways.

Note: To enable calls to be sent to the Remote Gateways, the following
Telephony configuration will be required as a minimum:
e VoIP trunks will need to be configured in a line pool (BlocA for
example).
e Configure Routes to utilise the VoIP line pools.
e Configure Destination Codes that reference the received digits on the
remote systems, to utilise the Routes.
e Assign the VolIP line pools to DN’s that will be required to make calls
over the VoIP trunks.
It may also be necessary to configure Public/Private Network settings and
received digits on Target Lines to suit the VolP network. Refer to the
Telephony Services Guide for information regarding Line Pools and Call
Routing.

H.323 Routing Tables

1. Open the Resources folder and followed by the IP Trunks folder. Click
the H323 Trunking option.
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2. Click on the Routing Table tab.

@ Welcome
-5 System
[-{C3) Administrator Access

@ STF Trunking

- - : m
”; Up Interfaces

B-3) Telephony
-3 Data Services
{3 Applications

3. Click on the Add button to add a new Remote Gateway.
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4. You will be presented with the Add Route window.

x

Mame: |

Destination Digits: |

IP Address: |
Part: | i
MCDN Protocol: [Mone =
QoS Monitor: [~
Tx Thresheld: | 0.0
Ok, | Cancel I

5. Configure with the remote gateway settings as required, then click the
OK button.

x

Mame: |L|:|n|:||:|n Office

Destination Digits: |I-"
IP Address: |158.62.53.13

Port: | 1]

MCDM Protocol: |None =]
QoS Monitor: [~

Tx Threshold: | 0.0

(L oc |) cne

6. The configured route will appear in the H323 Routing Table. Calls that
are sent from Telephony Destination Codes over VolP trunks matching
the Destination Digits entered here, will be sent to the corresponding IP

Address.

H323 Trunking

Routing Table I Settings | Media Parameters |

Mame / I Destination Digits I IP Address I Port| GW Type MCDN Protocol I QoS Monitor I Tx Threshold

London Office 7 158.62.53.13 0 BCM MNane

[UAdd. | Delete
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H.323 Remote Gateway Settings

Field Value Description
Name <alphanumeric> | A description for the route.
Enter the digits that will be used to activate this route. The digits
D_es_tination <numeric> must have begn c_onfigureq to pass from Telephon_y Destingtion
Digits Codes. Combinations of digits can be added for this route, if
separated by a space.
IP Address <ip address> The IP Address of the destination (remote) system.
P . An optional port number can be entered here for SIP endpoints
ort <numeric> only.
Choose the type of system that is accessed through the
BCM remote gateway:
GW Type BCM35 BCM: BCMs running 3.6 or later software and CallPilot
IPT Manager with compatible versions of H.323.
Other BCM35: for BCMs running 3.5 software.
IPT: Meridian 1/CS1K system running IP software.
<drop down For non-Avaya endpoints, select None.
MCDN list> For BCM50 2.0 and IPT 3.0, select SL1.
Protocol gﬁge For CS1K, BCM50 3.0, and BCM450 select CSE.
CSE
Select this check box if you intend to use a fallback PSTN
QoS Monitor <check box> line for this gateway. Ensure that the remote system
enables QoS Monitor.
<nuUmeric> Indicat_e th_e level of tra_nsmission at which the signal must
Tx Threshold | ' be maintained. If the signal falls below this level the call falls
back to PSTN.

SIP Routing Tables

The SIP Routing Tables described in this section relate to SIP Private
Routing, and are destined to route calls to other VolP systems rather than
Public ITSPs.

1. Open the Resources folder and followed by the IP Trunks folder. Click
the SIP Trunking option.
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2. Click on the Private tab followed by the Routing Table tab.

Task Navigation Panel

. SIP Trunking
Configuration I Administration |
- Welcome Public Private | Global Setﬁngsl Media Parametersl
B3 System ;
[-{C7) Administrator Access Routing Table [Yettings | Proxy | URI Map | Authentication |
-3 Resources Name / Destination Digits |  Domain

- i@ Application Resource
- (@ Media Gateways

- i@ Port Ranges

- i@ Telephony Resource
) IP Trunks

.. General

o
@ H323 Trunking
- i@ Dial Up Interfaces
F#-{5) Telephony

[#-{7) Data Services

F-C5) Applications

3. Click on the Add button to add a new Remote Gateway.

Delete |
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4. You will be presented with the Add Route window.

x

MName:

Destination Digits:

|
|
Domain: |
|
|

IP Address:
Port: 0
MCDN Protocol: |Mone =]
QoS Monitor: [~
Tx Threshold: | 0.0
Ok | Cancel I

5. Configure with the remote gateway settings as required, then click the
OK button.

x

Mame: |I'~"Ian|:|'|ester Office

Destination Digits: |3

Domain: Imand'nester.smiﬁﬁsuk.cnm

IP Address: |153.62.4%. 11

Port: | a

MCDN Protocol: |Mone =]
QoS Monitor: [~

Tx Threshold: | 0.0

6. The configured route will appear in the Private SIP Routing Table. Calls
that are sent from Telephony Destination Codes over VoIP trunks
matching the Destination Digits entered here, will be sent to the
corresponding IP Address.

SIP Trunking

Public Private | Global Settings' Media Parametersl

Routing Table | Settings | Proxy | URTMap | Authentication |

Name | Destination Digits | Domain |  Paddess  |Port ¢ |ewType | MCON Protocol | QoS Meritor |

Tx Threshold

Manchester Office 8 manchester.smithsuk.com  158.62.49. 11 0BCM Mone
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SIP Remote Gateway Settings

Field Value Description
Name <alphanumeric> | A description for the route.
Enter the digits that will be used to activate this route. The digits
D_es_tination P—— must have begn c_onfigureq to pass from Telephon_y Destingtion
Digits Codes. Combinations of digits can be added for this route, if
separated by a space.
Domain <alphanumeric> | Enter the domain name of the remote system.
IP Address <ip address> The IP Address of the destination (remote) system.
Port P—— g\rr]ll)(/).ptional port number can be entered here for SIP endpoints
Choose the type of system that is accessed through the
BCM remote gateway:
GW Type BCM35 BCM: BCMs running 3.6 or later software and CallPilot
IPT Manager with compatible versions of H.323.
Other BCM35: for BCMs running 3.5 software.
IPT: Meridian 1/CS1K system running IP software.
<drop down For non-Avaya endpoints, select None.
MCDN list> For BCM50 2.0 and IPT 3.0, select SL1.
Protocol g'ﬂ'e For CS1K, BCM50 3.0, and BCM450 select CSE.
CSE
Select this check box if you intend to use a fallback PSTN
QoS Monitor <check box> line for this gateway. Ensure that the remote system
enables QoS Monitor.
<numeric> Indicat_e th_e level of tra_nsmission at which the signal must
Tx Threshold | ¢ be maintained. If the signal falls below this level the call falls
back to PSTN.

VoIP Trunk Call Routing Summary

The Call Routing Summary table displays all H.323, Private SIP, and Public
ITSP Routes that have been configured in the IP Trunks area. This is useful
when checking and comparing the overall call routing configuration, as well as
the Gatekeeper configuration.

1. To check the overall routing configuration, open the Resources folder,
followed by IP Trunks. Click on the General option and select the Call
Routing Summary tab.

Task Navigation Panel
Configuration I Administrationl

i@ Welcome
-0 System
B+ ) Administrator Access
E-{) Resources
. Application Resource
@ Media Gateways
. Port Ranges
- i@ Telephony Resource
1P Trunks
L Jcereral]
- @ SIP Trunking
@ H323 Trunking

B Dial Up Interfaces
B+ ) Telephony
B+ 5) Data Services

B+ Applications

General

Call Routing Summary Trurk Settings |

H323 Routing

Private 5IP Routing

Gatekeeper mode: |D\rect

SIP Proxy: |

Primary Gatekeeper IP: |

Route all SIP calls via proxy: [~

Backup Gatekeeper(s): |

Gatekeeper digits: |
Gatekeeper wildcard: [~

Active routes

Destination Digits

Type Account

Name / |
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Tandem Switching Example

The following example shows the procedure for setting up break out from a
VoIP connection over to the PSTN. The scenario assumes that a BCM only
has a VoIP connection to another BCM, and from there wishes to access the
PSTN trunks available on the remote BCM.

Set-up Procedures for BCM with PSTN Connection

You need to make sure that “Remote Access Packages” are set up allowing
access for an outside system to use your PSTN lines.

1. In Element Manager, open the Configuration tab.

Then open

Telephony, Call Security, and click on Remote Access Packages.
Select the Remote Access Package to be used and click the Add
button to assign the line pools for your PSTN lines to the remote

access package.

Task Navigation Panel

Configuration I Administrationl

Remote Access Packages

- @ Welcome

[+ System

-2 Administrator Access
[#-{J) Resourcas

=4 Telephany

B3 Glabal Settings
[ Sets

[+ Lines

- @ Loops

- @ Scheduled Services
I3 Dialing Plan

- @ Ring Groups
=) Call Security

-4 Restriction Filters

Femote Access Packages

4@ Class of Service
- @ Hospitality
- @ Hunk Groups
- @ Call Detail Recording
- @ Call Recarding
[#-{) Data Services
-2 Applications

Packages

Package / Remote Page I
00 I
01 [l
o= IE Add Line Pool x|
;_ r Line Poal: |A
_‘_ ok | cancel |
06 I

Details For Package: 05

Line Poal Access

Line Poal ¢

add... ||

Delete
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2. Confirm that your PSTN (BRI or PRI) lines are in the associated line
pools. Open Telephony, Lines and Active Physical Lines. Look in
the Line Type field. If not already configured, change the Line type to
whatever line pool is to be used. You can copy this setting to the other
affected lines.

Task Navigation Panel

. ; Active Physical Lines
Configuration I .ﬂudministrationl

. Welcome Line ¢ I Trunk Type I Mame Control Set Line Type
B-{]) System 085 PRI Line08s 221 Poal:Bloch 221
B2 Administrator Access 086 PRI Lins0s6 221 Pool:BlocE 221
[ Resources 087 PRI Line087 221 Poal:Block 221
) Telephony 085 PRI Line0ss 221 Pool:BlocE 221
B Global Settings 089 PRI Lins089 221 Pool:BlacE 221
BH]) Sets 030 PRI Line090 221 Paal:Bloch 221
B Lines 091 BRI-5T4 MBM [Fockal — ZIEH
| dctive Physical Lines 092 BRI-5T4 MEM Lins03z 221 221
- Active VolP Lines 093 BRI-ST4 MBM Line093 221 221
@ Target Lines 094 BRI-ST4 MBM Line094 221 221
@ Inactive Lines 095 BRI-ST4 MBM Line095 221 221
@ All Lines 096 BRI-ST4 MBM Line0%6 221 221
@ Loops 097 BRI-GT4 MBM Line097 221 221
- @ Scheduled Services 095 BRI-5T4 MBM Lined3s 221 221
[#-| Dialing Plan
@ Ring Groups Copy I Paste. .. l Renumber |
=+ Call Security ==

3. You will also need to make sure that each of the incoming VoIP lines
have access to the remote access package created. To do this, open
the Telephony folder and select Lines, Active VolIP lines. Click the
Restrictions tab in the lower window of the Active VoIP Lines
screen. Type in the remote access package number in Use Remote
Package box. Repeat this process for all incoming VolIP lines.

Task Mavigation Panel

- _ Active VoIP Lines
Configuration | Administrationl

i @ Welcome Line ~ Trunk Type Mame
- System
lil Administrator Access o0z VoIF Line0nz
B3 Resources 003 VolP Line003
= Telephany 004 VolP Lin=004
B+ Global Settings o0s VoIP Line00s
[0 Sets 006 VoIP Line006
=03 Lines 007 VolP Line007
i@ Active Physical Lines LI
#' Active VoIP Lines
@ Target Lines Capy I Paste... I Renumbe
@ Inactive Lines .
L@ Al Linas

@ Loops Details For Line: 001

- @ Scheduled Services it
-5 Disling Flan Preferences Restrictions I
- @ Ring Groups Use remote package:

=+ Call Security Line Reskrictions

----- @ Restriction Filkers schedule 7 I |Jse Filker |
i@ Remote Access Packages A 22
i Evening 22 -
i@ Class of Service - 2
-as Lunch 23
- @) Hospitality ; 2
@ Hor Migh: 21
@ hunt Groups Mormal 03
- (@ Call Detail Recording ched 4 a0
@ cal ReFordlng cched 5 ao j
- Data Services
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4. You next need to ensure that the private access code is set. This will
be used to give access to the remote access package. Continuing in
Telephony, open Dialing Plan and select to highlight Private
Network. Provide a number for the Private access code, which does
not conflict with any other codes for line pool access (the settings for
Local Access, National Access and Special Access codes apply only

to MCDN network calls received from Meridian Nodes and destined for
external networks).

Task Havigation Panel

Configuration | Administration
@ wielcome
| System
| Administrator Access
__| Resources
M Telephary
+ | Glohal Settings
+ | Sets
+ | |Lines
@ Loops
@ Scheduled Services
=l _4 Dialing Plan
@ General
@ Dhis

i # &

@ Line Pools
@ Routing
@ Ring Groups
= 4 Call Security
@ Restriction Fitters
@ Remote Access Packages
@ Class of Service
@ Hospitality
@ Hurt Groups
@ Call Detail Recording
+ || Data Services

Dialing Plan - Private Hetwork

Private Metwork Settings

Private Auta DR

Private Received number length |5«

Private netwark type Mone W

Location code

Private DISA DR

Private access code 7|

Private DM length |35 s

BACDIR

Local access code

Mational access code

Special access code

Metweork ICCL

TRO

TAT

“olP
“irtual Private Metwork I il
Zone D il
O ETSI
Metwark Diversion [
O MCD [

5. You now need to create a route that will pick up the PSTN lines. This
is done through the use of call routing, so from Telephony menu,
open Dialling Plan and highlight Routing. Add a route number not
already being used and press the OK button.

Task Navigation Panel

Configuration | Administration

@ Welcame
+-{) System
+-{5) Administrator Access
+-{) Resources
=I-i) Telephory
+ |5 Global Settings

=\ Dialing Plan

@ Public Metwark
@ Private Network
;@ Line Pools
R.outing

- @ Ring Groups
+-(7) Call Security
- @ Hospitality

@ Hunt Groups
- @ Call Detail Recording
+I-17) Drata Services
#1771 Applications

Dialing Plan - Routing

Routes | Destination Codes || Second Dial Tone
Routes
Route
oo

External Mumber

Use Poal

Service Type
I

DM Type
Add Route

X
Route: 1
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6. Configure the route to use the PSTN (e.g. BRI or PRI) line pool.

Routes

Dialing Plan - Routing

Routes I Deskination Cndesl Second Dial Tﬂnel

Rouke  / I

External Mumber I

IUse Paoal

H

oo

7. The route now needs a destination code. This is used to tell the BCM

which route is to be used for given digits.

Codes tab, then click Add.

Click the Destination

Task Navigation Panel
Configuration | Administration
@ Welcome
{3 System
i) Administrator Access
i) Resources
() Telephony
() Global Settings
() Sets
() Lines
@ Loops
@ Scheduled Services
£+ Dialing Plan
@ General
@ Dnis
@ Public Network
@ Private Network
@ Lins Posls
o
@ Ring Groups
() Call Security
Y T—

Dialing Plan - Routing

Routes | Destination Codes | Second Dial Tone

Destination Codes
Destination Code
9

Mormal Route
000 All

Absorbed Length

Wild Card: 0

8. In the Add Destination Code dialogue box type a destination code
matching the private access code then click the OK button. Wildcards
can be selected for the Destination Code if necessary.

Task Navigation Panel
Configuration | Administration

----- @ Welcome
- System
(£ Administratar Access
) Resources
= Telephony
-I2) Global Settings
() Sets
103) Lines
@ Laops
@ Scheduled Services
-\ Dialing Plan
@ General
L @Dns
1@ Public Netwark
@ Private Network
£ @ Line Pools
e
@ Ring Groups
-3 Call Security
@ Hospitality
~ @ Hunt Groups
- @ Call Detail Recording
() Data Services
{7 Applications

Dialing Plan - Routing

Routes | Destination Codes | Second Dial Tone

Destination Codes
Destination Code
a

Mormal Route

0o All

Add Destination Code E‘

Destination code: |7

Absorbed Length

Wild Card: 0
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9. Select the Destination Code just created, select the required route

and set the Absorb Length to All (if a wild card has been used as part
of the destination code, then select 1 for the absorbed length). This
will ensure that the leading digit is not sent across the PSTN.

Task Mavigation Panel

Configuration | Administration

@ 'Welcome
A2 System
A2) Administrator Access
) Resources
=1+ Telephory
|5) Global Settings
A2 Sets
| Lines
@ Loops

=) Dialing Plan
General

Dhls

Public Metwork

Line Poals
:

- @ Ring Groups

| Call Security

0 Hneribalifg

- @ Scheduled Services

Private Metwork

Dialing Plan - Routing

Routes | Destination Codes | Second Dial Tone

Destination Codes
Destination Code

&

r

Narrnal Rouke
oo

S S —

Absorbed Length

Wwild Card: 0

1

access to their PSTN (BRI or PRI) Lines.

Set-up Procedures for BCM with no PSTN Connection

10.This completes the configuration side of the BCM system providing

1. Confirm that your VoIP lines are assigned to a line pool. This is done

by opening the Telephony menu, open Lines, then open Active VoIP

Lines. Ensure the lines are in the line pool to be used (e.g. BlocA).

Task Mavigation Panel

Configuration | Administration

Active VoIP Lines

001
002
o3
o4
oS
o6
on7
o8
o8
010

Line

Trunk Type

ValP
ValP
VoIP
VoIP
ValP
ValP
VoIP
VoIP
ValP
ValP

Name:
Line001
Line0nz
Line0nG
Line0o<
Line00s
Line00G
Line0n7
Line0ns
Line00g
Line010

‘enumber

Contral Set
2500
2500
2500
2500
2500
2500
2500
2500
2500
2500

Pocl:BlacA
Pool:Bloch
Pook:Eloch
Pook:Bloch
Pocl:BlacA
Pool:Bloch
Pook:Eloch
Pook:Bloch
Pool:BlacA

Pime Set
2500
2500
2500
2500
2500
2500
2500
2500
2500
2500

Pub. Received #
A
HfA
A
A
A
HfA
A
A
A
HfA
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2. You now need to create a route that will pick up the VolIP lines. In the
Telephony menu, open Dialing Plan and highlight Routing. From
the Routes tab, click Add. In the Add Routes dialogue box, type a
route number not already being used, and then press the OK button.

Task Navigation Panel

Dialing Plan - Routing
Canfiguration ‘ Administration

@ Welcome Routes

12 System

Destination Codes | Second Dial Tone

outes
{25 Administrator Access

{2 Resaurees Route External Mumber Use Fool DN Type Service Type Service ID
=3 Telephary oo A A Hia NpA

|23 Glabal Settings

() Sets

(=) Lines

@ Wckive Physical Lines
@ Active YoIP Lines Add Route ]

@ Target Lines Route:

B
@ Loops

@ Scheduled Services
| Disling Plan

@ General

@ DMs

@ Public Network.

@ Private Network

@ Line Pools

@

@ Ring Groups

[ Call Sscurity

@ Hospitality

@ Hunt Groups

@ Cal Detsil Recording
) Data Services

{2 Applications

<

3. Ensure the Use pool field for the Route just created is set to use the
VoIP line pool. (e.g. BlocA)

Task Navigation Panel

Dialing Plan - Routing
Corfiguration | adwinistration]
- @ Welcome Routes | Destination Cades | Second Dial Tone
) Fystem Routes
g :dm\nlstrator fecess Route External Number Use Poal DN Type: Service Type Service ID
Esources
O ey m —
[ Global Settings — — -
) Sets
=+ Lines

- Active Physical Lines
@ Active YoIP Lines

@ Target Lines

- @ Inactive Lines

- All Lines

- @ Loops

@ Scheduled Services

-\ Dialing Plan

@ General

- DNs

@ Public Network

-4 Private Network

@ Line Poals

e TNE
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4. Now you need to create a destination code for the route. This code
should match that created on the other system (i.e. If 7 was used as
the destination code on the BCM providing PSTN access, then the
same code is needed for the VoIP route on this BCM). Click on the
Destination codes tab. Click Add to add the new destination code.

Task Navigation Panel
Configuration | administration

@ Welcome
;--“j Syskem
+u3 Administrabor Access
+ I2) Resources
== Telephony
#-) Global Settings
&) Sets
;---_J Lines
@ Active Physical Lines
@ Active YoIP Lines
@ Target Lines
@ Inactive Lines
@ AllLines
i@ Loops
@ Scheduled Services
-3 Dialing Plan
@ General
@ DNs
@ Public Netwark
@ Private Network,
@ Ling Pools
e
@ Ring Groups
k- Call Security

Dialing Plan - Routing

Routes | Destination Cades | Second Disl Tone

‘wild Card: 0 1

Destination Codes
Destination Code Marmal Route Absarbed Length
il oo0 all
Add Destination Code El
Destination code: 7]

In the Add Destination Code dialogue box type a destination code

matching the code used on the other system (e.g. if 7 was used on the
other system, then use the same destination code to access the VolP
line pool) then click the OK button.

For the Destination Code just created, ensure it points to the new

route, with Absorbed length set to ‘0’ (zero). This is because you want
to send the destination digit along with the rest of the dialled digits to

the other BCM.

Task Navigation Panel
Configuration | Administration

@ Welcome

() System

() Administrator Access
#-{) Resources

=13 Telephorey

#-[) Global Settings
() Sets

=) Lines

@ Active Physical Lines
@ Active YoIP Lines
@ Target Lines

@ Tnactive Lines
-@ Al Lines

- @ Loops

- @ Scheduled Services
=3 Dialing Plan

@ General

@ DNs

@ Public Metwork
@ Private Metwork

Dialing Plan - Routing

Ri

outes | Destination Codes | Second Dial Tone

Destination Codes

9

Destination Code Mormal Route: Absorbed Length

Wiild Card: 0 1

~ I N BN BN e 1

2 3 4
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7. After having configured the call routing, you will now need to alter the
Private DN length from the default setting to a larger number (example
14) to ensure that the system will wait for the additional digits needed,
before trying to send them across the VolP connection (if the default
setting were left, after dialling say 4 digits, it would send that across
the VoIP connection). At the other BCM, the first digit would be
stripped off, sending only 3 digits across the PSTN). In the Telephony
menu, open Dialling plan and then highlight Private network.
Change the Private DN Length as required.

Task Navigation Panel
= = Dialing Plan - Private Network
Canfiguration | Administration

@ Welcome

+J Syskem

+J Administrator Access
+J Resources

----- @ Active Physical Lines
----- @ Active YoIP Lines

----- @ Target Lines

----- @ Inactive Lines

Private Metwork Settings

Private Received number length: |6

Private Auto DM

MCDM
Local access code:
Mational access code:

Special access code:

WalP

Virtual Private Metwork ID:

Private netwark bype: |Mone

Location code:

20 Telep:ﬂinslf Private DISA DN: Private DN length: |4
+-|7) Global Settings
: = 9 Private access code:
+- ) Sets
=+ Lines

Zaone ID:

----- @ AllLines
@ Loops Metwork ICCL: [ 2z
- @ Scheduled Services TRO: Metwork Diversion: [
=+ Dialing Plan TaT: [] mcID: [
----- @ General

----- @ Routing
- i@ Ring Groups

8. Finally, you must remember to set-up the remote gateway for VolP.
This is where the digits dialled to Access VolP, are mapped to the IP
address of the other BCM. Without this setting, you will receive a
message on the handset displaying “no route to destination”. In the
Resources menu, open the IP Trunks folder, and click on H323
Trunking (assuming H.323 trunks are being used instead of SIP).
Select the Routing Table tab and click on Add.

Task Navigation Panel

: H323 Trunking
Configuration | Administration |

----- @ Welcome

[+ J) System
EH-{C5) Administrator Access

‘ Routing TE@Eﬂ:ings | Media Parameters

Mame Destination Digits IP Address

=4 Resources
- @ Application Resources
- @ Media Gateways
- @ Port Ranges
- i@ Telephony Resources
B IP Trunks

----- @ General

4@ SIP Trunking
- JH323 Trunking
- i@ Dial Up Interfaces
-3 Telephaony
- Data Services
-3 Applications
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9. Configure the remote gateway as described in the Remote Gateway

section of this guide.

If you have chosen to modify an entry, then

simply add a Destination Digit by clicking on the Destination digit field
and typing a new digit. The destination digit should again match with
the digit used for the Destination code in the call routing configuration.
If there is already a destination digit in place for dialling this gateway,
you can add further destination digits by ensuring there is a space

between the numbers.

& Add Route

Mame: [BCM Wrexham

Destination Digits: | 7

X

IP Address: |65.73.103.99

Part: |

MCDN Protocol: |MNone
QoS Monitor: [~

Tx Threshold: |

Cancel |

0.0

10. Configuration for tandem switching should now be complete. You may
wish to run the Call Detail Recording package to monitor how the
systems are handling the calls from one BCM to the other and then out

over the PSTN.
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Additional Information
1100 Series VPN Client Termination

The 1100 series IP phones have the ability to set up a VPN connection over
the public Internet to the BCM, so that the IP Phone can function as a
standard extension in a remote location. The advantage over the Remote
Worker Solution is that the voice traffic is encrypted over the VPN tunnel, and
is therefore secured from parties who may wish to intercept and listen to the
voice traffic.

The simplest scenario of the VPN Client Termination would involve a home
worker who has an 1100 series IP phone and a router connected to the public
Internet, who needs to connect to the main office securely. The phone would
set up the VPN connection with a compatible device at the main office (VPN
Router), via the home router and the Internet, and be able to connect to the
BCM in the main office.

If required, the 1100 series IP phone could be moved to another location and
connected to the main office via a different router also connected to the public
Internet. The ability to work function at different locations is due to the VPN
connection being set up via the phone itself, and not external equipment.

Supported Phones

The following phones support the 1100 Series VPN Client Termination
feature:

e 1120e

e 1140e

e 1150e

Supported Main Office Routers

Thee 1100 IP phone can set up a VPN connection to the following routers:
e Avaya VPN Router, Models 1750, 2700, 5000, Release 3.2
e Avaya VPN Gateway, Models 3050, 3070, Release 7.0
e Avaya BCM50a/ba/e/be, BCM50 CSC hardware version has to be
greater than 1, Release 6.0

Note: The router cards supplied with the original BCM50a/e versions (CSC
version 1) do not support VPN client termination. To find the hardware version
of your BCM50a/e model, navigate in Element Manager to the Administration
tab, General, Hardware Inventory, Additional Information. The CSC hardware
version will be listed on this screen, and must be greater than 1.
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VPN IP Phone Licensing

Each IP phone that will be using the VPN feature will require a licence
applying. Licenses to enable the VPN feature will be generated on the Avaya
Keycode Retrieval System (KRS). Obtain the licence files from your keycode
supplier, and follow their directions in applying the licence files to the phones.
The application of the licence files may well be performed in conjunction with
the provisioning files (refer to the VPN IP Phone Provisioning section of this
guide).

VPN IP Phone Provisioning

Provisioning of the IP phone consists of providing the IP phone with the
settings required to connect to the BCM, in whichever situation is required, as
described in the Registering the IP Phones to the System section of this
guide. Additional information is required in the provisioning process, to
configure the IP phone to connect as a VPN client.

Provisioning of the IP phones with the VPN settings can be performed in one
of three methods:

¢ Provisioning the phone whilst connected to the BCM using the BCM
HTTP server. This method allows the application of both the licence
and provisioning information.

e Using the Avaya Phone VPN Configuration Wizard utility. This is a PC
based utility that will facilitate the application of the licence and
provisioning information.

¢ Manual entry of the VPN information via the IP phone’s Network
Configuration menu. For this method, the licence information will have
to be applied seperately using either of the above methods.

If using the BCM HTTP server or Phone VPN Configuration Wizard methods,
please contact your keycode supplier or technical support routes as they will
need to provide the licence and provisioning files.

Manual entry of the VPN settings will be described later in this guide.

VPN Router Configuration

Before the IP phone can connect to the VPN router, VPN user details must be
created on the VPN router. The corresponding user details can then be
entered in the phone during the provisioning process, to allow validation on
the VPN router.

The account settings that will be required on the VPN router for the manual
configuration scenario to allow the IP phone to connect are as follows:

e Configuring standard PSK authentication
o PSKUserID
o PSK Password
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e Configuring PSK with XAUTH authentication

O

@)
©)
©)

PSK User ID

PSK Password
XAUTH User ID
XAUTH Password

For the above configuration methods, Aggressive mode should be used.

Note: For details of how to configure the BCM50a/ba/e/be router to allow VPN
user connections, please refer to the Client Terminationsection of the
BCM50 Router — Virtual Private Networking Guide. For all other compatible
routers, refer to the relevant router documentation.

Manually Configuring the IP Phone with the VPN Settings

If the IP phones are not going to be provisioned with the VPN information via
the BCM HTTP server or Phone VPN Configuration Wizard, then use the
following procedure to configure the IP phone with the VPN information.

1. Before continuing with manually configuring the IP phone, ensure that
you have the details required to connect to the VPN router, as supplied
by the VPN router administrator.
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2. Also ensure that you have the licensing file. Ente the file into the BCM

HTTP server by navigating in the Element Manager Configuration tab
to Resources, Telephony Resources. Click on the IP Sets row, and
in the below IP Terminal Global Settings tab, click on Upload.

Task Navigation Panel

Configuration | Administration

Telephony Resources

{3 System
-C5) Administrator Access
i) Resources

@ Application Resources
@ Media Gateways

E---. Welcome

@ Dial Up Interfaces
) Telephony

E@ Data Services
- Applications

Modules (Mote: MBMs in Expansion 1and 2 must have all DIPs OM)
| Bus | state | tow | Hah | ack

Location I Configured Device

te IP Trunks

Enable |

Disable |

S

Details for Module: Internal IP Sets

‘ IP Terminal Global Settings |lp Terminal Details |

Enable registration: v Default codec: IAuto
Enable global registration password: v Default jitter buffer: |Auhc-
Global password: | “““““ G.729 payload size (ms): |30

Auto-assign DMs: [
Play DTMF-tone: [

G.723 payload size (ms): ISD
G.711 payload size (ms): |3D
Support Remote Worker: v

Provisioned Public Address: |109.68. 193,50

File Size (Bytes) |

Advertisement/Logo: |1'I'EL

Discovered Public Address: [0,0.0.0
IP dients configuration filles
File Name / I

File Created

Upload... | Download... | Delete Al Delete Refresh

3. The Import files window will appear.

& Import files x|

Transfer type: |[EFE*qsti=g ~

Files: |

Browse...

O, Cancel
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4. Click on the Browse button and navigate to where the licence file(s)
are located. Select all the required files and click on Select files. The
licence file(s) will be uploaded to the BCM, which can then act as a
HTTP server to the IP Phones requesting the VPN licence.

x
Look in: I[ﬁ IP Phone VPN Licences ll T e =

| 0011F9ES 1B54 &.lic |
%] D011FSE61B54_7.lic
|%] 001785FA5A41_502.lic
|#] 001785FASA41_503.lic
| %] 001765FASB45_501.lic
|#] 0o1765FASE45_502.lic
| %] 001BBAFE777A_501.lic
|#] BBFCXCVGICCH_504.lic

A E File name: I ‘ Select files | ’
el Files of type: IIF' Phones provisioning ;I Cancel |

5. Ensure the BCM is ready to allow IP phones to register. Refer to the
Preparing Your System for IP Phone Registrationb section of this
guide.

6. After the necessary preparations have been made, the IP phone can
be configured for VPN connectivity.

7. Follow the steps outlined in the Registering the IP Phone to the
System section of this guide. Enter all the details required to register
with the BCM.

Note: As the VPN details have not yet been entered, the IP phone won'’t
actually register with the BCM as the VPN connection to the main office
network has not yet been established.

8. The VPN details will now need to be entered. Enter the IP phone’s
Network Configuration menu again. Select the Auto option at the
bottom of the display. This option allows you to determine which
configuration parameters can be manually or automatically configured.

9. Navigate to the VPN option and ensure the VPN checkbox is cleared.
This will allow manual configuration of the VPN settings. Select the
Config option at the bottom of the display to return to the Network
Configuration menu.

NN40011-028 Issue 1.2 BCM RIs 6.0 143




IP Telephony

10. Enter the following VPN settings:
a) If the VPN router is configured for Pre-Shared Key (PSK)
authentication:
o Enable VPN = ticked
o Mode = Aggressive
o PSK User ID = PSK User ID as entered in VPN Router
o PSK Password = PSK password associated with the above
User ID
XAUTH Method = None
VPN Server 1 = IP Address or FQDN of the primary VPN
Router
o VPN Server 2 = IP Address or FQDN of the secondary VPN
Router (if available)

o O

b) If the VPN router is configured for Pre-Shared Key (PSK) with
XAUTH authentication:
o Enable VPN = ticked
o Mode = Aggressive
o PSK User ID = PSK User ID as entered in VPN Router
o PSK Password = PSK password associated with the above
User ID
XAUTH Method = Password
XAUTH User ID = XAUTH User ID as entered in VPN Router
o XAUTH Password = XAUTH password associated with the
above User ID
o VPN Server 1 = IP Address or FQDN of the primary VPN
Router
o VPN Server 2 = IP Address or FQDN of the secondary VPN
Router (if available)

o O

11.To allow the phone to be licensed, navigate to the Provision field and
enter the IP Address of the BCM. Setting this option will prompt the IP
phone to contact the BCM HTTP server and download the licence file
associated to this phone.

12.Click Apply. The IP phone will attempt to connect to the VPN router,
and if successful will also attempt to connect to the BCM to register and
download the VPN licence file. Complete the phone registration details
as per usual. The phone should now be operational.

144 NN40011-028 Issue 1.2 BCM Rls 6.0



IP Telephony

Avaya Documentation Links

Planning and Engineering Guide
Configuration — Telephony Guide
Configuration - System

Installation — Devices Guide
Configuration — Remote Worker

2050 IP Softphone Installation Guide
2050 IP Softphone User Guide

2033 IP Conference Phone User Guide
IP Phone i2007 User Guide

1110e IP Deskphone User Guide
1120e IP Deskphone User Guide
1140e IP Deskphone User Guide

1100 Series Expansion Module User Guide
1200 Series IP Deskphones Installation
1200 Series IP Deskphone

1200 Series Expansion Module — 18 Keys Display Quick Reference

Guide

1200 Series Expansion Module — 12 Keys Display Quick Reference

Guide
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