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Abstract

These Application Notes describe the proceslfoeconfiguring Session Initiation Protocol
(SIP) Trunking between the service provider Alestra in Meaiw Avaya SIP enabled
enterprise solutioriThe Avaya SIP enabled enterpriseusioin consists of Avaya éra®
Communication ManageAvaya Aura® Session Managekvaya Aura®Session Border
Controller, and various Avaya endpoints. This documented solution does not extend to
configurations without the Avaya Aura® Session Border Comtralt Avaya Aura® Session
ManagerThe officialn ame of Al estr adfEBIRCEr Wl of

AlestraEnlace IP SIP Trunk Service provides PSTN access via SIP trunks between the
enterprise and Al estrads net oigital tkunka. Fhisa n
approach generally results in lower cost for the enterprise.

Service provider Alestra in Mexico is a member of the Avaya DevConnect Service Pi
program. Information in these Application Notes has been obtained through Dev(
compliance testing and additional technical discussions. Testing was conducted
DevConnect Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a sample configuration using Session InitiatioodP(SIP)
Trunking between the service providdestra in Mexico and aAvayaSIPenabled enterprise
solution.

In the sample atfiguration, the Avaya SIP enabled enterpaskition consists of aAvaya

Aura® Communiation ManagerAvaya Aura® Sessn ManagerAvaya Aura® Session Border
Controller, and various Avaya endpoiniBhis documented solution does not extend to
configurations without the Avaya Aura® Session Border Controller or Avaya Aura® Session
Manager.

Customers usingvayaSIP-enablecenterprise solution withlestra Enlace IP SIP Trunk service

are able to place and receive PSTN calls via the SIP protocol. The converged network solution is
an alternative to traditionalnalog trunks and/d*STN trunks such as ISDRRI. This approach
gererally results in lower cost for the enterprise.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability
Test Lab by connectingn AvayaAura® Communication Manager, Avaya A@&&ession

Manager and Avaya Aura® Session Border ContratiehlestraEnlace IP SIP Trunk service via

the public internetas depicted ifrigure 1.

2.1. Interoperability Compliance Testing
To verify SIP trunk interoperability, the following areas were testeddmpliance:

1 Static IP

1 SIP OPTIONS messages.

1 Incoming calls from thd®STN were routed to the DID numbers assigned by Alestra.
Incoming PSTN calls were terminated to the following end poftaya 9640 SIP
TelephonesAvaya9620IP Telephones (H.323)\vaya2420Digital TelephonesAvaya
one-X® CommunicatofH.323 am SIPmode3, Analog Telephones ariéhx machines.

9 Outgoing calls to the PSTiNere routed vialestraGSX9000Sonus networko the

various PSTN destination&.local PSTN extension in Montety, Mexico& Telephones

in the Test Lab connected to the PSTN in the U.S. were used as PSTN end points.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect during normal active call termination by the caltbeaallee.

Proper disconnect by the network for calls that are not answered (w/voice mail off).

Proper response to busy end points.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two way spegath. Noe: Testing was done with

Cod ek7@%Ka)and G.713Alawas requested b | est ra (common codec:¢

Mexico).

T No matching codecds.

= =4 =4 8 -8 -4
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Voice mail and DTMF tone support (Leaving voice mail, retrieving voice mail, etc.).
Outbound TolFree calls, interactingith IVR (Interactive Voice Response systems).
Outbound/Inbound local calls.

International calls.

Calls to special numbers (Alestra information: 040, etc.).

Calling number blocking tand fromthe PSTN.

Call Hold/Resume (long and short duration).

Call Foward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call transfers.

Station Conference.

T.38faxing support(inbound and otbound).

EC500Q

Simultaneous active calls.

Long duration calls (> one hour).

Proper response/error treatmémall trunks busy.

Proper response/error treatment when disabling SIP connection.

=2 =2 =0_0_9_9_9_42_42_-2_2_-2_-2_2_-2._-2-:--°

Items not supported or not tested included the following:

A Network Call Redirection using the SIP REFERthodwas not tested

A Inbound toliree calls wereot tested

A 0, 0+10, 411,911, etc. are calls types not supported in Mexico. Instead, calls to special
numbers in Mexico were tested (eigformation: 040, Denuncia: 089, etc.)

2.2. Test Results

Interoperability testing of Alestr&nlace IP SIP trunk service with AvagéP-enabled enterprise
solutionwas completed successfully with the following observations/limitations.

1 DTMF digits detection: In the sample configuration Alestra was sendXigMF digits,
both in-band as audible tones and-oiband as RTRvents (RFC2833)mal the two
werenot precisely alignedrhe Avaya G450Gatewaywasdetecing the inband and out
of-banddigits as two separate digits instead of the same digit sent two avalthis was
causing problems withioice mai retrieval during the logiprocesgo the voice mail
system For interoperability, Alestra must disable the sending dfand digits and only
send DTMF digits as owdf-band RTP events. Alestra technician must disable this at the
time of service activation. Otherwise, the detection obiming DTMF digits from the
network is unreliable. Hband tones must be disabled when using either the G.711A or
G.729A codec. Inrare cases if problems persist, the workaround descriqgukimdix
B can also be applied. However, this is not recommeénuhlesabsolutely necessary
since it burdens the media resources of the Communication Manager with additional
processing
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1 Call Display on transferred calls to PSTNi Caller ID display is not updated on PSTN
phones involved wih call transfers fromAvaya Aura® Communication Managé¢o the
PSTN. On Call Transfers frorAvaya Aura® Communication Managty the PSTNafter
the call transfer is completed, the PSTN phone does not display the actual connected
party but instead shows the ID of the host extenthian initiated the call transfefhe
PSTN phone display is ultimately controlled by the PSTN provider, thus this behavior is
not necessarily indicative of a limitation of the combined Avaya/Alestra solution. It is
listed here simply as an observation.

1 EC500 Mobility Feature Certain EC500 features rely on verification that the calling
number matches the configured mobile number othpbx-telephone station
mapping form. Alestra was populating the From header in the inbound INVITE with a
number that \&s not routablethe numbecontaired 81 €.9.,8112343093) The solution
wasto normalize the calling number contained in the From headeraatable number.
Normalization was done in thevaya Aura® SB(seeSection 7.2.6.

1 Outbound Calling Party Number (CPN) Block To support outbound privacy calls
(calling party number blocking),Avaya Aura® Communication Managesends
A a n ony moalcdling nanter tn the SIP Fromeaderuses the fAssertedldentity
(PAI) header to pass the aalwcalling partynumberand i ncl udes #APrivac
INVITE. During testing Alestrads network (Soni
From header for this purpose thus the Calling Party Number (CPN) was not blocked.
Changes to Alestrads mdlockwthe Ralling Paty Mumleed e d i
(CPN).

1 Outgoing G.711-A-law fax calls fail to connect The problem i®nly seen with
Outgoing Fax calls (@mmunication Manage PSTN)and with T.38 Interworking
with G.711-Alaw, incoming &ix calls (PSTNy Communication Maage) work fine.
Also, T.38 interworking withG729(a)works in both directions (Communication
ManagerhA PSTN and PSTMy, Communication ManaggrTraces captured indicate
successful conversion fro®.711-Alaw toT.38but t he fAimodem connect.i
et ablished and the attempt times out. Bot h
heard and the attempt is made to scan theafje but fails resulting in time out.

The work around is to usg.729(a)as the voice codec prior to the transitior t88.

1 Calls originating from PSTNetephonsin the U.Sto Mexico DIDs assigned to Avaya
Aura® Communication Managevill displayRestricted/Unavailable; this is a PSTN
restriction forall calls from the U.S. to Mexico. For testimgestra provided a local
PSTN number in Monterrey, Mexico. A SIP based Softphone was registered to this local
PSTN number and was used to originate and terminate calls to and from the Mexican
PSTN toAvaya Aura® Communication Manageklestra also provided access to a WEB
based @I allowing feature changes to this local PSTN number.
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Note: International long distance ctailMexicoalways will be presented without a Caller
ID. T International Rule between carriers.

2.3. Support

2.3.1. Avaya
For technical support on the Avaya produdescribed in these Application Notes visit
http://support.avaya.com.

2.3.2. Alestra
For technical support on Alestralgoe IP SIP Trunk service offersit the online support site at
http://www.alestra.com.mx/negocios.asp?id=206

3. Reference Configuration

Figure 1 below illustrateghe test configuration used. The test configuration simulates an
enterprise sitavith Avaya SIRenabled enterprise soluticomected to Alestr&nlace IP SIP
trunk service through the public internet.

The Avaya components used to create the simulated customer site included:

1 AvayaS83)0 Server runningwvaya Aura®Communication Manager.

1 AvayaG450 Media Gateway.

1 AvayaHP® Proliart DL360 G7server runningAvaya Aur@® Session Manager

1 AvayaHP® Proliant DL360 G#&erver runningAvaya Aur@® System Manager

1 AvayaHP® Proliant DL360 G#&erverrunningAvaya Aura® SBC

1 Avaya 9626Series IP Telephones (H.323)

1 Avaya 9640 Telephones (SIP

1 Avaya oneX® Communicator soft phones (H.323 and SIP)

1 Avaya2420Digital telephones

1 Analog Telephones

i Fax machines

1 Desk top with administration interfaces

1 Lap-top with SIP Softphone connected to the local PSTN in Monterrey, Mexico.
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Locatedat the elge of the enterprise is thevaya Aura®SBC. It has a public side that connects
to the external network and a private side that connects to the enterprise network. All SIP and
RTP traffic entering or leaving trenterprise flows through thevaya Aura® SBC. In this way,
the Avaya Aura®SBC can protect the enterprise agaarsy SIRbased attacks. Thivaya

Aura® SBC provides network address translation at both the IP and SIP layersaridpott
protocol between th&vaya Aura®SBC andAlestraaaoss the public IP network 8IP over
UDP. The tansport protocol between tAeaya Aura®SBC andAvaya Aura®Session
Manager across the enterprise IP netwo&IB over TCP The tansport protocol between
Avaya Aura®Session ManagemdAvaya Aura®CommunicationManageracross the
enterprise IP network SIP over TLSFor ease of troubleshootimlyring testingthe

compliance test was conducted wiitle Transport Methodet totcp betweemvaya Aura®
Session ManagemdAvaya Aura®Communication Managy.

For security reasons, any actual public IP addresses used in the configuration hawadkeen
Similarly, any references to real routable RSTumbers have also been mast@dumbers that
camot be routed by the PSTN.

One SIP trunk group waseded betweeithe Avaya Aura®Communication Manager artike

Avaya Aura®Session Manager to carttyetraffic to and fromlie service providgitwo-way

trunk group).To separate theodec settings required by the service providen the codec used

by the téephones, two IP network regions were created, each with a dedicated signaling group.
For inbound calls, the calls flowed fraime service provider tAvaya Aura®SBC then to

Avaya Aura®Session ManageAvaya Aura®Session Manager used the configured dial

patterns (or regular expressions) and routing policies to determine the recipient (in this case
Avaya Aura®Communication Manager) and on which link to send the call. Once the call
arrived atAvaya Aura®CommunicatiorManager, further incoming calleatrrent, such as

incoming digit translations and class of service restrictions could be performed.

Outbound calls to the PSTN were first processe@gya Aura®Communication Manager for
outbound feature treatment such as automatic route selection anadf dassce restrictions.
OnceAvaya Aura®Communication Manager selected the propert&ifk, the callis routed to
Avaya Aura®Session Manager. Thevaya Aura®Session Manager once again used the
configured dial patterns (or regular expressions) antihgpolicies b determine the route to the
Avaya AuraBSBC f or egr emetsvork o Al estr ads
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Service Provider

Alestra

IP: 222 222 2328 (Signal)

Domain:
asbw.alestravoip.com

IP: 222 322 222 7 (Madia)

i ] )
Avaya Aura® Enlerprlse
Session Manager = © o 77 . Adtran 804 Router
A Oyl T2.16.5.32/24
vaya Aura
Sy'g[axﬂ Manager Avaya Aura® "“l"‘ﬁ THTE l_"'"'! Juniper Enterprise Firewall
" _ SBC
WAN: 11.111.111.128/26
Cnmmunlcallcn Mana;
u =
Fax >l .
\ - Avaya One-X& Communicator Avaya 9620
{SIP & H.323) IP Telephones
- Avaya Aura® Integrated Management Site (H.323) Avaya 9640
Administrator IP Telephones
- Avaya Aura® System Manager Adminisfrator (SIP)
Analog Telephones hvaya 2420 - Avaya Aurad Session Border Controller
Digital Telephones ~ Administrator
~ S

Figure 1: Avaya SIP enabled enterprise solution and Alestra Enlace IP SIP Trunk Service
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3.1. DIDs and client types used for testing

The following DIDsclient types were used for testing (DID Numbiar#onterrey, Mexico)

DID Number

Client Type

Registered with

(81) 12343040

Avaya 9620 IP
Telephone (H323)

Avaya Aur® Communication Manager

(81) 12343041

Avaya 9620 IP
Telephone (H323)

Avaya Aur® Comnmnunication Manager

(81) 12343042

Avaya 9620 IP
Telephone (H323)

Avaya Aur&® Communication Manager

(81) 12343043

Used for EC50@Idle Appearance)

(81) 12343044

Avayaone-X®
Communicator (SIP)

Avaya Aur® Session Manager

(81) 12343045

2500 (Pots)

Avaya Aur® Communication Manager

(81) 12343046

Avaya 2420 Digital

Avaya Aur&® Communication Manager

Telephone
(81) 12343047 | Avaya 9640 Telephon Avaya Aur® SessiorManager
(SIP)
(81) 12343048 Avayaone X® Avaya Aur® Communi@tion Manager
Communicator (H.323]
(81) 12343049 Not Used

(81) 12343093

SIP Softphone

Local PSTN in Monterrey, Mexico

1-555123-0788

Avaya 9641G IP
Telephone

Behind a PBXn the U.S.

1-555123-0772

Analog Line/Phone

Connected to the Local PSTN in the U.S.

HG; Reviewed:
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version

Avaya

Avaya Aura® Communication Managemning 6.0.1SP3
onaHP® Proliant DL360 G7 Server. (RO16x.00.1.510)1
G450 Media Gateway 30.12.1

Avaya Aura® Session Managemning on eHP®
Proliant DL360 G7 Server.

6.1 service pack 3
(ASM 6.1.3.0.61300p

Avaya Aura® System Manageunning on ¢HP®
Proliant DL360 G7 Server.

6.1 Service Pack 3
Build N0.6.1.0.0.7345%.1.5.112

Avaya Aura® ®ssion Border Controlleunning
on aHP® Proliant DL360 G7 Server.

SBCT 6.0.2.0.3 (shc E362P4)

AvayaAura® Integrated ManagemeSite
Administrator

6.0.07

Avaya Aura® Communication Manager
Messaging (CMM)

6.0.1.8.0

Avayaone-X® Communicato(SIP & H.323)

6.1.1.02SP132858

Avaya 9620 Series IP Phones (H.323)

Avaya oneX® Deslphone Edition 3.1

Avaya 96xx Series IP Telephones (SIP)

Avaya oneX® Deskphone Edition SIP
2.6.4

Avaya2420Series Digital Phone

Lucent Analog Phone

Fax Machines

SIP Softphone (For use at local PSTN in
Monterrey, Mexico)

Alestra

Sonus Network

6.4

Table 21 Hardware and Software Components Tested

The specific configuration above was used fer¢bmpliance testing. Note that this solution
will be compatible with other Avaya Server and Media Gateway platforms running similar
versions ofAvaya Aura&® Communication Manager adraya Aur&@® Session Manager.
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5. Configure Avaya Aura® Communication Ma nager

This section describes the procedure for configuingya Aura®Communication Manager. A
SIP trunk is established betwegnmaya Aura®Communication Manager adraya Aura®
Session Manager for use by signaling traffic to and fAdestra It is asamed the general
installation ofAvaya Aura®Communication Manager, Avaya G450 Media Gateway/farad/a
Aura® Session Managerals been previously completed.

In configuring theAvaya Aura®Communication Manager, various components such-as ip
networkregions signaling groups, trunk groups, etc. need to be selected or created for use with
the SIP connection to the service provider. Unless specifically stated otherwise, any unused ip
networkregion, signaling group, trunk group, etc. can be used for thi®geirp

TheAvaya Aura&® Communication Manager configuration was performed using Avaya

Integrated Management Site Administrator. Some screens in this section have been abridged and
highlighted for brevity and clarity in presentation. Note that the publadtPesses and phone
numbers shown throughout these Application Notes have been edited so that the actual IP
addresses of the network elements and public PSTN numbers are not revealed.

5.1. Licensing and capacity

Use thedisplay systemparameters customeroptions command to verify that thiglaximum
Administered SIP Trunksvalue onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to the service
provider. The example showsat 4000 licenss are available and He in use. The license file
installed on the system controls the maximum values for these attrilbiudaquired feature is

not enabled or there is insufficient capacity, contact an authorized Avaya salestafivesto

add additional capacity.
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parameters customer-options
OPTIONAL FEATURES

IF PORT CAPACITIES

4o0e
24008
LO08
240808
68
1688
2408
24008
4Lo008
LO08
80
14
La
128
128
360

Haximum Administered H.323 Trunks:

Haximum Concurrently Registered IP Stations:

Haximum Administered Remote Office Trunks:

Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:

Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable Stations:

Haximum Video Capable IP Softphones:

Maximum Administered SIP Trunks:

Maximum Administered Ad-hoc Uideo Conferencing Ports:
Maximum Humber of DS1 Boards with Echo Cancellation:
Maximum TH2581 UAL Boards:

HMaximum Hedia Gateway UAL Sources:

Haximum TH2682 Boards with 88 UoIP Channels:

Maximum TH2682 Boards with 328 UoIP Channels:

Maximum Humber of Expanded Meet-me Conference Ports:

(HOTE: You must luquF & luiin to effect the iermissiun chanies.)

EEE-‘EEE;-‘EEEEEW

5.2. System Features

Usethechangesystemparametersfeature command to set thérunk -to-Trunk Transfer

field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasns, incoming calls should not be allowed to transfer back to the PSTN then
leave the field set tnone

- . . . . .
parameters features

FEATURE-RELATED SYSTEHM PARAMETERS

Self Station Display Enabled? n

Trunk-to-Trunk Transfer:

Automatic Callback with Called Party Queuing? n

Automatic Callback - Ho Answer Timeout Interwval (rings): 3
Call Park Timeout Interval (minutes):

0ff-Premises Tone Detect Timeout Interval {seconds):
AAR/ARS Dial Tone Required? y

Music (or Silence) on Transferred Trunk Calls? no

DID/Tie/ISDH/SIP Intercept Treatment:
Internal Auto-Answer of Attd-Extended/Transferred Calls:
fiutomatic Circuit Assurance {ACA) Enabled?

Abbreviated Dial Programming by Assigned Lists?
Auto Abbreviated/Delayed Transition Interwval (rings):
Protocol for Caller ID Analog Terminals:

attd
transferred
n

n
2
Bellcore

Disilai Ballini Number for Room to Room Caller ID Calls? n

OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text siria entered in the two fields highlighted below.

The compliance test used the valué&Jaknown for both.

HG; Reviewed:
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e ———
Page 92 of 19

change system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS

CPH/ANI/ICLID PARAMETERS
CPH/ANI/ICLID Replacement for Restricted Calls: unknown
CPN/ANI/ICLID Replacement for Unavailable Calls: unknown

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n
INTERHATIOMAL CALL ROUTIHNG PARAMETERS
Local Country Code:
International Access Code:
EHELOC DIALING PARAHETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ONH CALL WAITIHG PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 288

5.3. IP Node Names

Use thechangenode-namesip command to verify that node names have been previously
defined for the IP addresses of the Avaya S83861ver runningAvaya Aur&® Communication
Manager(procr) and forAvaya Aur@® Session Managet&b-HG-SM). These node names
will be needed for defining the service provider signaling grougeiction 56.

IP NODE HAHES

Hame IP Address
Lab-HG-SH 172.16.5.32
default f.8.8.@8
msgserver 172.16.5.12
procr 172 .16.5.12
procré 35
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54.Codeco6s

Use thechange ipcodecsetcommand to define a list af o d @ocudedor calls between the
enterprise and the service provider. For the compliance tesidgiset 2 was used for this
purpose. Alestra SIP Trunking supports G.729A and G.711A. Thusdhesk everé s
included n this set. EnteG.729A and G.711An theAudio Codeccolumn of the table.
Default values can be used for all other fields.

display ip-codec-set 2 Page 1 of

IF Codec Set

Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
: G.729A n 2 28
: G.711A n 2 28

e =L - R
TR T

OnPage 2 set thd=ax Modeto t.38-standard.

ip-codec-set 2

IP Codec 5et

Allow Direct-IP Hultimedia? n

Hode Redundancy
FAX t.38-ctandard a
Modem off a
TDDATTY us 3
Clear-channel n a

5.5. IP Network Region

Create a separate IP network region for the service motnghk. This allows for separate

codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP
networkregion 2 washosen for the service provider trunk. Usedheange ipnetwork-region

2 command to configure region 2 with the following parameters:

A Set heAuthoritative Domain field to match theSIP domain of the enterprisén this
configuration, the domain nameavaya.lab.com This name appears
~header of SIP messages originating from this IP region.
A Enter adescriptive name the Namefield.
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A EnablelP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints witbut using media resources in the Avaya Media Gate\8ayboth
Intra -region andinter -region IP-IP Direct Audio toyes This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

A Set heCodec Sefield to the IP codec selefined inSection 54.

A Default valuesan beused for all other fields.

N o  a
display ip-network-reqgion 2 Page 1 of 28

IP HETWORK REGIOH

Region: 2
Location: 1 Authoritative Domain: avaya.lab.com
Hame: Alestra
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 2 Inter-reqion IP-IP Direct Audio: yes
UDP Port Hin: 2848 IP Audio Hairpinning? n

UDP Port HMax: 3329
DIFFSERU/TOS PARAMETERS
Call Control PHE Ualue: 46
Audio PHE Ualue: 46
Uideo PHB Ualue: 26
802_1P/0) PARAMETERS
Call Control 882._1p Priority: 6
Audio 882.1p Priority: 6
Uideo 882_1p Priority: 5 AUDIO RESOURCE RESERUATION PARAMETERS
H.323 IP EHDPOIMNTS RSUP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interwval (sec): 28
Keep-Alive Interval {(sec): 5
5

Heei—nliue Count:

OnPage4, define the IP codec set to be used for traffic between region 2 and region 1. Enter the
desired IP codec set in thedec setolumn of the rav with destination regiondét rgn) 1.

Default values may be used for all other fields. The example below shows the settings used for
the compliance test. It indicates that codec set 2 will be used for calls between region 2 (the
service provider regigrand region 1 (the rest of the enterprise).

Source Region: 2 Inter Hetwork Region Connection Management I ]

G A t
dst codec direct  WAN-BW-limits  VUideo Intervening Dyn A G c
rgn set UAH Units Total Horm Prico Shr Regions CAC R L e
1 2 y HoLimit n t
2 2 all

5.6. Signaling Group

Use theadd signaling-group command to create a signaling group betwi&esaya Auré®
Communication Manager and tAwaya Aura® Session Manager for use by the service provider
trunk. This sigaling group is used for inbound and outbound calls between the service provider
and the enterprise. For the compliance test, signaling graags used for this purpose and was
configured using the parameters highlighted below.
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A Set theGroup Type field to sip.

A Set thdMS Enabled field ton. This specifies thAvaya Aur® Communication
Manager will serve as an Evolution Server for Avawya Aura® Session Manager.

A Set theTransport Method to the recommended default valuetlsf(Transport Layer
Security) For ease of troubleshootiniyiring testingthe compliance test was conducted
with theTransport Method set totcp The transport method specified here is used
between thé\vaya Aura&® Communication Manager am/aya Aura® Session
Manager. The transpariethod used between tAeaya Aura@® Session Manager and
theAvaya Aura® SBds specified as TCP i8ectiors 6.6 and7.1.3 Lastly, the
transpot method between thevaya Aura®SBCand Alestras UDP. This is defined in
Section7.1.3when the service puider name is selected.

A Set theNear-end Listen PortandFar-end Listen Portto a valid unused port instead of
the default welknown port value. (For TLS, the weéthown port value is 5061)This is
necessargo theAvaya Aur® Session Managean disinguish this trunk from the trunk
used for other enterprise SIP traffithe compliance test was conducted withXlear-
end Listen PortandFar-end Listen Portset to5080. (For TCP, the welknown port
value is 5060).

A Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
othersandcannotbe changed via administration. Later, BeerServerfield will
automatically change t8M onceAvaya Aur&® Communication Manager detects its peer
asanAvaya Aura® Session Manager

A Set heNear-end Node Nameo procr. This node name maps to the IP address of the

Avaya S8300D Server runnigraya Aur&® Communication Manager as defined in

Section5.3

Set heFar-end Node Namdo Lab-HG-SM. This node name maps to the IP address of

Avaya Aur® Session Manager as definedSaction5.3.

Set heFar-end Network Regionto the IP network region defined for the service

provider inSection5.5.

Set heFar-end Domainto the domain of the enterprise.

SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the

SIP trunk allowingAvaya Aura&® Communication Manager to redirect media traffic

directly between thaside IP of the SBCrad the enterprise endpoint. If this value is set

to n, then the Avaya Media Gatewaylwemain in the media path of all calls between

the SIP trunk and the endpoint. Depending on the number of media resources available

in the Avaya Media Gateway, these resources may be depleted during high call volume
preventing additional calls from cquileting.

A Set theDTMF over IP field tortp -payload. This value enable&vaya Aur@®
Communication Manager to send DTMF transmissions using RFC 2833.

A Default values may be used for all other fields.

> > >
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H.323 Station Dutiuini Direct Hedia? n Alternate Route Timer{sec): 6

Group Humber: 1 Group Type: sip
IMS Enabled? n Transport Hethod: tcp
0-3IF? n SIP Enabled LSP? n
IF Video? n Enforce SIFS URI for SRTPY y

Peer Detection Enabled? Uy Peer Server: 3H

Hear-end Hode Hame: procr Far-end Hode Hame: Lab—-HG-5H
Hear-end Listen Port: 5688 Far-end Listen Port: 5688

Far-end Domain: avaya.lab.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
DTHF over IP: rtp-payload Direct IP-IP Audio Connections? y

Secsion Establishment Timer{min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct HMedia? n

SIGHALING GROUP

Far-end Hetwork Region: 2
Far-end 3econdary Hode Hame:

5.7. Trunk Group

Use theadd trunk -group command to create trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 1 was configured using the parameters
highlighted below.

D> D> D

>\

Set theGroup Type field to sip.

Enter a descriptive name for t@oup Name.

Enter an availableunk access codd AC) that is consistent with the existing dial plan
in theTAC field.

Set theDirection to two-way

Set theService Typefield to public-ntwrk .

SetMember Assignment Methodto auto.

Set he Signaling Group to the signaling group shown ihe previous step.

Set heNumber of Membersfield to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

Default values were used for all other fields.
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TRUHK GROUP

Group Humber: 1 Group Type: sip CDR Reports: y
Group Hame: To Lab-HG-SH COR: 1 TH: 1 TAC: 681
Direction: two-way ODutgoing Display? n

Dial Access? n Night Serwvice:

Queue Length: A8

Service Type: public-ntwrk Auth Code? n

HMember Assignment Method: auto
Signaling Group: 1
Humber of Hembers: 18

OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value
acceptable to the service provider. This value defines the interval 4iN¥ FEES must be sent
to keep the active session aliV@r the compliance test, the values0Dseonds was used.

Group Type: sip

TRUHK PARAMETERS
Unicode Hame: auto
Redirect On OPTIH Failure: S@88

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval{sec): 6680

Disconnect Supervision - In? y Out? y

K0IP Treatment: auto Delay Call Setup When Accessed Uia IGAR? n

OnPage 3 set thdNumbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the-éard. Beginning witiAvaya Aur&® Communication
Manager 6.0, public numbers are automatically prededth a + sign when passed in the SIP
From, Contact and-Rsserted Identity headers. The addition of the + sigpacted
interoperability with Alestra Thus, theNumbering Format was set tgrivate and the
Numbering Format in the route pattern was getunk-unk (seeSection5.9).

Set theReplace Restricted NumberandReplace Unavailable Numberdields toy. This will
allow the CPN displayed on local endpoints to be replaced with the valueSsattion 52, if
the inbound call enabled CPN bloékefault values were used for all other fields.
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TRUNK FEATURES
ACA Assignment? n Measured: none

Haintenance Tests? y

Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? y

Modify Tandem Calling Mumber: no

Show AMSWERED BY on Display? y

DEN Term? n

OnPage 4 set theNetwork Call Redirection field ton. Set theSend Diversion Headefield
toy. This field provides additional information to the network if the call has bedinaeted.

This is needd to support call forwarding of inbound calls back to the PSTN and some Extension

to Cellular (EC500) call scenarios.

Set theTelephone Event Payload Typéo 100, the value preferred bAdestra

- . . -
display trunk-group 1 Page 4 of 21
PROTOCOL VARIATIOHS

Mark Users as Phone?

Prepend '+' to Calling Mumber?

Send Transferring Party Information?
Hetwork Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

= o& 3 o002

Convert 188 to 183 for Early Hedia? n
Always Use re-IMWVITE for Display Updates? n

Identity for Calling Party Display: P-Asserted-Identity
Enable Q-SIP? n

5.8. Calling Party Information

The calling party numbersent in the SIP fiFromd, AContacto

numbering was selected to define the format of this nung®atipn5.7), use thechange
private-numbering command to create an entry for each extension which has a DIDexksign
The DID number will beassigned by the SIP service provider. It is used to authenticate the
caller.

In the sample configuratiod DID numberan MonterreyMexico were asigned for testing
81-12343040 thru 8112343049 9 out of the 1MIDs numbers were asgned toextension®n
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Avaya Aur&® Communication Manager (extensia3®401 3048. Note that onlythe last4

digits of the DID number were assigned; this
network was configured to send only 4 digits toeheerpriseThe highlightedow shown below
configures any foudigit numker beginning with 3 (i.e., 3x3that uses any trunk group to retain

the original 4digit number (i.e., no digit manipulation is speciieand thelotal Lenis 4. Thus,

these samé-digit numbers were used in the outbound calling party information on the service
provider trunk when calls were originatedm these ®xtensionsOn outbound calls to Alestra

Avaya Aur@® Session Manager was udedadapt 4 digitsnto 10 digits see sction 6.4

private-numbering 1
HUMBERIHG - PRIUATE FORHAT

Ext Ext Trk Private Total
Len Code Grp{s) Prefix Len
L 3 L Total Administered: 1

Haximum Entries: S48

Even though private numbering was selected, currently the number used in the SIP Diversion
header is derived from the public unknown numbering table and not the private numbering table.
As a workaround for this, the entries in the privatenbering table must be repeated in the

public unknown numbering tabli the example shown below the digits 811234 are being
prefixed to the 4 digits extensioBll is the area code for Monterrey, Mexid@34is part of the
Ssubscri ber 0s12348040H8112348041, g¢fc.)., 81

HUHMBERING - PUBLIC/UHKHOWH FORHAT

Total
Ext Ext Trk CPH CPH
Len Code Grp(s) Prefix Len
Total Administered: 9

L  30uA@ 811234 1@ Maximum Entries: 248

4 38u1 811234 18

4 3842 811234 18 Mote: If an entry applies to
4 3843 811234 18 a SIP connection to Avaya
4 3844 811234 18 Aura{tm) Session Hanager,

4 3845 811234 18 the resulting number must
4 3846 811234 18 be a complete E.164 number.
4 3847 811234 18

4 3848 811234 18

5.9. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route

outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit9isusedas he ARS access code. Enterprise call e
This common configuration is illustrated below with little elaboratioisethe changedialplan
analysiscommand to define a dialed string beginning with 9 of length Jfeetare access code

(fac).
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- -
display dialplan analysis Page 1 of 12

DIAL PLAN AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
3 udp
dac
udp
ext
udp
ext
dac
fac
fac
dac
dac

H AP OO VIEWN Ao
] = - R Y

Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection
(ARS) 1 Access Codd.

- - . - e
display feature-access-codes Page 1 of 11

FEATURE ACCESS CODE (FAC)

Abbreviated Dialing List1 Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code:

Auto Alternate Routing {AAR) Access Code: 8

fAuto Route Selection (ARS) - Access Code 1: 9 ficcess Code 2:
Automatic Callback Activation: Deactivation:

Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:

Contact Closure Uien Code: Close Code:

Use thechange ars analysisommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Sekection2.1 for the complete list of call types testédl dialed strings ee

mapped to route patterrwdhich contains the SIP trunk to the service provids defined next).

HG; Reviewed: Solution & Interoperability Test Lab Application Note 220f 77
SPOC 11/4/2011 ©2011 Avaya Inc. All Rights Reserved. AlestraSIPCM601



display ars analysis @ Page 1 of 2
ARS DIGIT AHALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Hode AHNI
String Min HMax Pattern Type HNum Reqd
a 1 1 deny op n
a 8 8 deny op n
a 13 13 1 hnpa n
aa 2 2 deny op n
aat 13 18 1 intl n
display ars analysis 2 Page 1 of 2
ARS DIGIT AHALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Hode AHNI
String Min HMax Pattern Type HNum Reqd
2 8 8 1 hnpa n
3 i ¥ 1 hnpa n

The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattein the following manner. The example below shows the
values used for route patterrdring the compliance test.

A Pattern Name Enter a descriptive name.

A Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance
test, trunkgroupl was used.
FRL: Set the Facility Restriction LeveFRL ) field to a level that allows access to this
trunk for all users that require it. The valuda$ the least restrictive level.
Numbering Format: unk-unk calls using this route pattern wilse the private
numbering table Seesetting of theNumbering Format in the trunk group form for full
details inSection5.7.
A LAR: next

>\

>\
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Pattern Humber: 1 Pattern Hame: To Lab-HG SH
SCCAN? n Secure SIP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCS/ IXC
Ho Mrk Lmt List Del Digits NsIG
Dgts Intw

1: A a n user
2: n user
3: n user
4: n user
5: n user
6: n user

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARH HMo. Humbering LAR

812H8W Request Dgts Format

Subaddress

1: yyyyyn n rest unk-unk next
2:yyyyyn n rest none
I:yyyyyn n rest none
q:yyyyyn n rest none
S:yyyyyn n rest none
i H H H H H n n rest none

6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuAngya Aur@® Session Manger. The
procedures includadding the following items

1 SIP domain

1 Logical/physical Location that can be occupied by SIP Entities

1 Adaptation module to perform dial plan manipulation

1 SIP Entities corresponding fvaya Aura®Communication Manager, thfevaya Aura®
SBCandAvaya Aura®Session Manager

1 Entity Links, which define the SIP trunk parameters usedvaya Aura®Session Manager
when routing calls to/from SIP Entities

1 Routing Policies, which control call routing between the SIP Entities

1 Dial Patternswhich govern to which SIP Entity a call is routed

1 Regular Expressions, which also can be used to route calls

1 Avaya Aura®Session Manager, corresponding toAlvaya Aura®Session Manager Server
to be managed b&vaya Aura®System Manager.

It may not benecessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of thevayitial
Aura® Session Manager installation. This includes items such as certaini&#hdolocations,

SIP entities, andvaya Aura®Session Manager itself. However, each item should be reviewed
to verify the configuration.

6.1. System Manager Login and Navigation

Avaya Aura®Session ManageZonfigurationis accomplished by accessing the bremsased
GUI of Avaya Aura®System Manager, using the URLh &./t<ip-address>38MGRo, where
A<dapdr ess>0 i s AvayaduraPFystandvihimaged &g inavith the appropriate
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credentials andlick onLogin (not shown) The screen shown belowtigen displayegdclick on
Routing.

Avaya Aura® System Ma nager 6.1 Help | About | Changs Password | Log off

admin

AVAYA

Users

Administrators
Manage administrative Users

Groups & Roles
Manage groups, roles and
assign roles to users

Subscribers
Manage users and shared
resources associated with
C51000, including LDARP/file
import and export

Synchronize and Import
Synchronize users with the
enterprise directory, import
users fram file

UCM Roles
Manage UCM Roles, assign
roles to users

User Management
Manage users, shared user

Elements

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discover, and
navigate to elements,
update element software

Messaging
Manage Messaging System
ohjects

Presence
Presence

Routing

Routing * | Home

Services

Backup and Restore
Backup and restare System
Manager database

Configurations
Manage system wide
configurations

Events
Manage alarms,view and
harvest logs

Licenses
Yiew and configure licenses
Replication
Track data replication
nodes, repair replication
nodes

Scheduler

Schedule, track, cancel,
update and delete jobs

u i Metwork Routing Policy Security
Leszor:mes and pravision Session Manager Manage Security Certificates
Session Manager Element Templates
Manager Manage Templates for
SIP AS 8.1 Cormmunication Manabger and
SIp AS 8.1 Messaging System objects
UCM Services
Manage UCM applications
and navigation such as
C51000 deployment,
patching, 1555 and SHNMP
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The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items will be located undé&dugng link
shown below.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *  Home

Routing (i Home /Elements / Routing- Introduction to Network Routing Policy

Domains Help ?

Locatlons Introduction to Network Routing Policy

Adaptations Metwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc,

SIP Entities The recommended order to use the routing applications {that means the overall routing workflow) to configure your
Entity Links network configuration is as follows:

Time Ranges Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP).

Routing Policies

. Step 2! Create "Locations"
Dial Patterns

Regular Expressions Step 3: Create "Adaptations"

Defaults .
Step 4: Create "SIP Entities"

6.2. Specify SIP Domain

Create a SIP domain for each domain for wiighya Aura®Session Manager will need to be
aware in order to route calls. For the compliance test, this includes the enterprise domain
(avayalab.com).

Domainasbw.alestravoip.comshown underFigure 1 was not used to route calls, Alestra
prefers to use IP addresses instead of Dofoaithnis purpose.

To add adomain navigate taRouting A Domainsin the lefthand navigation parend click the
New buttonin the right pane (not showrly the new right pane that appears (shown below), fill
in the following:

91 Name: Enter the domain name.
1 Type:  Selectsip from the puliddown menu.
1 Notes  Add a brief descriptiorfoptional)

Click Commit. The screen below shows the entry for the enterpaseh.
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AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
Routing *  Home
Domains Help ?
Locations Domain Management
Adaptations
SIP Entities
Entity Links
Time Ranges 1 Item | Refresh Filter: Enahle
Routing Policies Name Type Default Notes
Dial Patterns * lavaya.lab.com O Lab-HG Domain
Regular Expressions
Defaults
* Input Required

6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing A Locationsin the lefthand navigaon paneand click theNew button in the right pane

(not shown).

In the General section enter the following values. Use default values for all remaining fields:
1 Name: Enter adescriptive naméor the location
1 Notes  Add a brief descriptiorfoptional)

In theLocation Pattern, click Add and enter the following values. Use default values for all
remaining fields:

1 IP Address Pattern  An IP address pattern used to identify the location

9 Notes:
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The scren below shows the addition tbfe Lab-HG Location, which includes all equipment on
the17216.5.x subnet includingAvaya Aura®Communication ManageandAvaya Aura®
Session Manager itselElick Commit to save.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off

admin

Routing * Home

Routing Il Home JElements / Routing / Locations- Location Details

Domains Help 2
Locations Location Details

Adaptations

SIP Entities General
Entity Links * Mame: Lab-HG Location
Time Ranges Notes: |Simulated Enterprise Customer {C

Routing Policies
igliateiy Overall Managed Bandwidth
Regular Expressions

Defaults Managed Bandwidth Units: |Khitfsec v

Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-

Location): 1000| Kbit/Sec

Maximum Multimedia Bandwidth {Inter- 1000| Kbit/Sec

Location):
Minimum Multimedia Bandwidth: 54 KhitfSec
* Default Audio Bandwidth: 80
Location Pattern
1 Item | Refresh Filter: Enable
| IP Address Pattern Notes
[0 *j72.165%
Selact : all, None
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Repeat the preceding proceeio ceate a separate Location foraya Aura®SBC. The screen
belowshows the additionf theLab-HG AA-SBC location, which specifies the speciinside
IP address for thAvaya Aura®SBC. ClickCommit to save.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Passward | Log off
aamin
Routing *  Home
Routing il Home JElements / Routing / Locations- Location Details
Domains Help ?
LR TS Location Details
Adaptations
SIP Entities General
Entity Links * Name: Lab-HG AA-SBC
Time Ranges Motes: Simulated Enterprise Customer (4

Routing Policies
igliateiy Overall Managed Bandwidth
Regular Expressions

Defaults Managed Bandwidth Units: |Khit/sec v
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra- .
Location): 1000 KhitfSec
Maximum Multimedia Bandwidth (Inter- .
Location): 1000| Kbit/Sec
Multimedia Bandwidth: 64 Khit/Sec
* Default Audio Bandwidth: 100| | Kbitisec

Location Pattern

1 Item  Refresh Filter: Enable
IP Address Pattern Notes

| dd

L] *|172.168.5.42 Inside 1P Address of AA-SBC-HG

Select : All, Mone

6.4. Add Adaptation Module

Avaya Aura®Sesfon Manager can be configured with adaptation modules that can modify SIP
messages before or after routing decisions have been made. A generic adaptation module
DigitConversionAdapter supports digit conversion of telephone numbers in specific headers of
SIP messages. Other adaptation modules are built on this generic, and can modify other headers
to permit interoperability with third party SIP products.

To view or change adaptations, selRouting A Adaptations. Click on the checkbox
corresponding tthe name of an adaptation dadit to edit an existing adaptation, or tRew
button to add an adaptation. Click 8emmit button after changes are completed. The
following screen shows a portion of the list of adaptations in the sample configuration.
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AVA\/A\ Avaya Aura® System Manager 6.1 Help | About | Changs Password | Log off
admin
Routing *  Home
Routing [l Home /Elements / Routing / Adaptations- Adaptations
Domains Help ?
) Adaptations
Locations
SIP Entities
Entity Links
Y 4 Items Refresh Filter: Enable
Time Ranges
Egress URL
Routing Policies [0 | Name Medule name Parameters Lotes
A DigitCanversionAdapter odstd=verizan.com
Dial Patterns 0O  Acme out/In iasred=sil.miami.avaya.com
i - i 1 L. . _ -
Regular Expressions ] :Zba '-t'gtilgrfomm DigitConversionAdapter odstd=avaya.lab.com :?jbapkéftilunnmmmg
Defaults Lab-HG Outgoing Lab-HG Outgoin
O DigitConversionadapter odstd=145.244.145.9 utgoing
Adaptation Adaptation
DigitCanversionAdapter odstd=aslab.centixvoip.net
O Outhound tg AT&T osrod=aslab.centixvoip.net
Select : all, Mone

The adaptations namé@b-HG Incoming Adaptation andLab-HG Outgoing Adaptation
were configured and used in the compliance test.

Settings folLab-HG Outgoing Adaptation:

In the General section enter the following valueslse default values for all reiiméng fields:
1 Adaptation Name: Enter adescriptive namé&or the adaptation.
1 Module Name EnterDigitConversionAdapter.
1 Module parameter Enterodstd=222.222.222.9

odstd=222.222.222.%his configuration enables the outbound destination domain to be
overwritten withA | e s proxyl® addresd-or example, for outbound PSTN calls frime
Avaya CPE to Alestrahe Request/RI will containIP addres222.222.222.@s expected by
Alestra

Digit Conversion for Outgoing Calls from SM this configurationcan beused to append digits

to the extensionumber received frorAvaya Aura®Communication Managédor calling

number display purposen outgoing calls tothe PSTN In the sample configuration shown

below we are matching any four digittensiomumber startingvith 3 and prefixing811234to

this number8lis the area code for Monterrey, Mexid234i s part of nuniber, subsc
followed by the 4 digits extension number received frAmaya Aura®Communication Manager
(e.g.,81123430408112343041, etg.

To prefixdigits toAvaya Aura®Communication Manager extensiomssyoll down to thdigit

Conversion for Outgoing Calls from SMsection Create arentry for digits to be prefixeth

the extension Click Add and enter the following valueblse defaulivalues for all remaining
fields:

1 Matching Pattern: Enter a digit string used to match #sdensiomumber
1 Min: Enter aminimum digitlength used in the match criteria.
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1 Max: Enter amaximum digitlength used in the match criteria.

1 Delete Digits Ente 0 since no digits are to be deleted.

1 Insert Digits: Enter the omber of digits to inseldppencat the beginningf the
received number.

1 Address to modify: Selectboth.

Click Commit to save.

ThelLab-HG Outgoing adaptation shown belowwill later ke assigned to tHeab-HG AA -
SBC Entity. This adaptation uses tBegitConversionAdapter.

AVAyA Avaya Aura® System Manager 6.1 Help | Abou | Change Passward | Log off
aamin
Routing *  Home
Routing i Home /Elements / Routing / Adaptations- Adaptation Details
Domains Help ?
e Eations Adaptation Details
Adaptations
SIP Entities General
Entity Links * adaptation name: |Lab-HG Outgoing Adaptation
Time Ranges Module name: | DigitConversionAdapter ¥
BoutinolRolicie: Module parameter: |0dstd=222,222,222.9
Dial Patterns
T TP (RGeS Egress URI Parameters:
Defaults Notes: |Lah-HG Outgoing Adaptation

Digit Conversion for Incoming Calls to SM

0 Items Refresh Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Motes

Digit Conversion for Outgoing Calls from SM

Rermaove

1 Item  Refresh Filter: Enable
- A Phone Delete A Address to
|:| Matching Pattern Min Max Context Digits Insert Digits modify Notes
O #*3 * |4 * 136 *10 511234 both «
< ¥

Select : all, Mone

The adaptation namedb-HG Incoming Adaptation shown belav will later be assigned to the
SIP Entityfor calls destined tdvaya Aura®Communication Managem hisadaptation uses the
DigitConversionAdapter and specifies thedstd=avayalab.com parameter to adapt the
domain to the domain expected Ayaya Aura®Communication Manager. More specifically,
this configuratio enables the destination i®be overwritterwith the domairavayalab.com

for incoming callsdestined tcAvaya Aura®Communication ManageFor examplefor inbound
PSTN calls from Alestréo the Avaya CPE, the Requé$RI header sent tAvaya Aura®
Communication Manager will contathe domairavaya.lab.comas expected bfvaya Aura®
Communication Managy.
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Settings folLab-HG Incoming Adaptation:

In theGeneral section enter the following values. Use default values for all remaining fields:
1 Adaptation Name: Enter adescriptive naméor the adaption.
1 Module Name EnterDigitConversionAdapter.
1 Module parameter Enterodstd=enterprise domain name

admin

AVAyA Avaya Aura® System Manager 6.1 Help | sbout | Change Password | Log off

Routing *  Home

Routing 'l Home /Elements / Routing / Adaptations- Adaptation Details

Domains Help 2
e eations Adaptation Details

Adaptations

SIP Entities General
Entity Links * Adaptation name: |Lab-HG Incoming Adaptation
Time Ranges Module name: |DigitConversionAdapter v
Boutinoleolicies Module parameter: |odstd=avaya.lab.com
Dial Patterns
. Egress URI Parameters:
Regular Expressions
Defaults Notes: |Lab-HG Incoming Adaptation

Digit Conversion for Incoming Calls to SM

0 Items Refresh Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Motes

Digit Conversion for Outgoing Calls from M

Remove

0 Items Refresh Filter: Enable

Matching Pattern Min Max Phone Contesxt Delete Digits Insert Digits Address to modify Motes
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6.5. Add SIP Entities

A SIP Entity must be added féwaya Aura®Session Manager and for each SIP telephony
system connected to it which lndesAvaya Aura®Communication Manager and tA@aya
Aura® SBC. Navigate tdRouting A SIP Entities in the lefthand navigation parend click on
theNew button in the right pane (not shown).

In the General section enter the following values. Use daft values for all remaining fields:

1 Name: Enter adescriptive name.

9 FQDN or IP Address. Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

1 Type: EnterSession Managefor SessiorManagerCM for
Communication Maager andSIP Trunk for AvayaAura® SBC

1 Adaptation: This field is only present iType is not set td&Session Manager

If applicable, select thAadaptation Name created irSection 64
that will be appgkd to this entity.

1 Location: Select one of the locations defined previously.

1 Time Zone Select the time zone for the location above.

To define the ports used Byaya Aura®Session Manager, scroll down to fhert section of
the SIP Entity Details screen. This section is only present 8ssion ManageSIP entities.

In thePort section click Add and enter the following values. Use default values for all
remaining fields:

1 Port: Port number on which the Session Manager can listen for SIP
requests

1 Protocol: Transport protocol to be used to send SIP requests.

9 Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Glcknmit to save.
For the compliance tesinly two Ports were used:

1 5060with TCP for connecting ttAvaya Aura®SBC
1 5080with TCP for connecting tAvaya Aura®Communication Manager
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The following screen shows the addition of Session Manager. The IP address of the virtual SM
100 Security Module is entered IBQDN or IP Address.

AVAyA Avava Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *  Home
Routing il Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains Help ?
Locations SIP Entity Details
Adaptations General
DL (ELES * Name: [Lab-HG SM
Entity Links
N * FQDN or IP Address: |172.16.5.32
Time Ranges
Routing Policies Type:
Dial Patterns Notes: |Lab-HG SM Entity
Regular Expressions
Defaults Location: |Lab-HG Location v
Outhound Proxy: | V|
Time Zone: |Amerlca,-’New_Y0rk hd
Credential name:
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration
Port
5 Items Refresh Filter: Enable
| | Port | Protocol | Default Domain Notes
[ |so80 [uoe »~|  [avaya.lab.com v/
[0 [soen [ter w|  [svayalab.com v
O S061 |TLS vl ‘avaya.lab.cum v‘
] 5062 |TCP vl ‘avaya.lab.cnm v‘
O 5080 |TCP vl ‘avaya.lab.cnm v‘
Select : All, Mone
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The following screen shows the additionfAsfaya Aura®Communication Manager.

A separate SIP entity fdtvaya Aura®Communication Manageotherthan the one creatddr
Avaya Aura®Session ManageonnectivityduringInstallation, is required inorderto send SIP
service provider traffic

The FQDN or IP Addressfield is set to the IP address of the Avaya S8300D Server running
Avaya Aura®Communication Manager. For tAeaptation field, select the adaptation module
previously defined for dial plan digit manipulation 8ection6.4.

AVA\/A\ Avava Aura® System Manager 6.1 Help | about | Change Passward | Log off
admin
Routing *  Home
Routing [l Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains Help 2
Locations SIP Entity Details
Adaptations General
SIP Entities

* Name: |Lab-HG CM

Entity Links
N * FQDN or IP Address: |172.16.5.12
Time Ranges

Routing Policies Type:

Dial Patterns Notes: |Lab-HG CM Entity

Regular Expressions

Defaults Adaptation: |Lab-HG Incoming Adaptation

Location: |Lab-HG Location v

Time Zone: |America/MNew_‘ork hd

Override Port & Transport with DNS 0O
RV:

* SIP Timer B/F {in seconds): |4
Credential name:

Call Detail Recording: |none v

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration s

Entity Links
1 Item Refresh Filter: Enable
1 SIP Entity 1 Protocol Port SIP Entity 2 Port Trusted
[0 |Lab-HG =M v TCP v #5080 Lab-HG CM ~ * 5080

Select ; all, Mone
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The following scren shows the addition of thevaya Aura®SBC. TheFQDN or IP Address
field is set to the IP address of its private network interfaceHigeee 1).

AVA\/A\ Avava Aura® System Manager 6.1 Help | about | Change Passward | Log off
admin
Routing *  Home
Routing [l Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains Help ?
Locations SIP Entity Details
Adaptations General
SIP Entities

* Name: |Lab-HG 4A-SBC
Entity Links
N * FQDN or IP Address: |172,16.5.42
Time Ranges
Routing Policies Type:
Dial Patterns Notes: |Lab-HG AA-SBC Entity
Regular Expressions
Defaults Adaptation: |Lab-HG Outgoing Adaptation
Location: |Lab-HG AA-SBC hd

Time Zone: |America/Mew_York e

Override Port & Transport with DNS 0O
SRY:

* SIP Timer B/F {in seconds): |4
Credential name:

Call Detail Recording: |none

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration s

Entity Links
1Item Refresh Filter: Enable
1 SIP Entity 1 Protocol Port SIP Entity 2 Port Trusted
O Lab-HG SM v TCP v * 5060 Lab-HG AA-SEC v * 5060

Select ; all, Mone

6.6. Add Entity Links

A SIP trunk betweeAvaya Aura®Session Manager and a telephony system is described by an
Entity Link. Two Entity Links were created; one to theaya Aura®Communication Manager

for use only by service pvaler traffic and one to th&vaya Aura®SBC. To add an Entity Link,
navigate tadRouting A Entity Links in the lefthand navigation parend click on théNew

button in the right pane (not shown). Fill in the following fields in the new row that is displayed:

1 Name: Enter adescriptive name.

9 SIP Entity 1: Select theAvaya Aura®Session Manager.

9 Protocol: Select the transport protocol used for this link.

1 Port: Port number on which Session Manager will receive SIP requests from

the farend. For the Communication Manager, this must match the
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1 SIP Entity 2:

9 Port:

9 Trusted:

Far-end Listen Portdefined on the Communication Manager signaling
group inSection5.6.

Select the name of the other system. For the Communication Manager,
select the Communication Manager SIP Entity definegaction6.5.

Port number on which the other system receives SIP requests from the
Session Managert-or the Communication Manager, this must match the
Near-end Listen Portdefined on the Communication Manager signaling
group inSection5.6.

Checkthis box. Note:If this box is not che@d, calls fronthe associated
SIP Entity specified iGection6.5 will be denied.

Click Commit to save. The following screens illustrate the Entity Link&iaya Aura®
Communication Manager and tAgaya Aura® SBC. It should be noted that in a customer
environment the Entity Link tdvaya Aura®Communication Manager would normally use TLS.

For the compliance test, TCP was used to aid in troubleshooting since the signaling traffic would

not be encrypted. Tharotocol and ports defined here must match the values used Aveatyee
Aura® Communication Manager signaling group fornSiection5.6

Entity Link to Avaya Aura®Communication Manager:

AVAyA Avaya AU ra® S\/Stem Manager 6 . 1 Help | about | Change Password | Lng_nff
admin
Routing *  Home
Routing [l Home /Elements / Routing / Entity Links- Entity Links
Domains Help ?
Locations Entity Links
Adaptations
SIP Entities
Entity Links
Time Ranges 1 Item | Refresh Filter: Enakle
Routing Policies Name SIP Entity 1 Protocol | Port SIP Entity 2 Port
Dial Patterns * |Lab-HG SM to Lab-H * | Lab-HG 5M v TCP » * 5080 * | Lab-HG CM b * 5080
Regular Expressions < >
Defaults
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Entity Link to theAvaya Aura®SBC.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
Routing *  Home

Domains Help ?
Locations Entity Links
Adaptations
SIP Entities
Entity Links
Time Ranges 1 Item | Refresh Filter: Enable
Routing Policies Name SIP Entity 1 Protocol Port SIP Entity 2 Port
Dial Patterns * |Lab-HG SM to Lab- * | Lab-HG 5M hd TCP % * 5060 * | Lab-HG £A-SBC v * 5060
Regular Expressions < ¥
Defaults

6.7. Add Routing P olicies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified inSection6.5. Two routing policies must be added: oneAeaya Aura®
Communicéion Manager and one for thevaya Aura®SBC. To add a routingpolicy, navigate

to Routing A Routing Policiesin the lefthand navigation parend click on théNew button in
the right pane (not shown). The following screen is displayed. Fill in the following:

In theGeneral section enter the following values. Bgslefault values for all remaining fields:
1 Name: Enter adescriptive name.
1 Notes: Add a brief description (optional).

In theSIP Entity as Destinationsection, clickSelect The SIP Entity List page openéot
shown). Select the appropriate SIP entitywhich this routing policy applieend clickSelect
The selected SIP Entity displays on the Routing Policy Details aaghown belowUse
default values for remaining field€lick Commit to save
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The following screens show the RowiRolicies for Avaya Aura®Communication Manager

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Avaya Aura® System Manager 6.1

[l Home /Elements / Routing / Routing Policies- Routing Policy Details
Routing Policy Details

General
* Name: |Inbound calls to Lab-HG CM
Disabled: []

Notes: |Inbound calls to Lab-HG CM

SIP Entity as Destination

Help | About | Change Password | Log off

admin

Routing *  Home

Help ?

MName FODN or IP Address Type Motes

Lab-HG M 172.16.512 CM

Lab-HG CM Entity

The following screens shotlie Routing Policies for thevaya Aura®SBC.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

Avaya Aura® System Manager 6.1

[l Home /Elements / Routing / Routing Policies- Routing Policy Details
Routing Policy Details

General
* Name: |Outbound calls to Lab-HG AA-SBQ
Disabled: []

Notes: |Outbound calls to Lab-HG AA-SBJ

SIP Entity as Destination

Help | About | Change Password | Log off

admin

®

Routing Home

Help ?

Defaults
MName FQDN or IP Address Type Motes
Lab-HG AA-SBC 17216542 Other Lab-HG AA-SBC Entity
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6.8. Add Dial Patterns

Dial Patterns are needed to route calls throdngdya Aura®Session Manager. For the

compliance tst, dial patterns @ere needed to route calls frodmaya Aura® @mmunication

Manager toAlestraand vice versa. Dial Patterns define which route policy will be selected for a
particular call based on the dialed digits, destination domain and originatatgln To add a

dial pattern, navigate teouting A Dial Patternsin the lefthand navigation parend click on
theNew button in the right pane (not shown). Fill in the following, as shown in the screens
below:

In the General section enter the followng values. Use default values for all remaining fields:

1 Pattern: Enter a dial string that will be matched against the Reduiesbf the
call.

1 Min: Enter a minimum length used in the match criteria.

1 Max: Enter a maximum length used in the matdteda.

9 SIP Domain:  Enter thedestination domain used in the match criteria.

1 Notes: Add a brief description (optional).

In theOriginating Locations and Routing Policiessection click Add. From theOriginating
Locations and Routing Policy Listthat apgars (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Gedkct

Default values can be uséat the remaining fieldsClick Commit to save.
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Examples of the dial patterns used for the compliancegemste shown belowl he first example
shows dial patter@01for International dialing from Mexicdiave a destination domaurf
avaya.lab.comfrom Locations Lab-HG AA-SBCor Lab-HG Location, uses route policy
Lab-HG AA-SBC.

AVAyA Avava Aura® System Manager 6.1 Help | about | Change Passward | Log off

admin
Routing *  Home
Routing ‘
Domains Help 2
Locatlons Dial Pattern Details
Adaptations
SIP Entities General
Entity Links * Pattern: 001
Time Ranges * Min: |2
Routing Policies « masx: 56
Dial Patterns
Regular Expressions Emergency Call: []
Defaults SIP Domain: | avaya.lab.com v

Notes: |Lab-HG Outhound Calls to PSTN

Originating Locations and Routing Policies

Rermaove

2 Items Refresh Filter: Enable
Originating Routing Routing Routing Routing
| Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination Notes
Simulated Outbound Outbound
_ _ Enterprise calls to Lab-HG A#A- calls to
O Lab-HG AA-SBC Customer (AA-  Lab-HG 0 SBC Lab-HG
SBC) AL-SBC AL-SBC
Simulated Outbound Outbound
_ . Enterprise calls to Lab-HG AA- calls to
O LebeHE Location Customer (CM,  Lab-HG g SBC Lab-HG
5M, IF Phones) Ab-SBC Ab-SBC
Select : all, Mone
Denied Originating Locations
0Items  Refresh Filter: Enable
Driginating Location Notes
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The following dial patterexample used for the compliance testusgs diapattern28for local
calling within Monterrey,Mexico, have a @stination domain adivaya.lab.comfrom Locations
Lab-HG AA-SBCor Lab-HG Location, uses route policab-HG AA-SBC.

AVAyA Avava Aura® System Manager 6.1 Help | About | Change Password | Log off

®

Routing Home
Routing | Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?

Locations Dial Pattern Details

Adaptations

SIP Entities General
Entity Links * pattern: |28
Time Ranges * Min: |2
Routing Policies
* Max: 36
Dial Patterns
n Emergency Call:
Regular Expressions gency O
Defaults SIP Domain: | avaya.lab.com v

Notes: |Lab-HG Outhound calls to PSTHN

Originating Locations and Routing Policies

Remove

2 Itams | Refresh Filter: Enable
Originating Routing Routing Routing Routing
| Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination Notes
simulated Outbound Outbound
_ _ Enterprise calls to Lab-HG A#A- calls to
O Lab-HG AA-SBC Customer (AA-  Lab-HG o SBC Lab-HG
SBC) AL-SBC AL-SBC
Simulated Outbound Outbound
_ . Enterprise calls to Lab-HG A4- calls to
0 LebeHG Location Customer (CM,  Lab-HG o SBC Lab-HG
SM, IF Phones) AR-SBC AR-SBC
Select : all, Mone
Denied Originating Locations
0Items | Refresh Filter: Enable
Originating Location Notes
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The following dial pattern example used for the compliance testing uses dial Batetimese
are the DID numbers assgghto the enterprise by Alestidave a destination domain of
avaya.lab.comfrom Locations Lab-HG AA-SBC or Lab-HG Location, uses route policy

Lab-HG CM.

Note that only the last 4 digits of the DID number were assigned; this is because in this sample
coni guration Al estr ads nanly4udgitsko the anderpase.qn, 804y ur e d t

3041, etc)

AVA\/A\ Avaya Aura® System Manager 6.1 Help | About | Changs Password | Log off
admin
Routing *  Home
Routing 'l Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?
Locations Dial Pattern Details
Adaptations
SIP Entities General
Entity Links * Pattern: 304
Time Ranges * Min: |4
Routing Policies
Y * Max: |4
Dial Patterns
. Emergency Call:
Regular Expressions g ¥ o
Defaults SIP Domain: | avaya.lab.com b
Notes: |Lab-HG Inbound (Calls from PSTN to CM}
Originating Locations and Routing Policies
2 Items Refresh Filter: Enable
Originating Routing Routing Routing Routing
I | Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination Notes
Simulated Inbound Inbound
_ _ Enterprise calls to _ calls to
[ Lab-HG AA-SBC Customer (Af-  Lab-HG . Lab-HG CM Lab-HG
SBC) cM cM
Simulated Inbound Inbound
_ . Enterprise calls to _ calls to
[1 Lab-HG Lecation Customer (CM,  Lab-HG 0 Lab-HG CM LaboHG
SM, IP Phones) =M M
Select : all, Mone
Denied Originating Locations
0 Items Refresh Filter: Enable
Originating Location Notes

6.9. Add/View Avaya Aura® Session Manager

The creation odn Avaya Aura®Session Manager element provides the linkage betiesya
Aura® System Maager andAvaya Aura®Session Manager. This was most likely done as part
of the initial Avaya Aura®Session Manager installation. To addiwvaya Aura®Session
Manager, navigate tBlementsA Session ManageA Session ManageAdministration in
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the lefthand navigation panand click on théNew button in the right pane (not shown). If the
Avaya Aura®Session Manager already exists, cNGkw (not shown) to view the configuration.
Enter/verify the data as described below and shown in the following screen:

In the General section enter the following values:

9 SIP Entity Name: Select the SIP Entity created for Session
Manager.
1 Description: Add a brief description (optional).

1 Management Access Pointlost Name/IP:  Enter the IP address of the Siest Manager
management interface.

In the Security Module section enter the following values:
1 SIP Entity IP Address: Should be filled in automatically based on the SIP Entity

Name. Otherwise, enter IP address of Session Manager
signding interface.

1 Network Mask: Enter the network mask corresponding to the IP address of
Session Manager.

1 Default Gateway. Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Cl8sve (not shown) to add thiavaya Aura®
Session Manager. Thsereen below shows thieraya Aura®Session Manager values used for
the compliance test.
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The screen below shows thgaya Aura®Session Manager values used for the compliteste

AVAYA

Session Manager
Dashboard
Session Manager
Administration
Communication Profile
Editor
Metwork Configuration
Device and Location
Configuration
Application
Configuration
System Status

System Tools

Avaya Aura® System Manager 6.1

[l Home /Elements / Session Manager / Session Manager Administration- Session Manager Administration

View Session Manager

General | Security Module | NIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event

Server |
Expand &l | Collapse all

General =

SIP Entity Name
Description
Management Access Point Host Name/IP

Direct Routing to Endpoints

Security Module =

SIP Entity IP Address
Network Mask
Default Gateway
Call Control PHB
QOS Priority

Speed & Duplex
VLAN ID

Lab-HG SM
Lab-HG SM
172.16.5.31

Enable

172.16.5.32
255.255.255.0
172.16.5.254
46

s}

Auto

Help | About | Change Password | Log off

Session Manager

admin

* ' Home

Help ?
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7. Configure Avaya Aura® Session Border Controller

This section describes the configuration of Avaya Aura® SBC. This configuration is done in
two parts. The first part is done during theaya Aura®SBCinstallation via thenstallation
wizard. These Application Notes will not cover #heaya Aura®SBCinstallation in its entirety
but will include the use of the installation wizard. Fdormation on installing the Avaya
Aura® System Platform and the loading of faeyaAura® Avaya Aura®SBCtemplate see

[1].

The second part of the configuration is done after the installation is complete usivaybe
Aura® SBC web interface. The resultidgaya Aura®SBC configuration file is shown in
Appendix A.
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7.1. Installation Wizard

During the installation of thAvaya Aur&® SBCtemplate, the installation wizard will prompt
the installer for information that will be used to create the initial configuration @f\iga
Aura® SBC.

7.1.1. Network Settings
The firg screen of the installation wizard is tRetwork Settingsscreen. Fill in the fields as
described below and shown in the following screen:

1 [P Address. Enter the IP address of the private side ofAt@ya Aura®SBC.

1 Hostname Enter a host name for tihevaya Aura®SBC.

1 Domain: Enter the domain used for the enterprise.

1 Default Domain: Enter the domain used for the enterprise.

Click Next Step(not shown) to continue.

AVAYA
S 2 TN 0 0 TOREERESSSS 0 . T OREEEES
~ Configuration Network Settings

- '“L”:::“c'” Enter network settings

% Network Seftings
% Logins
i) VPN Access
e s Deomain-0 1P Address 172.16.5.40
O =E5C
Summary CDom IP Address 172.16.5.41
Save - = < oca
Gateway 1P Address 172.16.5.254
Network Mask 255.255.255.0
Primary DNS 172.16.5.102

Secondary DNS
{Optional)

Default Search List
(Cptional)

HTTPS Froxy (Opticnal)
[IP Address:Port
MNumber]

virtual Machine IP Address Hostname Domain
SBC 172.16.5.42 aa-sbc avaya.lab.com (Opticnal)
Default Domain

avaya.lab.com (Optional)

Apply to all vMs

‘ Previous Step Mext Step ’
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7.1.2. VPN Access

VPN remote access to theayaAura® SBC was not part of the complianest. Thus, on the
VPN Access screen, selédtb to the questior\Would you like to configure the VPN remote
access parameters for System Platform?

Click Next Stepto continue.
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