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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking service on an enterprise solution consisting of Avaya Aura® Communication
Manager 8.1, Avaya Aura® Session Manager 8.1, Avaya Aura® Experience Portal 7.2 and
Avaya Session Border Controller for Enterprise 8.1 to interoperate with the Avaya SIP
Trunking service using Transport Layer Security (TLS) and Secure Real-Time Transport
Protocol (SRTP) on the private (enterprise) and the public (internet) sides.

The Avaya SIP Trunking service offer referenced within these Application Notes provides
customers with PSTN access via a SIP trunk between the enterprise and the service provider
network. The service provides local and/or long distance PSTN calling via standards-based
SIP trunks directly as an alternative to legacy analog or digital trunks. The Avaya SIP
Trunking service provides you with a cost effective and flexible way to connect your business
to the outside world. It helps your business use the internet bandwidth you already pay for in a
more flexible way.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Aura® Session Manager
Release 8.1 (Session Manager), Avaya Aura® System Manager Release 8.1 (System Manager),
Avaya Aura® Communication Manager Release 8.1 (Communication Manager), Avaya Aura®
Experience Portal 7.2 (Experience Portal) and Avaya Session Border Controller for Enterprise
8.1 (Avaya SBCE) with the Avaya SIP Trunking service using Transport Layer Security (TLS)
and Secure Real-Time Transport Protocol (SRTP) on the private (enterprise) and public
(internet) sides. The Avaya SIP Trunking service referenced in this document provides secured
encrypted communications for local and/or long-distance calls (with PSTN endpoints) via
standards-based SIP trunks.

The terms “Avaya”, “Avaya network” or “service provider” will be used interchangeably
throughout these Application Notes to represent the far-end/service provider side of the Avaya
SIP Trunking service offering, handling calls to/from the PSTN across the SIP trunk. The terms
“enterprise” or “Avaya enterprise” will be used interchangeably throughout these Application
Notes to represent the Customer-Premises-Equipment site containing all the equipment for the
Avaya SIP-enabled enterprise solution.

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avaya SIP-enabled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to the Avaya network via a broadband secured connection to the public Internet.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this Application Notes
included the enablement of supported encryption capabilities (TLS/SRTP) inside of the
enterprise (private network side) and outside of the enterprise (public network side). Readers
should consult the appropriate Avaya product documentation for further information regarding
security and encryption capabilities supported by those Avaya products.

2.1. Interoperability Compliance Testing

To verify SIP trunk interoperability, the following features and functionality were covered
during the interoperability compliance test:
e Public DNS “SRV” record queries to establish the SIP trunk connections across multiple
Servers.
o SIP Trunk Registration (Dynamic Authentication).
e Successful TLS negotiation (handshake) with the service provider’s network for the
establishment of a secured SIP trunk connection across the public internet.
e Proper negotiation of various SRTP crypto-suites with the service provider.
e Response to SIP OPTIONS queries.
e Direct IP-to-IP Media (also known as “Shuffling”’) when applicable.
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e Incoming PSTN calls to various Avaya endpoints, including SIP, H.323, digital, and
analog telephones at the enterprise. All incoming calls from the PSTN were routed to the
simulated enterprise across the SIP Trunk from the service provider’s network.

e Outgoing PSTN calls from Avaya endpoints including SIP, H.323, digital and analog
telephones at the enterprise. All outgoing calls to the PSTN were routed from the
simulated enterprise across the SIP trunk to the service provider’s network.

¢ Inbound and outbound PSTN calls to/from Remote Workers using the Avaya IX™
Workplace Client for Windows SIP softphone.

e Outgoing calls to the PSTN were routed via the service provider’s network to various

PSTN destinations.

Proper disconnect when the caller abandons the call before the call is answered.

Proper disconnect via normal call termination by the caller or the called parties.

Proper disconnect by the network for calls that are not answered (with voicemail off).

Proper response to busy endpoints.

Proper response/error treatment when dialing invalid PSTN numbers.

Proper Codec negotiation and two-way speech-path. Testing was performed with codecs:

G.722, G.711MU G.711A and G.729.

¢ No matching codecs.

e DTMF tone transmissions as out-of-band RTP events as per RFC2833:

o Outbound call to PSTN application requiring DTMF (e.g., an IVR or voice mail
system).

o Inbound call from PSTN to Avaya CPE application requiring DTMF (e.g., Aura®
Messaging, Experience Portal, Avaya vector digit collection steps.

Calling number blocking (Privacy).

Call Hold/Resume (long and short duration).

Call Forward (unconditional, busy, no answer).

Blind Call Transfers.

Consultative Call Transfers.

Station Conference.

EC500 (Extension to Cellular) calls.

Inbound caller interaction with Experience Portal applications, including prompting,

caller DTMF input, wait treatment (e.g., announcements and/or music on hold).

o Experience Portal use of SIP REFER to redirect inbound calls, via the Avaya SBCE, to
the appropriate Communication Manager agents and extensions.

e Call and two-way talk path establishment between callers and Communication Manager

agents and extensions following redirection from Experience Portal.

Routing inbound vector call to call center agent queues.

Simultaneous active calls.

Long duration calls (over one hour).

Proper response/error treatment to all trunks busy.

Proper response/error treatment when disabling SIP connection.

T.38 fax.

SIP REFER method for call re-direction from the enterprise to the PSTN.
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Note — Remote Worker was tested as part of this solution. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not included in
these Application Notes. Consult reference [11] in the References section for additional
information on this topic.

Items that are supported that were not tested for not being available at the time of testing
includes the following:

2.2.

e 0, 0+10 digits and 411 calls were not tested.

Test Results

Interoperability testing of the Avaya SIP Trunking service with the Avaya SIP-enabled enterprise
solution was completed with successful results for all test cases with the observations/limitations
noted below:

SIP Trunk registrations — After each successful SIP Trunk registration attempt the
service provider would send a “484 Address Incomplete” message response to the
enterprise. This behaviour did not have any service impact, registrations were successful,
it’s being mentioned here simply as an observation.

OPTIONS - The service provider does not send OPTIONS messages to the enterprise
network, but it does respond to OPTIONS messages it receives from the enterprise, this
was enough to maintain the SIP trunk connection in service.

Music on hold — With Communication Manager configured to play music any time calls
were placed on-hold at the enterprise; music was not played to PSTN users on calls from
the PSTN to the enterprise (inbound calls). The issue was resolved at the Avaya SBCE by
removing the “sendonly” message Communication Manager includes in the SDP of re-
INVITE messages sent to the service provider (Sections 8.8 and 14).

TLS/SRTP used within the enterprise — When TLS/SRTP is used within the enterprise;
the SIP headers include the SIPS URI scheme for Secure SIP. The Avaya SBCE converts
these header schemes from SIPS to SIP when it sends the SIP message toward the service
provider’s network. However, for call forward and EC500 calls, the Avaya SBCE was
not changing the Diversion header scheme as expected. This anomaly is currently under
investigation by the Avaya SBCE team. A workaround is to include a SigMa script for
the Service Provider Server Configuration Profile on the Avaya SBCE to convert “sips”
to “sip” in the Diversion header (Sections 8.8 and 14). Sending the Diversion header
scheme with the SIPS URI scheme toward the service provider’s network did not have
any service impact, calls were successful, the conversion from “sips” to “sip” was done
for completeness.

Removal of unwanted xml element information from the SDP in SIP messages sent
to the service provider — A Signaling Manipulation script (SigMa) was added to the
Avaya SBCE to remove unwanted xml element information from the SDP in SIP
UPDATE messages sent to the service provider. (Sections 8.8 and 14).

Avaya Experience Portal — Inbound calls from the PSTN to Experience Portal that were
re-directed back out to the PSTN by Experience Portal (during blind or attended
transfers) did not contained the “+” preceding the “1” in the “To” and “Request-Line-
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2.3.

URI” headers. This is required in order to comply with the E.164 numbering format. This
issue was resolved in the Avaya SBCE by adding a SigMa script to add the “+” to the
number in the “To” and “Request-Line-URI” headers of calls being re-directed back out
to the PSTN by Experience Portal (Section 8.8 and 14). Also, Experience Portal only
allows digits when entering the DID number in the “Called Number” field, as shown in
Section 6.5, thus the “+” preceding the “1” needed to comply with the E.164 numbering
format of the inbound calls could not be added. The work around is to add an Adaptation
in Session Manager to remove the “+” from the Request-Line-URI header of SIP INVITE
messages destined to Experience Portal (Section 7.4), thus matching the DID number
entry defined in the “Called Number” field.

SIP header optimization — There are multiple SIP headers and parameters used by
Communication Manager and Session Manager, some of them Avaya proprietary, that
had no significance in the service provider’s network. These headers were removed with
the purpose of blocking enterprise information from being propagated outside of the
enterprise boundaries, to reduce the size of the packets entering the service provider’s
network and to improve the solution interoperability in general. The following headers
were removed from outbound messages using an Adaptation in Session Manager: AV-
Correlation-ID, Alert-Info, Endpoint-View, P-AV-Message-id, P-Charging-Vector, AV-
Global-Session-ID and P-Location (Refer to Section 7.4). To help reduce the packet size
further, the Avaya SBCE can remove the “gsid” and “epv” parameters that may be
included within the Contact header by applying a Sigma script to the service provider
server configuration. Refer to Section 8.8 and 14.

Support

For information on Avaya SIP Trunking service go to: https://www.avaya.com/en/documents/fs-
sip-uc8179en.pdf

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to the Avaya
SIP Trunking service through the public Internet.

s N

SIP Trunk registration credentials:
- SIP Proxy FQDN: svc1234 us-sast test.trunk.io

- SIP Domain: avaya-test-domain.sip.1234.io
- User Name: user1234
- Password: password1234

o

rRemote Workers

- e

I

SIP (TLS/SRTP) l I SIP (TLS/SRTP)
1
T

Simulated Enterprise

Domain: avaya.lab.com

DIDs: 12134101011 - 1013
12134237452

Figure 1: Avaya SIP Enterprise Solution connected to Avaya SIP Trunking service
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The Avaya components used to create the simulated enterprise customer site included:
Avaya Aura® Communication Manager.

Avaya Aura® Session Manager.

Avaya Aura® System Manager.

Avaya Session Border Controller for Enterprise.

Avaya Aura® Messaging.

Avaya Aura® Media Server.

Avaya Aura® Experience Portal.

Avaya G430 Media Gateway.

e Avaya 96x1 Series IP Deskphones (H.323).

e AvayaJ179 IP Deskphones (H.323).

e Avaya J129 IP Deskphones (SIP).

e Avaya one-X® Communicator softphones (H.323 and SIP).
e Avaya IX™ Workplace Client for Windows (SIP).

e Avaya digital and analog telephones.

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the untrusted network, registered to Session Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfully tested during the compliance test
using only the Avaya IX™ Workplace Client for Windows (SIP). For signaling, Transport Layer
Security (TLS) and for media, Secure Real-time Transport Protocol (SRTP) were used on the
Avaya IX™ Workplace Client for Windows (SIP). Other Avaya SIP endpoints that are supported
in a Remote Worker configuration deployment were not tested.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult reference [11] in the
References section for additional information on this topic.

The Avaya SBCE was located at the edge of the enterprise. Its public side was connected to the
public Internet, while its private side was connected to the enterprise infrastructure. All signaling
and media traffic entering or leaving the enterprise flowed through the Avaya SBCE, protecting
in this way the enterprise against any SIP-based attacks. The Avaya SBCE also performed
network address translation at both the IP and SIP layers.

For inbound calls, the calls flowed from the service provider to the Avaya SBCE then to Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determine the recipient (Communication Manager or Experience Portal) and on which
link to send the call.

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
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Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route to the Avaya SBCE for egress to the Service Provider’s
network.

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound and outbound traffic.

As part of the Avaya Aura® version 8.1 release, Communication Manager incorporates the
ability to use the Avaya Aura® Media Sever (AAMS) as a media resource. The AAMS is a
software-based, high density media server that provides DSP resources for IP-based sessions.
Media resources from both the AAMS and a G430 Media Gateway were utilized during the
compliance test. The configuration of the AAMS is not discussed in this document. For more
information on the installation and administration of the AAMS in Communication Manager
refer to the AAMS documentation listed in the References section.

Avaya Aura® System Manager provides a common administration interface for centralized
management of Session Manager and Communication Manager. Avaya Aura® Messaging was
used during the compliance test to verify voice mail redirection and navigation, as well as the
delivery of Message Waiting Indicator (MWI1) messages to the enterprise telephones. Since the
configuration tasks for Messaging are not directly related to the interoperability tests with the
Avaya SIP Trunking service, they are not included in these Application Notes.

Avaya Aura® Experience Portal was also used during the compliance test to verify various SIP
call flow scenarios with the Avaya SIP Trunking service.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version
Avaya Enterprise
Avaya Aura® Communication Manager 8.1.2.1.0
(01.0.890.0-26095)
Avaya Aura® Session Manager 8.1.2.0
(8.1.2.0.812039)
Avaya Aura® System Manager 8.1.2.0
Build No. 8.1.0.0.733078
Software Update Rev. No.
8.1.2.0.0611240
Avaya Session Border Controller for ASBCE 8.1.0
Enterprise 8.1.0.0-14-18490
Avaya Session Border Controller for sbce-8.1.0.0-14-19116-hotfix-
Enterprise patch 06242020.tar.gz
Avaya Aura® Messaging 7.1 Service Pack 2
(MSG-01.0.532.0-002_0204)
Avaya Aura® Media Server 8.0.2.43 Service Pack 2
Avaya G430 Media Gateway g430 sw 41 24 0
Avaya Aura® Experience Portal 7.2.2.0.2118
Avaya 96x1 Series IP Deskphones (H.323) Version 6.8304
Avaya J179 IP Deskphones (H.323) Version 6.8304
Avaya J129 IP Deskphones (SIP) 4.0.5.0.10
Avaya one-X® Communicator (H.323, SIP) 6.2.14.6-SP14
Avaya IX™ Workplace Client for Windows 3.8.4.10.2
(SIP)
Avaya 2420 Series Digital Deskphones N/A
Avaya 6210 Analog Deskphones N/A

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Servers and Media Gateway platforms running similar versions
of Communication Manager and Session Manager.

Note — The Avaya Aura® servers and the Avaya SBCE used in the reference configuration and
shown on the previous table were deployed on a virtualized environment. These Avaya
components ran as virtual machines over VMware® (ESXi 6.0.0) platforms. Consult the
installation documentation on the References section for more information.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager to work with the
Avaya SIP Trunking service. A SIP trunk is established between Communication Manager and
Session Manager for use by signaling traffic to and from the service provider. It is assumed that
the general installation of Communication Manager, the Avaya G430 Media Gateway and the
Avaya Media Server has been previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentation. Some screens capture will show the use of the change command instead of the add
command, since the configuration used for the testing was previously added.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows that 40000 licenses are available and 120 are in use. The
license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative.

display system-parameters customer-options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000
Maximum Concurrently Registered IP Stations: 18000
Maximum Administered Remote Office Trunks: 12000
Max Concurrently Registered Remote Office Stations: 18000
Maximum Concurrently Registered IP eCons: 414
Max Concur Reg Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 0
Maximum Video Capable IP Softphones: 18000 6
Maximum Administered SIP Trunks: 40000 120
Max Administered Ad-hoc Video Conferencing Ports: 24000 0
Max Number of DS1 Boards with Echo Cancellation: 999 0

oo onNOo
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If
for security reasons incoming calls should not be allowed to transfer back to the PSTN, then
leave the field set to none.

change system-parameters features Page 1 of 19
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? vy

Music (or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDN/SIP Intercept Treatment: attendant
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists? n

Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore

Display Calling Number for Room to Room Caller ID Calls? n
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On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of restricted for restricted calls and unavailable for
unavailable calls.

change system-parameters features Page 9 of 19
FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: restricted
CPN/ANI/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of Communication Manager (procr) and the Session Manager
security module (SM). These node names will be needed for defining the service provider
signaling group in Section 5.6.

Name
ASBCE_ Al
SM
default
media server
procr
procrb6

(6 of 6

Use 'list node-names'
Use 'change node-names ip xxx'

change node-names ip

IP Address

10.64.
10.64.
0.0.0.
10.64.
10.64.

administered node-names were displayed )
command to see all the administered node-names
to change a node-name 'xxx' or add a node-name

101.243
101.249
0

101.251
101.241

IP NODE NAMES

Page

1 of 2
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5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 2 was used for this
purpose. Enter the corresponding codec in the Audio Codec column of the table. The service
provider supports audio codecs G.722-64K, G.711MU, G.711A and G.729.

change ip-codec-set 2 Page 1 of 2
IP MEDIA PARAMETERS
Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.722-64K 2 20
2: G.711MU n 2 20
3: G.711A n 2 20
4: G.729 n 2 20
5:
6:
7:
Media Encryption Encrypted SRTCP: best-effort
1: 1-srtp-aescml28-hmac80
2: none
32
4:
52

On Page 2, set the Fax Mode to t.38-standard and ECM to y.

change ip-codec-set 2 Page 2 of 2
IP MEDIA PARAMETERS
Allow Direct-IP Multimedia? n
Redun- Packet
Mode dancy Size (ms)
FAX t.38-standard 0 ECM: y
Modem off 0
TDD/TTY Us 3
H.323 Clear-channel n 0
SIP 64K Data n 0 20
Media Connection IP Address Type Preferences
1: IPv4
28
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP
Network Region 2 was chosen for the service provider trunk. Use the change ip-network-region
2 command to configure region 2 with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is avaya.lab.com as assigned to the shared test
environment in the Avaya test lab. This domain name appears in the “From” header of
SIP messages originating from this IP region.

e Enter a descriptive name in the Name field.

e Leave both Intra-region and Inter-region IP-IP Direct Audio set to yes, the default
setting. This will enable IP-1P Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endpoints without using media resources in the Avaya Media
Gateway and Media Server. Shuffling can be further restricted at the trunk level on the
Signaling Group form if needed.

e Set the Codec Set field to the IP codec set defined in Section 5.4.
e Default values may be used for all other fields.

change ip-network-region 2 Page 1 of 20
IP NETWORK REGION
Region: 2 NR Group: 2
Location: 1 Authoritative Domain: avaya.lab.com
Name: SP Region Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3349
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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On Page 4, define the IP codec set to be used for traffic between region 2 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The following
example shows the settings used for the compliance test. It indicates that codec set 2 will be used
for calls between region 2 (the service provider region) and region 1 (the rest of the enterprise).

change ip-network-region 2 Page 4 of 20

Source Region: 2 Inter Network Region Connection Management I M
G A t

dst codec direct WAN-BW-1limits Video Intervening Dyn A G c

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 2 \Y NoLimit n t

2 2 all

3

4

5

6

7

8

9

10

11

12

13

14

15

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the service provider trunk. This signaling group is used
for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling group 2 was used and was configured using the parameters
highlighted below, shown on the screen on the next page:

e Set the Group Type field to sip.

e Set the IMS Enabled field to n. This specifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

e Set the Transport Method to the transport protocol to be used between Communication
Manager and Session Manager. For the compliance test, tls was used.

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer is a Session
Manager.

Note: Once the Peer-Server field is updated to SM, the system changes the default values of the
following fields, setting them to display—only:
e Prepend ‘+’ to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? is
changed toy.
e Remove ‘+’ from Incoming Called/Calling/Alerting/Diverting/Connected Numbers?
is changed to n.
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e Set the Near-end Node Name to procr. This node name maps to the IP address of the
Communication Manager as defined in Section 5.3.

e Set the Far-end Node Name to SM. This node name maps to the IP address of Session
Manager, as defined in Section 5.3.

e Setthe Near-end Listen Port and Far-end Listen Port to a valid unused port instead of
the default well-known port value. (For TLS, the well-known port value is 5061). This is
necessary so Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. The compliance test was conducted with the Near-end Listen Port
and Far-end Listen Port set to 5071.

e Set the Far-end Network Region to the IP network region defined for the Service
Provider in Section 5.5.

e Set the Far-end Domain to the domain of the enterprise.

e Setthe DTMF over IP field to rtp-payload. This value enables Communication Manager
to send DTMF transmissions using RFC 2833.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the Avaya SBCE and the enterprise endpoint. If this value is set to n, then the Avaya
Media Gateway or Media Server will remain in the media path of all calls between the
SIP trunk and the endpoint. Depending on the number of media resources available in the
Avaya Media Gateway and Media Server, these resources may be depleted during high
call volume preventing additional calls from completing.

e Default values may be used for all other fields.

change ip-codec-set 2 Page 1 of 2
IP MEDIA PARAMETERS
Codec Set: 2
change signaling-group 2 Page 1 of 2
SIGNALING GROUP
Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n
Near-end Node Name: procr Far-end Node Name: SM
Near-end Listen Port: 5071 Far-end Listen Port: 5071
Far-end Network Region: 2
Far-end Domain: avaya.lab.com
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP-IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 2 was configured using the parameters
highlighted below.

Set the Group Type field to sip.

Enter a descriptive name for the Group Name.

Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in the TAC field.

Set the Service Type field to public-ntwrk.

Set the Signaling Group to the signaling group shown in Section 5.6.

Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

Default values were used for all other fields.

change trunk-group 2

Page 1 of 4
TRUNK GROUP

Group Number:

2

Group Name:
Direction: two-way
Dial Access? n
Queue Length: O
Service Type: public-ntwrk

Service Provider

Group Type: sip
COR: 1
Outgoing Display? n

Auth Code? n

CDR Reports: y

TN: 1 TAC: 602

Night Service:

Member Assignment Method: auto
Signaling Group: 2
Number of Members: 10
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On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITES must be sent
to keep the active session alive. The default value of 600 seconds was used.

change trunk-group 2 Page 2 of 4
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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On Page 3:

e Set the Numbering Format field to public. This field specifies the format of the calling
party number (CPN) sent to the far-end. When public format is used, Communication
Manager automatically inserts a “+” sign, preceding the numbers in the “From”,
“Contact” and “P-Asserted Identity” (PAI) headers. To keep uniformity with the format
used by the service provider, the Numbering Format was set to public and the
Numbering Format in the route pattern was set to pub-unk (see Section 5.10).

e Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y.
This will allow the CPN displayed on local endpoints to be replaced with the value set in
Section 5.2, if the inbound call has enabled CPN block.

change trunk-group 2 Page 3 of 4
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: public
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y
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On Page 4:

e Set the Network Call Redirection field to y. With this setting, Communication Manager
will use the SIP REFER method for the redirection of PSTN calls that are transferred
back to the SIP trunk.

Set the Send Diversion Header field to y and Support Request History to n.
Set the Telephone Event Payload Type to 101.

Verify that Identity for Calling Party Display is set to P-Asserted-Identity.
Default values were used for all other fields.

change trunk-group 2 Page 4 of 4
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

RPN B B3B3

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Redirect to Blank User Destination?
Enable Q-SIP?

-Asserted-Identity

S B3B8 MWB 3

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Request URI Contents: may-have-extra-digits
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.7), use the change
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. DID numbers are provided by the service provider. Each DID number is assigned in
this table to one enterprise internal extension or Vector Directory Numbers (VDNSs). In the
example below, three DID numbers assigned by the service provider are shown. These DID
numbers were used as the outbound calling party information on the service provider trunk when
calls were originated from the mapped extensions.

change public-unknown-numbering 1 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 5
4 3 4 Maximum Entries: 9999
4 5 4
4 3041 2 12134101011 11 Note: If an entry applies to
4 3042 2 12134101012 11 a SIP connection to Avaya
4 3047 2 12134101013 11 Aura(R) Session Manager,
the resulting number must
be a complete E.164 number.
Communication Manager
automatically inserts
a '"+' digit in this case.
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5.9. Inbound Routing

In general, the “incoming call handling treatment” form for a trunk group can be used to
manipulate the digits received for an incoming call if necessary. Since Session Manager is
present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be
necessary. If the DID number received from the PSTN is left unchanged by Session Manager,
then the DID number can be mapped to an extension using the incoming call handling treatment
of the receiving trunk group. Use the change inc-call-handling-trmt command to create an
entry for each DID. Note the DID number is preceded by +1 since its required in order to comply
with the E.164 numbering format.

change inc-call-handling-trmt trunk-group 2

Service/
Feature
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk

INCOMING CALL HANDLING TREATMENT

Number Number Del Insert
Len Digits
12 +12134101011 12 3041
12 +12134101012 12 3042
12 +12134101013 12 3047

Page 1 of 30
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1, as a feature access code
(fac).

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
13 udp
4 dac

ext

ext

udp

ext

dac

ext

fac

fac

dac

dac

H X O 00 JoUd W EFE O

N WR P B WD DD

Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) Access Code 1.

change feature-access-codes Page 1 of 11
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code:

Auto Alternate Routing (AAR) Access Code: 8

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:

Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code:

Call Pickup Access Code:

CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:

Change COR Access Code:

Change Coverage Access Code:

Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 2, which contains the SIP trunk group to the service provider.

change ars analysis 1786 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1786 11 11 2 fnpa n
179 11 11 deny fnpa n
180 11 11 deny fnpa n
1800 11 11 2 fnpa n
1800555 11 11 deny fnpa n
1809 11 11 2 hnpa n
181 11 11 deny fnpa n
182 11 11 deny fnpa n
183 11 11 deny fnpa n
184 11 11 deny fnpa n
185 11 11 deny fnpa n
186 11 11 deny fnpa n
187 11 11 deny fnpa n
188 11 11 deny fnpa n
1880 11 11 2 hnpa n
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2 in the compliance test.

Pattern Name: Enter a descriptive name.
Grp No: Enter the outbound trunk group for the SIP service provider.

FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

In the Pfx mrk column, enter 1 to ensure a 1 + 10 digits are sent to the service provider
for FNPA calls.

In the Inserted Digits column, enter p to have Communication Manager insert a plus
sign (+) in front of the number dialed to convert it to an E.164 formatted number.
Numbering Format: Set to pub-unk. All calls using this route pattern will use the public
numbering table. See setting of the Numbering Format in the trunk group form for full
details in Section 5.7.

change route-pattern 2 Page 1 of 4
Pattern Number: 2 Pattern Name: Serv. Provider
SCCAN? n Secure SIP? n Used for SIP stations? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 2 0 1 P n user
28 n user
Se n user
4: n user
5e n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
01 2M4W Request Dgts Format
l: yyyyyn n rest pub-unk none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: y y yyyn n rest none
5: yyyyyn n rest none
6: Yy Yy yyyn n rest none
Note — Service numbers, e.g., x11, 1411, 5551212, etc. were not tested (Section 2.1). If access to

service numbers needs to be added at a later date, route patterns for Non-E.164 numbers should
be used, e.g., x11, 1411, 5551212. For service numbers do not add the “P” to insert the plus (+)
sign. Also, dial patterns for Non-E.164 numbers should be added, refer to Section 7.8.

Note - Enter the save translation command (not shown) to save all the changes made to the
Communication Manager configuration in the previous sections.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 145
SPOC 9/2/2020 ©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T




5.11. Verify TLS Certificates — Communication Manager

Note — Testing was done with System Manager signed identity certificates. The procedure to
create and obtain these certificates is outside the scope of these Application Notes.

In the reference configuration, TLS transport is used for the communication between Session
Manager and Communication Manager. Follow the steps below to verify the certificates used by
Communication Manager.

Step 1 - From a web browser, type in “https://<ip-address>", where “<ip-address>" is the IP
address or FQDN of Communication Manager. Follow the prompted steps to enter
appropriate Logon ID and Password credentials to log in (not shown).

Step 2 - Click on Administration at the top of the page and select Server (Maintenance) (not
shown). Click on Security = Trusted Certificates and verify the System Manager
Root CA certificate is present in the Communication Manager trusted repository.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)
Help Log OF Administration
Administration / Server (Maintenance) This Server: hg-cm-thornton
FP Trap Test ~ Trusted Certificates
FP Filters

This page provides management of the trusted security certficatss prasent on this serven

Trusted Repositories

Issued By, Expiration Date  Trusted By
Avaya Product Rect CA SunAug 142033 CWR
d

FriApr112025 C
SCCAN Sarver Root CA SunDec04 2033 C

uthority  SIP Product Certificate Authority  Tue Aug 17 2027 CWR

© 2001-2019 Avaya Inc. All Rights Reserved.
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Step 3 - Click on Security = Server/Application Certificates and verify the identity certificate
signed by the System Manager CA is present in the Communication Manager certificate

repository.

AVAYA

Administration

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Display Configuration
Time Zone Configurstion
NTP Configuration
Server Upgrades.
Manzge Updates

1PSI Firmware Upgrades
IP51 Version

Download IPSI Firmware
Download Status
Acivate IPST Upgrade
Activation Status
Security

Administrator Accounts
Login Account Policy
Changs Password
Login Reports

Server Access

Server Log Files
Firewall

Instzll Root Certificate
Trusted Certificatas

Server/Application

Cemificats Alarms
Certificate Signing Request
SSH Keys

Web Access Mask
iscellanecus

File Synchranization
Download Files

CM Phone Message Fils

Select File

servencrt

servencrt

Issued To

cM

default

avaya.lab.com

RFA Developmant 2 CA
Avaya Product Root CA

Issued By,

default

default

RFA Developmeant 2 CA
Avaya Product Root CA
Avaya Product Roat CA

| Display | | Add | | Remove | | Copy | | Help

Administration / Server (Maintanance) This Server: hg-cm-thornton
LEEEE + Server/Application Certificates
Status Summary
Process Sratus This page provides management of the server/application cartificates present on this server
sl Ser_”E" Certificate Repositories
Server Dare/Time
TLATEIEVEELY A = Authentication, Autherization and Accounting Services (e.g. LDAP)
| Server Configurstion | N
Server Role o= web s
Network Configuration W= wen Server
Static Routas R = Remate Lagging

Expiration Date
Thu May 05 2022
Fri Apr 11 2025

Mon Aug 11 2025
Thu Jan 02 2030
Sun Aug 14 2032

Installed In
c

WA
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6. Configure Avaya Aura® Experience Portal

These Application Notes assume that the necessary Experience Portal licenses have been
installed and basic Experience Portal administration has already been performed. Consult [9] in
the References section for further details if necessary.

6.1. Background

Experience Portal consists of one or more Media Processing Platform (MPP) servers and an
Experience Portal Manager (EPM) server. A single “server configuration” was used in the
reference configuration. This consisted of a single MPP and EPM, running on a VMware
environment, including an Apache Tomcat Application Server (hosting the Voice XML (VXML)
and/or Call Control XML (CCXML) application scripts), that provide the directives to
Experience Portal for handling the inbound calls.

References to the Voice XML and/or Call Control XML applications are administered on
Experience Portal, along with one or more called numbers for each application reference. When
an inbound call arrives at Experience Portal, the called party DID number is matched against
those administered called numbers. If a match is found, then the corresponding application is
accessed to handle the call. If no match is found, Experience Portal informs the caller that the
call cannot be handled and disconnects the call®.

For the sample configuration described in these Application Notes, a simple VXML test
application was used to exercise various SIP call flow scenarios with the Avaya SIP Trunking
service. In production, enterprises can develop their own VXML and/or CCXML applications to
meet specific customer self-service needs or consult Avaya Professional Services and/or
authorized Avaya Business Partners. The development and deployment of VXML and CCXML
applications is beyond the scope of these Application Notes.

! An application may be configured with “inbound default” as the called number, to process all inbound calls that do
not match any other application references.
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6.2. Logging in and Licensing
This section describes the steps on Experience Portal for administering a SIP connection to the

Session Manager.

Step 1 - Launch a web browser, enter http://<IP address of the Avaya EPM server>/ in the URL,
log in with the appropriate credentials and the following screen is displayed.

Note — All page navigation described in the following sections will utilize the menu shown on
the left pane of the screenshot below.

AVAYA

Expand All | Collapse Al

* User Management
Roles
Users
Login Options

~ Real-time Monitoring
Systemn Monitor
Active Calls
Port Distribution

= System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alarm Manager

- System Management
Application Server
EPM Manager
MPP Manager
Softwars Upgrade
Systemn Backup

* System Configuration
Applications
EPM Servers
MPP Servers
SNMP
Speach Servers
VoIP Connections
Zones

- Security
Certificates
Licensing

= Reports
Standard
Custom
Scheduled

Email
HTML
SMS

+ Multi-Media Configuration

Welcome, epadmin
&\ Last logged in today at 7:51:57 AM PDT

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) fiHome 7?.Help @ Logoff

Avaya Aura® Experience Portal Manager

Avaya Aura® Experience Portal Manager (EPM) is the consalidated wab-based application for administering Experience Portzl. Through the EPM
intarface you can configure Experience Portal, check the status of an Experience Portal component, and generate reports related to system
operation.

Installed Components

Media Processing Platform
Media Processing Platform (MPF) is an Avaya media processing server, Whan an MPP receives a call from 2 PBX, it invokes 2 VoiceXML [or CTHML)
application on an application server It then communicates with ASR and TTS servers as necessary to process the call.

Email Service
Email Service is an Experience Portal feature which provides e-mail capabilities.

HTHML Service
HTML Service is an Experiance Portal feature which supports web applications with HTMLS capabilities. It includes support for browser based
services for mobile devices.

SMS Service
SMS Service is an Experience Portal feature which provides SMS capabilities.

Legal Notice

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: September 28, 2818

THESE GLOBAL SOFTWARE LICENSE TERMS (*SOFTWARE LICENSE TERMS™) GOVERMN THE USE OF PROPRIETARY SOFTWARE AMD
THIRD-PARTY PROPRIETARY SOFTWARE LICEMNSED THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IM
THEIR ENTIRETY, BEFORE INSTALLING, DOWMLCADING OR USING THE SOFTWARE (AS DEFINED IN SECTIOM A BELOW). BY
IMSTALLING, DOWMNLOADING OR USING THE 50FTWARE, OR AUTHORIZING OTHERS TO DO 50, YOU, OM BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE DOING SO (HEREIMAFTER REFERRED TO INTERCHAMGEABLY AS “YOU,™ “YOUR,” AMD

“END USER™), AGREE TO THESE SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN

¥OU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA”). IF ¥OU ARE ACCEPTING THESE SOFTMARE

LICENSE TERMS ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESEMT THAT YOU HAVE THE AUTHORITY TO v
BIND SUCH ENTITY TO THESE SOFTWARE LICEWSE TERMS. IF YOU DO NOT HAVE SUCH AUTHORITY OR DO MOT WISH TO BE i
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Step 2 - In the left pane, navigate to Security-> Licensing. On the Licensing page, verify that
Experience Portal is properly licensed. If required licenses are not enabled, contact an
authorized Avaya account representative to obtain the licenses.

MA A Welcome, epadmin
Last logged im May 29, 2020 at 10:55:55 AM POT
Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) fiHome ?.Help @ Logoff
Expand All | Collapse Al
Home
- User Management
e Licensin =
Users q Rafresh
Login Options
= gf:t!—:-;r;‘:ilmgrltormg This page displays the Experience Portzl license information that is currently in effect, Experience Portzl usas
Pt Calle Avaya License Manager (WebLM) to contral the number of telephony ports that are used.
Port Distributicn
~ System Maintenance License Sarver Information -
Audit Log Viewer
Io'afilﬁ'j;r” License Sarver URL: https://10.64.101,247: 52233/ WebLM, LicenseServer rd
Alz;;rm -I-"Ianagc—r Last Updated: Dec 4, 2018 3:20:00 PM PST
= System Management Last Successful Pall: Jun 2, 2020 8:29:22 AM PDOT
Application Server
EPM Manzager -
MPP Manager Licensed Products -
Software Upgrade Experience Portal &
System Backup .
+ System Configuration Announcament Ports: 1,000
apalicztions ASR Connections: 1,000
EPM Servers Email Units: 10
MEP Servers Enzble Madia Encryption: 1,000
SNMP Enhanced Call Classification: 1,000
Speech Servers Google ASR Connections: 10
VioIP Connections HTML Units: 1,000
ZD"ES_ SIF Signaling Connections: 1,000
- Security SMS Units: 10
Cemificatss Telephony Ports: 1,000
eensng TTS Connections: 1,000
~ Reports ' . !
Srandard Video Server Connections: 1,000
Custom Zones: 10
Scheduled )
 Multi-Media Configuration Wersion: 8
Email Last Successful Poll: Jun 2, 2020 8:29:22 AM PDT
HTML Lzst Changed: Jul 2, 2015 8:14:50 PM PDT
SMS
Allocations m
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6.3. VolP Connection

This section defines a SIP trunk between Experience Portal and Session Manager (Sections 7.5
and 7.6).

Step 1 - In the left pane, navigate to System Configuration=>VolP Connections. On the VolP
Connections page, select the SIP tab and click Add to add a SIP trunk.

\ Note — Only one SIP trunk can be active at any given time on Experience Portal.

AVAyA Welcome, epadmin

Last logged in May 29, 2020 at 10:55:55 AM PDT

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) #% Home ?.Help O Logoff
Expand All | Cellapse All

Home
~ User Management
o= VoIP Connections
Login Options
* Real-time Monitoring
System Monitor
Active Calls
Port Distribution
+ System Maintenance
Audit Log Viewer
Trace Viewer H.323 || 5IP

Log Viewer
"‘la”‘" Manager Proxy |  Proxy/DNS Server a| Proxy Server | Listener = sIP a| Maximum Simultaneous
System Management T o Address - Port +| Port ~| Domain - Calls -
Application Server
EPM Manager EP SIP Yes TS 10.64.101.249 5061 5061 avaya.lab.com 100
MPP Manager
System Backup
+ System Configuration

Applications
EPM Servers

This page displays a list of Voice over Internet Protocol (VoIP) servers that Experience Portal communicates with. You can configure multiple SIP
connections, but only one SIP connection can be enabled at any one given time.

MPP Sarvers
SNMP
Speech Servers
VioIP Connections
Zones

+ Security
Certificates
Licansing

~ Reports.
Standard
Custom
Scheduled

~ Multi-Media Configuration
Emnail
HTML
SMS

Step 2 - Configure a SIP connection as follows:
e Name — Set to a descriptive name (e.g., EP_SIP).
e Enable — Set to Yes.
e Proxy Server Transport — Setto TLS.
e Select Proxy Servers, and enter:
o Proxy Server Address: 10.64.101.249 (the IP address of the Session Manager
signaling interface defined in Section 7.5).
o Port: 5061
o Priority: 0 (default)
o Weight: 0 (default)
Listener Port — Set to 5061.
SIP Domain — Set to avaya.lab.com (see Section 7.2).
Consultative Transfer — Select INVITE with REPLACES.
SIP Reject Response Code — Select ASM (503).
Maximum Simultaneous Calls — Set to a number in accordance with licensed capacity.
In the reference configuration a value of 100 was used.
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Select All Calls can be either inbound or outbound.

SRTP Enable: Yes

Encryption Algorithm: AES_ CM_128

Authentication Algorithm: HMAC_SHA1 80

RTCP Encryption Enabled: No

RTP Authentication Enabled: Yes

Click on Add to add SRTP settings to the Configured SRTP List
Use default values for all other fields.

Click Save.

AVAYA

Expand All | Collapse All

¥ User Management
Foles
Users
Login Options
* Real-time Monitoring
System Monitor
Active Calls
Port Distribution
+ System Maintenance
Audit Log Vizwer
Trace Viewar
Log Viewer
Alarm Manager
System Management
Application Server
EPM Manager
MPP Manager
Software Upgrade
System Backup
System Configuration
Applications
EPM Servers
MPP Servers
SHNMP
Speech Servers
VoIP Connections
Zones
* Saecurity
Certificates
Licensing
* Reports
Standard
Custom
Scheduled

4

4

* Multi-Media Configuration

Email
HTML
SMS

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Home WolIP Connections
Change SIP Connection

Use this page to change the configuration of a SIP connection.

Mame: EP_SIP
Enable: ® Yes No

Proxy Transport: [ TLS ¥

® Prowy Servers DMNS SRV Domain

Address __________[Port __|Priority Jweight | ]
10.64.101.249 5061 0 a Remove

Additional Proxy Server

Listener Port: 5061

SIP Domain: |avaya.lab.com
P-Asserted-Identity:

Maximum Redirection Attempts: |0

Consultative Transfer: ® INVITE with REPLACES REFER

SIP Reject Response Code: ® ASM (503) SES (480) Custom 503
SIP Timers

T1: 250 milliseconds

T2: 2000 | milliseconds

B and F: 4000 milliseconds

Call Capacity
Maximum Simultaneous Calls: 100

® Al Calls can be either inbound or outbound

Configure number of inbound and outbound calls allowed

SRTP
Enable: ® ves Mo

Encryption Algorithm: ® AES_CM_128 NONE
Authentication Algerithm: ® HMAC_SHA1_30 HMAC_SHA1_32
RTCP Encryption Enabled: Yes ® Mg

RTP Authentication Enabled: ® yes Mo

Configured SRTP List

SRTP-Yes, AES_CM_128 HMAC_SHA1_80,RTCP Encryption-No,RTP Authentication-Yes
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6.4. Speech Servers

The installation and administration of the ASR and TSR Speech Servers are beyond the scope of
this document. Some of the values shown below were defined during the Speech Server
installations. Note that in the reference configuration the ASR and TTS servers used the same IP
address.

ASR speech server:

AVAYA |
Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Expand All | Collapse All B - o o -
You are here: Home > System Configuration > Speach Servers
+ User Management
Roles
Users
Login Opticns
* Real-time Monitoring
Systam Monitar
Active Calls
Part Distribution
¥ System Maintenance P s
Audit Log Viewer ASR||TTS |
Trace Viewer

Log Viewer Total Number of
I N e e o, e e e

~ System Management
Application Server MuanceASR Yes 10.64.101.154 Muance MRCP V1 4500 English{USA) en-US
EPM Manager

Software Upgrade
System Configuration
Applications

EPM Servers

MPP Servers

SHNMP

Speech Servers

WolP Connections

Zones

Speech Servers

This page displays the list of Automated Speech Recognition (ASR) and Text-to-Speech (TTS) servers that Experience Portal communicates with.

4

TTS speech server:

AVAYA =
Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Expand All | Collapse All u _ - - -
ou zre here: Home > System Configuration > Speech Servers
¥ User Management
Roles
Users.
Login Options
T Real-time Monitoring
System Monitor
Active Calls
Port Distribution
* System Maintenance [ Y
Audit Log Viewer ‘ ASR ” s |
Trace Wiewar

Log Viewer Total Number of
I R e R e L I N L I

¥ System Management
Application Server Nuance Yes 10.64.101.154 MNuance MRCP V1 45900 English{USA) en-US Jennifer F
EPM Manager

MPP Manager m Delete
Softwara Upgrade -
System Backup Customize m

 System Confi ion
Applications

EPM Servers

Speech Servers

This page displays the list of Automated Speech Recognition (A5R) and Text-to-Speech (TT5) servers that Experience Portal communicates with.

MPP Servers
SHNMP

Speech Servers
WolP Connactions
Zones
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6.5. Application References

This section describes the steps for administering a reference to the VXML and/or CCXML
applications residing on the application server. In the sample configuration, the applications were
co-resident on one Experience Portal server, with IP Address 10.64.101.252.

Step 1 - In the left pane, navigate to System Configuration->Applications. On the
Applications page (not shown), click Add to add an application and configure as
follows:

e Name — Set to a descriptive name (e.g., Test2_APP).

e Enable — Set to Yes. This field determines which application(s) will be executed based
on their defined criteria.

e Type — Select VoiceXML, CCXML, or CCXML/VoiceXML according to the
application type.

e VoiceXML and/or CCXML URL - Enter the necessary URL(S) to access the VXML
and/or CCXML application(s) on the application server. In the sample screen below, the
Experience Portal test application on a single server is referenced.

e Speech Servers ASR and TTS — Select the appropriate ASR and/or TTS servers as
necessary.

e Application Launch — Set to Inbound.

e Called Number — Enter the number to match against an inbound SIP INVITE message
and click Add. In the sample configuration illustrated in these Application Notes, the
dialed DID number 12134237452 provided by the service provider was used. Inbound
calls with this called party number will be handled by the application defined in this
section. Note that Experience Portal only allows numbers when entering the DID number
in the “Called Number” field, thus the “+” preceding the “1” to comply with the E.164
numbering format could not be added. The work around is to add an Adaptation in
Session Manager to remove the “+” from the Request-Line-URI header of SIP INVITE
messages destined to Experience Portal (Section 7.4).
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Avaya Aura® Experience Poria
Expand All | Collapse Al

« User Management
Rales
Users
Login Options

~+ Real-time Monitoring
System Monitor
Active Calls
Port Distribution

* System Maintenance

Trace Viewer
Log Viewer
Alzrm Manager
« System Management
Application Server
EPM Manzger
MFP Manager
Software Upgrade
System Backup
~ System Configuration
Applications
EPM Servers
MEP Servers
SNMP
Speach Servers
VoIP Connections
Zones
 Security
Certificatas
Licensing
- Reports
Standard
Custom
Scheduled
~ Multi-Media Configuration
Email
HTML
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2.2 [ExperiencePortal)

Home Applications

Change Application

Use this page to change the configuration of an application.

Name: Test2_APP.
Enable: 5 yes Mo
Type: CCXML b
Reserved SIP Calls: ® Haone Minimum Maximum
Requested: 5
URI
Single Fail Cwear Load Balance
CCXML URL: http://10.64.101.252/mpp/misc/avptestapp/root.coxml

Mutual Certificate Authentication:
Basic Authentication:

ASR Speech Servers -
Engine Types

Selected Engine Types

<None> Muance
ASR: o
MNuance
Languages Selectad Languagas
<zMone= o English(Us4) en-Us
Resources: Acquire on call start and retain ¥

M Best List Length:
Speech Complete Timeout: o] milliseconds

Speach Incomplete Timaout: milliseconds

Vendor Parameters:

&
TTS Speech Servers -
Voices
=None=
TTS:|Nuance ¥
Application Launch -
& Inbound Inbound Default Cutbound
= Number MNumber Range URI
Called Mumber: m
505 -

|5528815541

Speech Parameters »
Reporting Parameters »
Advanced Parameatars »

| Avply | Cancel | Help
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6.6. MPP Servers and VoIP Settings

This section illustrates the procedure for viewing or changing the MPP Settings. In the sample
configuration, the MPP Server is co-resident on a single server with the Experience Portal
Management server (EPM).

Step 1 - In the left pane, navigate to System Configuration=>MPP Servers and the following
screen is displayed. Click Add.

AVA A Welcome, epadmin
Last logged in May 29, 2020 =t 10:55:59 AM PODT

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) fiHome ?.Help @ Logoff

Expand Al | Collapse Al

Home
+ User Management
o= MPP Servers
Users
Login Options

- Real-time Monitoring This pags d'lspl_a',!s the list _DF I'~t1edia Processir’g P.Iatﬁ:vrm (MPF} servers '||:\ the Ex!:lerience Fortal system. Whan an MPP receives a call from 2 PBX,
System Moniter it invokes a WoiceXML application on 2n application server and communicates with ASR and TTS servers as necessary to process the call
Active Calls

Part Distribu_tion Host + |Network Address « | Network Address = Nelwurk Address = Madmum 'I' I_ellel
- :vm P’{«'_!_lllle"aflce Address - VoIP' MRCP ~| Simulaneous Calls raee
udi figwer
Trace ‘.l'iegwer MFPP 10.64,101,252 <Default> <DeFau|t> <Defau|t> Use MPP E-ettlngs

Log Viewer Delet
Alzrm Manager Delete
* System M. t
e MPP Settings [ll Browser Settings [l Video Seitings [l VoIP Settings [l Help |

EPM Manzger
MPEP Manager
Software Upgrade
System Backup
+ System Configuration
Applications
EPM Servers
MPP Servers
SHMP
Speech Servers
VoIP Connections
Zones
 Security
Certificates
Licensing
~ Reports
Standard
Custom
Scheduled
+ Multi-Media Configuration
Email
HTML
SMS
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Step 2 - Enter any descriptive name in the Name field (e.g., MPP) and the IP address of the
MPP server in the Host Address field and click Continue (not shown). Note that the
Host Address used is the same IP address assigned to Experience Portal.

Step 3 - The certificate page will open. Check the Trust this certificate box (not shown). Once
complete, click Save.

AVAYA

Expand All | Collapse Al

- User Management
Foles
Users
Login Options
~ Real-time Monitoring
System Menitor
Active Czlls
Port Distribution
- System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alzrm Manager
- System Management
Application Server
EPM Manzger
MPP Manager
Seftware Upgrade
System Backup
= System Configuration
Applications
EPM Servers
MPP Servers
SHME
Speech Servers
VelIP Connections
Zones
- Security
Certificates
Licensing
- Reports
Standard
Custom
Scheduled
+ Multi-Media Configuration
Email
HTML
SM5

Avaya Aura® Experience Portal 7.2.2 [ExperiencePortal) fiHome ?.Help @ Logoff

Welcome, epadmin
Last logged in May 29, 2020 =t 10:55:39 AM PDT

Home MEP Servers

Change MPP Server

Use this page to change the configuration of 2n MPP. Take care when changing the MPP Trace Logging Thrasheolds. Do nat
set Trace Levels to Finest if your Experience Portal system has heawy call traffic, The system might experience performance|
issues if Trace Levels are set to Finest. Set Trace Levels to Finest only whan you are troubleshooting the system.

Namea: Mpp
Host Address: 10.64,101.252

Metwork Address (WVoIP): <Default=
Metwork Address (MRCP): <Default=
Metwork Address (AppSwr): <Default=

Maximum Simultan=zous Calls: |10

Restart Automatically: " vyaz No

MPP Certificate

Owner: CM=hg-aep-thornton.avaya.lab.com,O=Avaya,OU=EPM
Izssuer: (N=hg-zep-thornton.avaya.lab.com,0=Avaya, OU=EFM
Serial MNumber: 8bedidBdc?243144
Signature Algorithm: SHA2SewithRSA
Valid from: Movember 15, 2818 18:24:54 AM PST until Movember 13, 2028 18:24:54 AM PST
Certificate Fingerprints
MDS: cB:38:2d:eb:7e:55:fc: a8:bb:69:91:208:68:8b:ed
SHA: 36:bc:car82:1f:af:9a:de: 32:33: f:3d: 9:39:18:53:08
SHA-256: fF:B@:B3:87:92:d5:55 cd:@bas:¥f:Ffd:dard2:52 516214 daral e ca firdd: e 2erad: B8 140912 ea: FB
Subject Alternative MNames
DS Mame: hg-aep-thornton
DNS Mame: hg-aep-thornton.avaya.lab.com
1P Address: 18.64.181.352

Categories and Trace Levels »

HG; Reviewed:
SPOC 9/2/2020

40 of 145
AvayaSIPAura81T

Solution & Interoperability Test Lab Application Notes
©2020 Avaya Inc. All Rights Reserved.



Step 4 - Click VolP Settings tab on the screen displayed in Step 1, and the following screen is

displayed.

¢ In the Port Ranges section, default ports were used.

AVAYA

- User Management
Roles
Users
Login QOptions

= Real-time Monitoring
System Menitor
Active Calls
Part Distributicn

= System Maintenance
Audit Log Viewer

Avaya Aura® Experience Portal 7.2.2 [ExperiencePortal) fiHome ?.Help @ Logoff
Expand all | Collapse Al

Welcome, epadmin
Last logged in May 29, 2020 at 10:55:55 AM POT

Home MPP Servers

VoIP Settings

Voice over Internet Protocol (WolF) is the process of sending wvoice data through a network
using one or more standard protocols such as H.222 and Real-time Transfer Protocol (RTR).
Use this page to configure parameters that affect how voice data is transferred through the
network. Mote that if you make any changes to this page, you must restart all MPPs,

Port Ranges -

Trace Viewer
Log Viewer E E
&larm Manager upe: 11000 20959
= System Management oo
Application Server ! 31000 33459
EPM Manzger MRCP:
MBP Manager 34000 356459
Software Upgrade H.323 Station: 37000 39459
System Backup . .
= System Configuration RTCP Monitor Settings -
Applications Host Address:
EPM Servers
MPP Servers Port:
SHME VoIP Audio Formats -
Speech Servers . - -
D R et e MPP Mative Format: |audie/basic r
Zones Codecs »
= Security QoS Parameters »
Certificates Out of Service Threshold (%% of VoIP Resources) »
= IECEFE:E Call Progress »
SEapn?:lard Miscellaneous »
Custom
i [sove [ Aooty f concer f o
~ Multi-Media Configuration
Email
HTML
SMS
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e Inthe Codecs section set:

o Set Packet Time to 20.

o Verify Codecs G711uLaw, G711lalLaw and G.729 are enabled (check marks). Set
the Offer and Answer Order as shown. In the sample configuration G711luLaw
is the preferred codec, with Order 1, followed by G711aLaw with Order 2 and
G729 with Order 3.

o On the codec Answer set G729 Discontinuous Transmission to Either.

e Use default values for all other fields.

Step 5 - Click on Save (not shown).

AVAYA
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* User Management
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Users
Login Options

- Real-time Monitoring
System Monitor
Active Calls
Port Distributicn

- System Maintenance
Audit Leg Viewar
Trace Viewer
Log Viewer
Alarm Manager

- System Management
Application Server
EPM Manzger
MEP Manager
Software Upgrade
System Backup
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Avaya Aura® Experience Portal 7.2.2 [ExperiencePortal) fiHome ?.Help @ Logoff

Welcome, epadmin
% Last logged in today at 7:51:57 AM POT

Home MPP Servers
VoIP Settings

Woice aver Internet Protocaol (WolP) is the process of sending voice data through a network
using ane or more standard protocols such as H.3232 and Real-time Transfer Protocol (RTE).
Use this page to configure parameters that affect how voice data is transferred through the
network. Mote that if you make any changes to this page. you must restart all MPPs,

Port Ranges -

Low Highi
UDe: 11000 20539
TCE: 31000 33439
MRLCP: 34000 35455
H.323 Station: 37000 353459

RTCP Monitor Settings »
VoIP Audio Formats

Applications
EPM Servers MPP Mative Format: | audio/basic ¥
MEP S=rvers
SHMP e
Speech Servers Offer
VoIP Connzcions Enable Codec —JOrder ]
- gzlleuiity # G7llulaw |1
Certificates - G7llalaw |2
Licensing
~ Reports LA CF s 3
Standard
it Packet Time: 20 ¥ | milliseconds
= aﬂ’ﬁ?_ﬂ‘fﬂia Configuration G725 Discontinuous Transmission: Yas ™ Mo
Email Answer
HTML
i [Enable/Codec [Order |
L G711lulaw (1
L G711lalaw (2
+ G723 3
G725 Discontinuous Transmission: Yas Mo '™ Either
G729 Reduced Complexity Encoder:  ® vyas Ma
QoS Parameters »
Out of Service Threshold (% of VoIP Resources) »
Call Progress »
Miscellaneous »
| save | | cancel | Help |
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6.7. Configuring RFC2833 Event Value Offered by Experience Portal

The configuration change example noted in this section was not required for any of the call flows
illustrated in these Application Notes. For incoming calls from the service provider to
Experience Portal, the service provider specifies the value 101 for the RFC2833 telephone-
events that signal DTMF digits entered by the user. When Experience Portal answers, the SDP
from Experience Portal matches the service provider offered value.

When Experience Portal sends an INVITE with SDP as part of an INVITE-based transfer (e.g.,
bridged transfer), Experience Portal offers the SDP. By default, Experience Portal specifies the
value 127 for the RFC2833 telephone-events. Optionally, the value that is offered by Experience
Portal can be changed, and this section outlines the procedure that can be performed by an Avaya
authorized representative.
e Access Experience Portal via the command line interface.
e Navigate to the following directory: /opt/Avaya/ ExperiencePortal/MPP/config
e Edit the file mppconfig.xml.
e Search for the parameter “mpp.sip.rfc2833.payload”. If there is no such parameter
specified add a line such as the following to the file, where the value 101 is the value to
be used for the RFC2833 events. If the parameter is already specified in the file, simply

edit the value assigned to the parameter.
<parameter name="mpp.sip.rfc2833.payload">101</parameter>

e In the verification of these Application Notes, the line was added directly above the line
where the sip.session.expires parameter is configured.

After saving the file with the change, restart the MPP server for the change to take effect. As
shown below, the MPP may be restarted using the Restart button available via the Experience
Portal GUI at System Management = MPP Manager.
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Note that the State column shows when the MPP is running after the restart.
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Active Calls
Part Distribution
- System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer
Alarm Manager
= System Management
Application Server
EPM Manager
MBPP Manager
Software Upgrade
System Backup
= System Configuration
Applications
EPM Servers
MBEP Servers
SHMP
Speech Servers
VoIP Connections
Zones
- Security
Certificates
Licensing
= Reports
Standard
Custom
Scheduled
= Multi-Media Configuration
Email
HTML
SMS

w
T
I
t
ES
o
=l
i
v
I
]
w

MPP Manager (Jun 2, 2020 8:43:22 AM PDT) Aefrach

This page displays the current state of 2ach MPP in the Experience Portal system. To enable
the state and mode commands, select ane or more MPPs. To enable the made commands,
the selected MPPs must also be stopped.

Last PD" Jun 2, 2020 8:43:05 AM PDT

estart Schedule Al:l:lve Calls;|
O T e
No &

MPP Online Running ©OK Yes & Mone & o

State Commands

mmmm Restart/Reboot Options

One server at a time
Mode Commands

[ ofine | Test | onime |

All servers
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7. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:
e SIP domain.

e Logical/physical Locations that can be occupied by SIP Entities.
e Adaptation module to perform header manipulations.

e SIP Entities corresponding to Communication Manager, Session Manager, Experience
Portal and the Avaya SBCE.

e Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities.

e Routing Policies, which control call routing between the SIP Entities.
e Dial Patterns, which govern to which SIP Entity a call is routed.

The following sections assume that the initial configuration of Session Manager and System
Manager has already been completed, and that network connectivity exists between System
Manager and Session Manager.
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7.1.

System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Log On (not shown).
The screen shown below is then displayed; under Elements select Routing = Domains.

AVAYA

Aura® System Manager 8.1

& Users v # Elements v

System Resource Utilization
28

21

————
opt var emdata tmp

M Critica

Alarms

IP Office

Media Server

Routing

Session Manager

Web Gateway

Work Assignment

£ Services v

| Widgets v

shortcuts v

Meeting Exchange
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Notifications Application State *
License Status Active
o data
Deployment Type VMware
Multi-Tenancy DISABLED
COBM State DISABLED
Hardening Mode Standard
Information Shortcuts *
Elements Count  Sync Status Drag shertcuts here
CM 1 .
Wessaging 1 [ ]
Session Manager 1 ]
System Manager 1 [ ]
UCM Apglications 16 [ ]
Current Usage:
Domains 6/250000
USERS
Locations
Conditions D
SIMULTANEOUS ADMINISTRATIVE LOGINS
Adaptations
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults
Solution & Interoperability Test Lab Application Notes 46 of 145

AvayaSIPAura81T




The navigation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under the Routing link shown below.

AVAVA & Users v/ Elements v  # Services v Widgets v  Shortcuts v

Aura® System Manager 8.1

Routing

Routing .
Domain Management

Domains
New More Actions -

Locations
1Item &2

Conditions MName Type Notes

avaya.lab.com sip HG V-Domain

Adaptations
Select : All, None

SIP Entities

Entity Links

Time Ranges

Routing Policies

Dial Pattems

Regular Expressions

Defaults
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7.2. SIP Domain

Create an entry for each SIP domain for which Session Manager will need to be aware in order to
route calls. For the compliance test, this was the enterprise domain, avaya.lab.com. Navigate to
Routing - Domains in the left-hand navigation pane and click the New button in the right pane
(not shown). In the new right pane that appears (shown below), fill in the following:

e Name: Enter the domain name.

e Type: Select sip from the pull-down menu.

e Notes: Add a brief description (optional).

e Click Commit to save.

The screen below shows the entry for the enterprise domain.

MAVA & Users v/ Elements v & Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Routing
Routing

Domain Management Commit|| Cancel
Domains
Locations

iltem &
Conditions Name Type Notes
* lavaya.lab.com sip ¥ HG V-Domain
Adaptations
SIP Entities
Commit|| Cancel

Entity Links ==

Time Ranges

Routing Policies

Dial Pattemns

Regular Expressions

Defaults
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7.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management, call admission control and location-based routing. To add a
location, navigate to Routing = Locations in the left-hand navigation pane and click the New
button in the right pane (not shown). In the General section, enter the following values:

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description (optional).
e Click Commit to save.

The following screen shows the location details for the location named Session Manager.
Later, this location will be assigned to the SIP Entity corresponding to Session Manager. Other
location parameters (not shown) retained the default values.

AVAyA & Users v/ Elements v  # Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Routing

Routing . . =
Location Details Commit||Cancel
Domains

General

Locations * Name: |Session Manager

Conditions Notes: |VMware Session Manager

bEaEE Dial Plan Transparency in Survivable Mode

SIP Entities Enabled:

Entity Links Listed Directory Number:

) Associated CM SIP Entity:
Time Ranges

Routing Policies Overall Managed Bandwidth

Dial Pattemns Managed Bandwidth Units: |Khbit/sac ¥

Total Bandwidth:

Regular Expressions

Multimedia Bandwidth:

Defaults Audio Calls Can Take Multimedia Bandwidth:
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The following screen shows the location details for the location named Communication
Manager. Later, this location will be assigned to the SIP Entity corresponding to
Communication Manager. Other location parameters (not shown) retained the default values.

AVAVA & Users v/ Elements v & Services v | Widgets v Shortcuts v

Aura® System Manager 8.1

Routing

Routing . . =
Location Details Commit||Cancel
Domains

General

Locations * Name: Communication Manager

Conditions Notes: \Mware Communication Manager

Sapiain Dial Plan Transparency in Survivable Mode

SIP Entities Enabled:

Entity Links Listed Directory Number:

Associated CM SIP Entity:

Time Ranges

Routing Policies Overall Managed Bandwidth

Dial Pattems Managed Bandwidth Units: |Kbit/sec v
Total Bandwidth:
Regular Expressions

Multimedia Bandwidth:

Defaults Audio Calls Can Take Multimedia Bandwidth:
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The following screen shows the location details for the location named Avaya SBCE. Later, this
location will be assigned to the SIP Entity corresponding to the Avaya SBCE. Other location
parameters (not shown) retained the default values.

AVAyA & Users v FElements v ¥ Servicesv | Widgets v  Shortcuts v

Aura® System Manager 8.1

Routing

Routing
Location Details Commit/|Cancel
Domains

General
Locations * Name: Avaya SBCE
Conditions MNotes: Mware Avaya SECE
Adaptations

Dial Plan Transparency in Survivable Mode

SIP Entities Enabled:

Listed Directory Number:

Entity Links

_ Associated CM SIP Entity:
Time Ranges

Routing Policies Overall Managed Bandwidth

Dial Patterns Managed Bandwidth Units: | Kbit/sec v
Total Bandwidth:

Regular Expressions

Multimedia Bandwidth:

Defaults Audio Calls Can Take Multimedia Bandwidth:
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The following screen shows the location details for the location named Lab Others. Later, this
location will be assigned to the SIP Entity corresponding to the Experience Portal. Other location
parameters (not shown) retained the default values.

AVAyA & Users v/ Elements v &£ Services v | Widgets v  Shortcuts v

Aura® System Manager 8.1
Routing

Routing . . =
Location Details Commit||Cancel
Domains

General

Locations * Name: |Lab Others

Conditions Notes: |WMware Lab others

CEEEITS Dial Plan Transparency in Survivable Mode

SIP Entities Enabled:

Entity Links Listed Directory Number:

_ Associated CM SIP Entity:
Time Ranges

Routing Policies Overall Managed Bandwidth

Dial Pattemns Managed Bandwidth Units: | Kbit/sec ¥

Total Bandwidth:

Regular Expressions

Multimedia Bandwidth:

Defaults

Audio Calls Can Take Multimedia Bandwidth:
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7.4. Adaptations

In order to improve interoperability with third party elements, Session Manager 8.1 incorporates
the ability to use Adaptation modules to remove specific headers that are either Avaya
proprietary or deemed excessive/unnecessary for non-Avaya elements. Adaptations can also be
used to modify the numbers in SIP INVITE message headers before sending to its destinations
(e.g., Communication Manager, Experience Portal or the Avaya SBCE).

For the compliance test, an Adaptation was created to block the following headers from
outbound messages, before they were forwarded to the Avaya SBCE: AV-Correlation-ID, Alert-
Info, Endpoint-View, P-AV-Message-id, P-Charging-Vector and P-Location. These headers
contain private information from the enterprise, which should not be propagated outside of the
enterprise boundaries. They also add unnecessary size to outbound messages, while they have no
significance to the service provider.

Navigate to Routing - Adaptations in the left-hand navigation pane and click the New button
in the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:
e Adaptation Name: Enter an appropriate name, CM_Outbound_Header_Removal was
used in the sample configuration.
e Module Name: Select the DigitConversionAdapter option.
e Module Parameter Type: Select Name-Value Parameter.

Click Add to add the name and value parameters, as follows:
e Name: Enter eRHdrs. This parameter will remove the specified headers from
messages in the egress direction.
e Value: Enter “Adlert-Info, P-Charging-Vector, AV-Global-Session-1D, AV-Correlation-
ID, P-AV-Message-1d, P-Location, Endpoint-View”
e Click Commit to save.
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The screen below shows the adaptation created for the compliance test. This adaptation will later
be applied to the SIP Entity corresponding to the Avaya SBCE. All other fields were left at their
default values.

AVAYA & Users v/ Elements v & Services v Widgets v  Shortcuts + ‘ E | admi

Aura® System Manager 8.1

Routing

Routing . General
* Adaptation Name: CM_oOutbound_Header_Removal
Domains
Notes:
Locations * Module Name: DigitConversionAdapter ¥
Type: digit

Conditions
State: enabled ¥

Adaptations
Al Module Parameter Name-Value Parameter ¥
Type:
Adaptations
Add Remove
Regular Expressi... P value
) ) "Alert-Info, P-Charging-Vector, AV-Global-Session-1D, AV-

Device Mappings eRHdrs Correlation-ID, P-&V-Message-id, P-Location, Endpoint-View™ P
- . Select : All, None
SIP Entities
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A second Adaptation was created to remove the “+” from the number in the “Request-Line-URI”
of SIP INVITE messages received from the Avaya SBCE destined to Experience Portal. This
was necessary in order to match the DID number entry defined in Experience Portal, Section 6.5.
Experience Portal only accepts digit entries (e.g., 12134237452).

Navigate to Routing - Adaptations in the left-hand navigation pane and click the New button
in the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:
e Adaptation Name: Enter an appropriate name, Experience_Portal was used in the
sample configuration.
e Module Name: Select the DigitConversionAdapter option.
e Module Parameter Type: Leave blank.

On the Digit Conversion for outgoing calls from SM section at the bottom of the screen add
the following entries:

e Matching Pattern: Enter +1.

e Min: Enter 2.

e Max: Enter 12.

e Delete Digits: Enter 1.

e Address to Modify: Select Destination.

e Click Commit to save.
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The screen below shows the adaptation created for the compliance test. This adaptation will later
be applied to the SIP Entity corresponding to Experience Portal. All other fields were left at their
default values.

AVAVA & Users v JFElements v & Services v | Widgets v Shortcuts v ‘ = | admin

Aura® System Manager 8.1

Home Routing
?
Routing Help ?
Adaptation Details Commit|| Cancel|
Domains
General
Lrmis * Adaptation Name: Experience_Portal
Conditions Notes: Delete + from Request_Line_URI of cj
* Module Name: |DigitConversionAdapter ¥
Adaptations -
Type: digit
Adaptations State: |enabled ¥
Module Parameter Type: r
Regular Expression ...
Egress URI Parameters:
Device Mappings
SIP Entities Digit Conversion for Incoming Calls to SM
Add Remove
Entity Links
0Items Filter: Enable
Time Ranges Matching Pattern Min |Max | Phone Context Delete Digits Insert Digits. Address to modify Adaptation Data Notes
Routing Polides Digit Conversion for Outgoing Calls from SM
Disl Pattems add| [ Remove
1Item & Filter: Enable
Regular Expressions B . Phone Delete - Address to =
Matching Pattern Min Max oy e Insert Digits modify Adaptation Data Notes
#[+1 *2 #[12 *[1 destination ¥ Delets + from Request_Line URI of cal

Defaults

select : All, None

Commit|| Cancel
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7.5. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager, Avaya SBCE and Experience Portal. Navigate to
Routing = SIP Entities in the left navigation pane and click on the New button in the right
pane (not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for

SIP signaling (see Figure 1).
e Type: Select Session Manager for Session Manager, CM for

Communication Manager, SIP Trunk (or Other) for the Avaya SBCE and Voice Portal
for the Experience Portal.

e Adaptation: This field is only present if Type is not set to Session Manager.

If Adaptations were created, here is where they would be applied to the SIP entity.
e Location: Select the location that applies to the SIP Entity being created,

defined in Section 7.3.

e Time Zone: Select the time zone for the location above.
e Click Commit to save.

The following screen shows the addition of the Session Manager SIP Entity for Session

Manager. The IP address of the Session Manager Security Module is entered in the FQDN or IP

Address field.
AVAyA & Users v K Elements v  # Services v Widgets v  Shortcuts v ‘ — | admi
Aura® System Manager 8.1
Home Routing
Routing . . Help 2
SIP Entity Details |Commit] Cancel|
Domains General
i * Name: Session Manager
Locations
* IP Address: [10.64.101.249
Conditions SIP FQDN:
Adaptations Type: | Session Manager v
Notes: WVMware Session Manager
Adaptations
Regular Expressi.. Location: | Session Manager r
Qutbound Proxy: v
Hea=blanrings Time Zone: | America/New_York v
SIP Entities Minimum TLS Version: | Use Global Setting v
Credential name:
Entity Links
Monitoring
Ui e sIP Link Monitoring: | Use Session Manager Configuration ¥
Trexfiry Frfes CRLF Keep Alive Monitoring: | CRLF Monitoring Disabled v
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 57 of 145
SPOC 9/2/2020 ©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



The following screen shows the addition of the Communication Manager Trunk 2 SIP Entity
for Communication Manager. In order for Session Manager to send SIP service provider traffic
on a separate entity link to Communication Manager, the creation of a separate SIP entity for
Communication Manager is required. This SIP Entity should be different than the one created
during the Session Manager installation, used by all other enterprise SIP traffic. The FQDN or
IP Address field is set to the IP address of the “procr” interface in Communication Manager, as
seen in Section 5.3. Select the location that applies to the SIP Entity being created, defined in

Section 7.3. Select the Time Zone.

AVAYA & Users v J Elements v  # Services v Widgets v Shortcuts v ‘ =

Aura® System Manager 8.1

Routing

Routing

SIP Entity Details

Domains General

Locations

Conditions

Type:
Adaptations Notes:
Adaptations Adaptation:
) Location:

Regular Expressi...
Time Zone:
Device Mappings * SIP Timer B/F (in seconds):

SIP Entities

Entity Links

Time Ranges Call Detail Recording:

Routing Policies Loop Detection

Dial Pattemns

Monitoring

Fegear B SIP Link Monitoring:

03

* Name:

* FQDN or IP Address:

Minimum TLS Version:
Credential name:

Securable:

Loop Detection Mode:

CRLF Keep Alive Monitoring:

Commit|| Cancel
Communication Manager Trunk 2
10.64.101.241
cM v

Used for SP Testing

Communication Manager ¥
America/Mew_York v
=l

Use Global Setting ¥

none v

Off v

Use Sassion Manager Configuration ¥

Use Session Manager Configuration v
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The following screen shows the addition of the Avaya SBCE SIP Entity for the Avaya SBCE:
e The FQDN or IP Address field is set to the IP address of the SBC private network

interface (see Figure 1).

e On the Adaptation field, the adaptation module CM_Outbound_Header_Removal
previously defined in Section 7.4 was selected.
e Select the location that applies to the SIP Entity being created, defined in Section 7.3.

e Select the Time Zone.

AVAYA

& Users v S Elements v  # Services v Widgets v  Shortcuts v ‘ =
Aura® System Manager 8.1
Home Routing
Routing
SIP Entity Details Commit|| Cancel
Demains General
i * Name: Avaya SBCE
Locations
* FQDN or IP Address: |10.64.101.243
Cemiline Type: | SIP Trunk v
Adaptations Notes: WMware Avaya SBCE
Adaptations Adaptation: | CM_Outbound_Header_Removal ¥
) Location: | Avaya SBCE v
Regular Expressi...
Time Zone: | America/New_York v
Device Mappings * SIP Timer B/F (in seconds): 4
SIP Entities Minimum TLS Version: | Use Global Setting v
Credential name:
Entity Links
: Ssecurable:
Time Ranges call Detail Recording: |none v
Routing Policies Loop Detection
Loop Detection Mode: | Off T
Dial Pattems
Monitoring
Regular Expressions SIP Link Monitoring:  Use Session Manager Configuration v
« CRLF Keep Alive Monitoring: | Use Session Manager Configuration v
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 59 of 145
SPOC 9/2/2020 ©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



The following screen shows the addition of the Avaya Experience Portal SIP Entity:
e The FQDN or IP Address field is set to the IP address of the Experience Portal (see

Figure 1).

e On the Adaptation field, the adaptation module Experience_Portal previously defined in

Section 7.4 was selected.
e Select the location that applies to the SIP Entity being created, defined in Section 7.3.
e Select the Time Zone.

AVAYA

Aura® System Manager 8.1

Routing

Routing
Deomains
Locations
Conditions
Adaptations

Adaptations

Regular Expression ...

Device Mappings

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Pattemns
Regular Expressions

Defaults
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& Users v

# Elements ~ ¥ Services v

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detail Recording:

Loop Detection

Loop Detection Mode:
Loop Count Threshold:

Loop Detection Interval (in msec):

Monitoring

SIP Link Monitoring:

CRLF Keep Alive Monitoring:

Widgets v

Shortcuts v

Commit|| Cancel
Avaya Experience Portal
10.64,101.252
Vaoice Portal v

SIP Trunk to Avaya Experince Portal

Experience_Portal v
Lab Others v
America/Fortaleza v
4

Use Global Setting ¥

none ¥

200

Use Session Manager Configuration ¥

Use Session Manager Configuration ¥
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7.6. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Three Entity Links were created; an entity link to Communication Manager for use only by
service provider traffic, an entity link to the Avaya SBCE and an entity link to Experience Portal.
To add an Entity Link, navigate to Routing - Entity Links in the left navigation pane and click
on the New button in the right pane (not shown). Fill in the following fields in the new row that
is displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager from the drop-down menu (Section 7.5).

e Protocol: Select the transport protocol used for this link (Section 5.6).

e Port: Port number on which Session Manager will receive SIP requests from the far-end
(Section 5.6).

e SIP Entity 2: Select the name of the other system from the drop-down menu (Section
7.5).

e Port: Port number on which the other system receives SIP requests from
Session Manager (Section 5.6).

e Connection Policy: Select Trusted to allow calls from the associated SIP Entity.
e Click Commit to save.

The screen below shows the Entity Link to Communication Manager. The protocol and ports
defined here must match the values used on the Communication Manager signaling group form
in Section 5.6. TLS transport and port 5071 were used.

AVAyA & Users v JFElements v & Services v | Widgets v Shortcuts v ‘ = | admin

Aura® System Manager &1

Home Routing

Entity Links Commit||Cance!

Name SIP Entity 1 Protocol |Port SIP Entity 2 Port -
verride

# |Session_Manager_CM_Ti  * |[Q Session Manager TE ¥ # [5071 + |Q Communication Manager Trunk 2 #5071 ] trusted
Adaptations Select : All, None

Regular Expression ...

Device Mappings

SIP Entities

Entity Links
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The Entity Link to the Avaya SBCE is shown below; TLS transport and port 5061 were used.

FAV/A\V/N

Aura® System Manager 8.1
Home Routing
Routing
Domains
Locations
Conditions
Adaptations
Adaptations
Regular Expression ...
Device Mappings
SIP Entities

Entity Links

& Users v

F Elements v &

Entity Links

1 Item &
Name

# [Sassion_Manager_ASBCE

Select : All, None

Services v | Widgets v Shortcuts v

Commit||Cancel

SIP Entity 1 Protocol |Port SIP Entity 2

+ Q) Session Manager TLE * # [5061 + |Q Avaya SECE

Commit||Cancel

DNS Connection | DEMY
Port N - New
Override Policy N
Service
# [5051 ] tusted ¥
3

i
'

| admin

. »

Help 2

Filter: Enable

The Entity Link to the Experience Portal is shown below; TLS transport and port 5061 were

used.

PANV/\V/2
Aura® System Manager 8.1
Home Routing
Routing
Domains

Locations

Conditions

Adaptations
Regular Expression ...
Device Mappings

SIP Entities

Entity Links
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& Users v

# Elements v

Entity Links

1Item Y
Name

* [Session Manager Avaya {

Select : All, None

¥ Services v

SIP Entity 1

Shortcuts v

Widgets v

Commit||Cancel

Protocol |Port SIP Entity 2

# Q) Session Manager TS v + 5081 # | Q) Avaya Experienca Portal

Commit||Cancel

A=

Help ?
Filter: Enable
. Deny
DNS Connection
Port : = News
Override Policy )
Service
* [5081 m] trusted ¥

3
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7.7. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 7.5. Three routing policies were added; an incoming policy with
Communication Manager as the destination, an outbound policy with the Avaya SBCE as the
destination and an incoming policy with Experience Portal as the destination. To add a routing
policy, navigate to Routing - Routing Policies in the left navigation pane and click on the New
button in the right pane (not shown). The following screen is displayed:

¢ Inthe General section, enter a descriptive Name and add a brief description under Notes
(optional).

e Inthe SIP Entity as Destination section, click Select. The SIP Entity List page opens
(not shown). Choose the appropriate SIP entity to which this routing policy applies
(Section 7.5) and click Select. The selected SIP Entity displays on the Routing Policy
Details page as shown below.

e Use default values for remaining fields.

e Click Commit to save.

The following screens show the Routing Policies for Communication Manager, the Avaya SBCE
and the Experience Portal.

AVAyA & Users v J Elements v £ Services v Widgets v  Shortcuts « ‘ E | admii

Aura® System Manager 81

Home Routing
Help ?
Routing zlp ?
Routing Policy Details |Commit|| Cancel|
Domains
General
Locations * Name: [To CM Trunk 2
Conditions Disabled:
* Retries: 0
Adaptations
Motes: For inbound calls te CM via Trunk 2
SIP Entities
SIP Entity as Destination
Entity Links Select
Mame FQDN or IP Address Type Notes
Time Ranges
Cammunication Manzager Trunk 2 10.54.101.241 cM Used for SP Testing
Routing Pelide .
A Rl Time of Day
Diial Patterns Add| [Remove| |View Gaps/Overlaps
1Item o2 Filter: Enable
Regular Expressions Ranking Mame |[Mon |(Tue |Wed |Thu |Fri Sat Sun | Start Time End Time Motes
0 24/7 00:00 23:59 Time Range 24/7
Defaults
U Select : All, None
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& Users v J# FElements v £ Services v

FAV/\V/

Aura® System Manager 8.1

Widgets «

Shortcuts

A=

Help ?

Routing Policy Details Commit||Cancel

General
Locations * Name: [Avaya SBCE
Conditions Disabled:

* Retries: 0
Motes: For outbound calls to SP via ASBCE

SIP Entities

SIP Entity as Destination
Entity Links Select

MName FQDN or IP Address Type MNotes
Time Ran

Avaya SBCE 10.64.101.243 SIP Trunk WMwiare Avaya SBCE
Routing Policies .
2 Time of Day

Dial Patterns Add Remove| |View Gaps/Overlaps

1Item o2 Filter: Enable
Regular Expressions Ranking Mame (Mon |Tue |(Wed |Thu |Fri Sat |Sum |Start Time End Time MNotes

0 24/7 00:00 23:59 Time Range 24/7

Defaults

Select : All, None

AVAYA & Users v JElements v & Services v Widgets +  Shortcuts v ‘ E | admin

Aura® System Manager 8.1
Routing

Routing

Routing Policy Details
Domains

General
Salite * Name: To Avaya Experience Portal

Conditions Disabled:

* Retries: 0

Adaptations

MNotes: To Avaya Experience Portal

SIP Entities
SIP Entity as Destination

Entity Links Select

Name FQDN or IP Address Type
Time Ranges

Avaya Experience Portal 10.54.101.252 Voice Portal
Routing Policies .

< Time of Day

Dial Patterns Add| [Remove| |View Gaps/Overlaps

1Item &2
Regular Expressio Ranking Name (Mon |(Tue |Wed |Thu |Fri Sat |Sun

0 24/7

Defaults

Select : All, None

Help ?
Commit||Cancel
Motes
SIP Trunk to Avaya Experince Portal
Filter: Enable
Start Time End Time Notes
00:00 212:59 Time Rangea 24/7
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7.8.

Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from Communication Manager and from Experience
Portal to the service provider and vice versa. Dial Patterns define which route policy will be
selected for a particular call based on the dialed digits, destination domain and originating
location. To add a dial pattern, navigate to Routing - Dial Patterns in the left navigation pane
and click on the New button in the right pane (not shown). Fill in the following, as shown in the
screens below:

In the General section, enter the following values:

Pattern: Enter a dial string that will be matched against the Request-URI of the call.
Min: Enter a minimum length used in the match criteria.

Max: Enter a maximum length used in the match criteria.

SIP Domain: Enter the destination domain used in the match criteria, or select “ALL”
to route incoming calls to all SIP domains.

Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the
Originating Locations and Routing Policy List that appears (not shown), select the
appropriate originating location for use in the match criteria (Section 7.3).

Lastly, select the routing policy from the list that will be used to route all calls that match
the specified criteria (Section 7.7). Click Select (not shown).

Click Commit to save.
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The following screen illustrates an example dial pattern used to verify inbound calls from the
PSTN to Communication Manager. In the example, calls to 11-digit numbers, preceded by a “+”,
starting with +1213, arriving from location Avaya SBCE, used route policy To CM Trunk 2 to
Communication Manager. The SIP Domain was set to avaya.lab.com.

AVAYA & Users v/ Elements v ¥ Services v | Widgets v  Shortcuts v ‘ E | admin

Aura® System Manager 8.1
Routing

Routi Help ?
Routing

Dial Pattern Details Commit||Cancel

Domains

General

(oo * Pattern: |+1213

Conditions * Min: |5

* Max: 36

Adaptations

Emergency Call:

SIP Entities SIP Domain: |avaya.lab.com ¥
Notes:
Entity Links
Time Ranges Originating Locations, Origination Dial Pattern Sets, and Routing Policies
Add Remove
LT FRE= 1Item o2 Filter: Enable
Originating et [ Routing Routing Routing
Dial Patterns o R - Dial Dial _ N Routing Policy _
Originating Location Name Location Policy |Rank Policy s Policy
Pattern Set Pattern Set = Destination
Notes Name Disabled Notes
Name Motes
Dial Patterns For
WhMiare To CM Communication  inbound
Avaya SBCE Avaya Trunk 1] Mznager Trunk  calls to
Origination Dial Pat... SBCE 2 2 CM wiz
Trunk 2
Regular Expressions aeledolllalione
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The following screen illustrates an example dial pattern used to verify outbound calls from
Communication Manager to the PSTN. In the example, calls to 11-digit numbers, preceded by a
“+”, arriving from location Communication Manager, used route policy to Avaya SBCE to the
Avaya SBCE. The SIP Domain was set to avaya.lab.com. In the reference configuration shown
below E.164 numbering format were used for national and international calls. Note that this dial
pattern does not include calls originating from Experience Portal to the PSTN.

A.VAYA & Users v J# Elements v £ Services v | Widgets v  Shortcuts v ‘ E | admin

Aura® Systemn Manager 8.1

Home Routing
H ?
Routing elp 2
Dial Pattern Details |commit||Cancel|
Domains
General
Locations * Pattern: |+
Conditions * Min: |1
* Max: 36

Adaptations
Emergency Call:

SIP Entities SIP Domain: |avaya.lab.com ¥

Notes:
Entity Links

s Originating Locations, Origination Dial Pattern Sets, and Routing Policies
Add Remove
Routing Polides

1Item & Filter: Enable
Origination | Origination - N - -
S Rowuti Rowuti Routi Routi
Dial Patterns o R Originating Dial Dial e el et e
Originating Location Name N Policy |Rank Policy |Policy Policy
Location Notes Pattern Set | Pattern Set = =
Mame Disabled | Destination | Notes
Name Notes
Dial Pattermns Far
WMviare Avava Avayva outbound
Communication Manager Communication SEIC;E a SEIC"E calls to
Origination Dial Pat... Manager SP via
ASBCE

Select : All, None

Regular Expressions

Note — Service numbers, e.g., x11, 1411, 5551212, etc. were not tested (Section 2.1), if access to
service numbers needs to be added at a later date, dial patterns for Non-E.164 numbers should be
used, e.g., x11, 1411, 5551212, using Originating Location: Communication Manager and
Route policy: Avaya SBCE, same as shown in the above screenshot. Also, route patterns for
Non-E.164 numbers should be added, refer to Section 5.10.
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The following screen illustrates an example dial pattern used to verify outbound calls from
Experience Portal to the PSTN. Note that this dial pattern does not include the “+” preceding the
“1” since Experience Portal does not include the “+”. In the example below, calls to 11-digit
numbers, arriving from location Lab Others (Experience Portal) used route policy to Avaya
SBCE to route calls to the Avaya SBCE, this entry handles all other outbound calls from
Experience Portal to the PSTN. The domain was set to avaya.lab.com.

Note — If Experience Portal is not included as part of the Avaya Enterprise equipment the dial
pattern shown below can be omitted/excluded.

AVAVA & Users v JF Elements v £ Services v Widgets ~  Shortcuts v ‘ = | admin

Aura® System Manager 8.1

Routing
Help 7
Routing p?
Dial Pattern Details |Commit]| Cancel
Domains
General
Locations + pattern: 1
* H
Conditions Min: [11
* Max: 11
Adaptations
Emergency Call:
SIP Entities SIP Domain:  avaya.lab.com ¥
Notes:
Entity Links
X Originating Locations, Origination Dial Pattern Sets, and Routing Policies
Time Ranges
Add Remove
Routing Policies 2 Items ¥ Filter: Enable
Ll - - N Originating g_l";g‘““at-"m 3':?-”]“]0” Ro'flting AT ROL.Iting Rmflting
Originating Location Name St e o [ty Policy Rank F‘ul\cv Pul\q 7 Policy
Name Disabled | Destination | Notes
_ _ Name Notes
Dial Patterns
Origination Dial Pat...
Regular Expressions Fozb d
Lab Oth WMware Lab Avaya o Avaya ouH iun
@ ers others SBCE SBCE i
Defaults ASBCE
Select : All, None
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The following screen illustrates an example dial pattern used to verify inbound calls from the
PSTN to Experience Portal. In the sample configuration one of the DID numbers provided by the
service provider was used as a test number to route calls from the PSTN to Experience Portal,

arriving from location Avaya SBCE, used routing policy To Avaya Experience Portal. The SIP
Domain was set to avaya.lab.com.

MAYA & Users ¥ J# Elements v & Services v Widgets ¥  Shortcuts v ‘ = | admin
Aura® System Manager &1

Routing

Routi Help 2
Routing

Dial Pattern Details Commit||Cancel

Domains

General

Locations “ pattern: |+12134237452

Conditions * Min: 12

* Max: |36

Adaptations

Emergency Call:

SIP Entities SIP Domain: |avaya.lab.com ¥
Notes:
Entity Links
Time Ranges Originating Locations, Origination Dial Pattern Sets, and Routing Policies
Add Remove
[y el 1 Item & Filter: Enable
- - Origination | Origination - - - -
P _ Originating | _ _ Routing Routing | Rowuting Routing
Dial Patterns - N - - Dial Dial = - z z
Originating Location Name Location Policy Rank | Policy |Policy Policy
Pattern Set Pattern Set = il
Notes MName Disabled | Destination | Notes
Name Motes

Dial Patterns

Whhiare To Awvaya Avaya To Avaya
Avaya SBCE Avaya Experience a Experience Experience
SBCE Fortal Fortal Fartal

Origination Dial Pat...

Select : all, None

Repeat the above procedures as needed to define additional dial patterns.
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7.9. Verify TLS Certificates — Session Manager

Note — Testing was done with System Manager signed identity certificates. The procedure to
obtain and install certificates is outside the scope of these Application Notes.

The following procedures show how to verify the certificates used by Session Manager.
Step 1 - From the Home screen, under the Services heading, select Inventory.

AVAYA & Users v F Elements v

Widgets v Shortcuts v ‘ = | i
Aura® System Manager &1
System Resource Utilization *| notifications * Application State *
= License Status Adtive
- No data
: Deployment Type Vhiware
Multi-Tenancy DIsASLED
OB State DIsASLED
Hardening Mege Standard
ata swiibr 2ud
m it o MmN
x x x
Alarms Information Shortcuts
Replication Elements Count  Sync Status Drag shortcuts here
o™ 1 [
SourcelP
WMessaging 1 [
Session Manager 1 [
System Menager 1 [
UCM Agplications 16 [
Current Usage:
6/250000
USERS
1750
SIMULTANEOUS ADMINISTRATIVE LOGINS
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Step 2 - In the left pane under Inventory, click on Manage Elements and select the Session
Manager element, e.g., Session Manager. Click on More Actions = Manage Trusted
Certificates.

AVAyA & Users v FElements v & Services v Widgets v Shortcuts v ‘ = | i

Aura® System Manager 8.1
Inventory
Help 2

Manage Elements | Discovery
Manage Elements
Create Profiles and Disc... Manage Elements

Element Type Access

Elements
Subnet Configuration A" -
) View Edit| |(@New | [@Delete| |Details More Actions = Advanced Search »
— Manage Trusted Certificates
Mana v 12ltems & Show All ¥ Tanage [dentity Certicates Filter: Enable
MName Mo Type Device Type SEID Reg. Status
AAM 10 Messaging
[meert Communication Avays AuralR)
M 1c ‘Communication
Manager
SAL Gateway configuration Manager
Carporate Diractary 10 Product Registration ucMApp
hg-smar-thornton.avaya.lab.cam (arimary) 1 View Certificate Add Status | ycmapp
IPSac 10.64.101.247 UCMApp
Numbering Groups 10.64.101.247 UCMApRD
Patches 10.64.101.247 UCMApp
Securs FTR Token 10.64.101.247 UCMApp
o Session Managar 10.64.101.248 Session Managar Session Manager
SNMP Profilas 10.64.101.247 UCMApD
Software Deployment 10.64.101.247 UCMApp
System Manager 10.64.101.247 System Manager
Select : All, None
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Step 3 - Verify the System Manager Certificate Authority certificate is listed in the trusted store,
SECURITY_MODULE_SIP. Click Done to return to the previous screen.

AVAYA

& Users v/ Elements v  # Services v Widgets v  Shortcuts v

Aura® System Manager 8.1

Home Inventary

Manage Elements | Discovery
Manage Elements
Help ?
Create Profiles and Disc...
Element Type Acc Manage Trusted Certificates e

Subnet Configuration

Manage Trusted Certificates

hronization

View Export

14 Items Y

Remove

Filter: Enable

Cennection Pooling Store Description Store Type Subject Name
Used for validating TLS client identity certificates SECURITY_MODULE_HTTP CM=hg-aep-thornton.avaya.lab.com, OU=SIP CA, O=Avaya
Used for validating TLS dient identity certificates SECURITY_MODULE_HTTP O=AVAYA, OU=MGMT, CN=default
Used for validating TLS client identity certificates SAlL_AGENT CM=hg-aep-thornton.avaya.lab.com, OU=SIP CA, O=Avaya
Used for validating TLS dient identity certificates SAL_AGENT O=AVAYA, OU=MGMT, CN=default
POSTGRES O=AVAYA, OU=MGMT, CN=default
Used for validating TLS client identity certificates WEBSPHERE CM=hg-aep-thornten.avaya.lab.com, OU=SIP CA, O=Avaya
Used for validating TLS client identity certificates WEBSPHERE O=AVAYA, OU=MGMT, CN=default
Used for validating TLS server identity certificates SYSLOG O=AVAYA, OU=MGMT, CN=default
Used for validating TLS dlient identity certificates SECURITY_MODULE_SIP CHN=hg-aep-thornton.avaya.lab.com, OU=SIP CA, O=Avaya

i Used for validating TLS

client identity certificates

SECURITY_MODULE_SIP

Q=AVAYA, OU=MGMT, CN=default

Used for validating TLS
Used for validating TLS
Used for walidating TLS
Used for validating TLS
Select : All, None

dlient identity certificates
dient identity certificates
dient identity certificates

client identity certificates

SECURITY_MODULE_SIP
SECURITY_MODULE_SIP
MGMT_JBOSS
MGMT_JBOSS

CH=Avaya Product Rool N
O=aAvaya Inc.,, C=US

=Fvaya Product PKI,

CH=~Avaya Call Server, OU=Media Server, O=Avaya Inc.,
C=uUs

CN=hg-aep-thornton.avaya.lab.com, OU=SIP CA, O=Avaya

O=AVAYA, OU=MGMT, CN=default

Step 4 - With Session Manager selected, click on More Actions = Manage Identity
Certificates.

AVAYA g Friements+ @sevices | widgets v Shortauts v Il A= | o
Aura® System Manager 8.1
Inventory
2
ory Help
Manage Elements Discovery
Manage Elements
Create Profiles and Disc... Manage Elements
Element Type Access
Elements
Subnet Configuration A" -
) View Edit| |(@New | [@Delete| |Details ta More Actions = Advanced Search »
= Manage Trusted Certificates
Man iceabil 12 Items @ Show [All ¥ Manage dentity Cert Filter: Enable
MName Mo Type Device Type SEID Reg. Status
hronization aaM d Messaging
Import
5 Avaya Aura(R]
cm 10 Cemmunication Communicatian
Manager
SAL Gateway configuration Manager
Corperats Dirsctory 10 Product Registration ucMApp
hg-smar-thornton.avaya.lab.cam (arimary) 1 View Certificate Add Status | ycmapp
IPSac 10.64.101.247 UCMApp
Numbering Groups 10.64.101.247 UCMApRD
Patches 10.64.101.247 UCMApp
Securs FTR Token 10.64.101.247 UCMApp
L4 Session Manager 10.64.101.248 Session Manager Session Manager
SNMP Profilas 10.64.101.247 UCMApD
Software Deployment 10.64.101.247 UCMApp
System Manager 10.64.101.247 System Manager
Select : All, None
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Step 5 - Verify the Security Module SIP service has a valid identity certificate signed by
System Manager. If the Subject Details and Subject Alternative Name fields of the

System Manager signed certificate need to be updated, click Replace, otherwise click
Done (not shown).

AVAyA & Users v # Elements v & Services v Widgets v Shortcuts v ‘
Aura® System Manager 8.1

Inventory

Manage Elements Discovery
Manage Elements

Create Profiles ai
Manage Identity Certificates
Element Type Access

Add |Remove| IHake defau\tl IRepIace‘ Export| Renew

Subnet Configuration N
6 Items Y Filter: Enable
Select Ei’;':a"d Service Name Common Name valid To Expired Service Description
. spiritalias spiritalias ;ESZSE” 22 18:36:15 EDT - SPIRIT Service
Thu Sep 22 18:35:18 EDT Security Module HTTPS
securitymedule_http securitymedule_http 2093 No e
Connection Pooling 135:
! ' 9 mgmt mgmt ;E;ZSED 22 18:36:14 EDT Management Services
Thu Sep 22 18:36:16 EDT Security Module SIP
. securitymodule_sip securitymodule_sip s No =
syslog syslog ;B::SED 2218:36:18 EDT Syslog Services
postgres postgres ;E:ZSED 2218:36:17 EDT - Postgres Service
Select : None
Certificate Details
Subject Details C=US, O=Avaya, CN=10.64.101.249
Valid From  Mon Jun 24 18:36:16 EDT 2019 Valid Toe Thu Sep 22 18:36:16 EDT 2022

Key Size 20438
Issuer Name  O=AVAYA, OU=MGMT, CN=default

Certificate

1 = c5be82a4c177b82ctb6e00c083650c03962744b7
Fingerprint

Subject

o dNSName=avaya.lab.com, iPAddress=10.64.101.249
Alternative Name

Serial Number  55706F816334A692

Basic Constraints  End Entity Certificate
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8. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation have already been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE consult the Avaya SBCE documentation in the References section.

Some screens capture will show the use of the Edit command instead of the add command, since
the configuration used for the testing was previously added.

8.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA =

WELCOME TOQ AVAYA SEC

Continue

Unauthorized access to this machine is prohibited. This system is for

SESS |0n Border CO ntrouer the use authorized users only. Usage of this system may be monitored
fo r E nte rprise and recorded by system personnel.

Anyone using this system expressly consents to such monitering and
is advized that if such monitering reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring to law enforcement officials.

@ 2011 - 2020 Avaya Inc. All rights reserved.
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Once logged in, on the top left of the screen, under Device: select the device being managed,
Avaya_SBCE in the sample configuration.

Device: EMSv Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

EMS
Avaya_SBCE er Controller for Enterprise AVAYA
EMS Dashboard Dashboard
» System Administration 100300 AM EMS
Backup/Restore Syslem Time EDT Refresh
> Monitoring & Logging Version 81.0.0.14.18490 Avaya SBCE
GUI Version 8.1.0.0-18490
. Mon Feb 03 17:23:09
Build Date UTC 2020
License State @ OK
Aggregate Licensing Overages 0
Peak Licensing Overage Count 0
Last Logged in at 07/24/2020 09:03:43 EDT
Failed Login Attempts 0
None found None found.
Add
No notes found
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The left navigation pane contains the different available menu items used for the configuration of
the Avaya SBCE. Verify that the status of the License State field is OK, indicating that a valid
license is present. Contact an authorized Avaya sales representative if a license is needed.

Device: Avaya_SBCE v

Alarms  Incidents Statusv Logsv Diagnostics Users

Settings v Help ¥ Log Out

EMS Dashboard
Device Management
Backup/Restore

» System Parameters
> Configuration Profiles
> Services

> Domain Policies

> TLS Management

+ Network & Flows

+ DMZ Services

» Monitoring & Logging

Session Border Controller for Enterprise

Dashboard
. 10:05:18 AM v EMS
System Time EDT Refresh
Avaya_SBCE
Version 8.1.0.0-14-18490
GUI Version 8.1.0.0-18490
. Mon Feb 03 17:23:09
Build Date UTGC 2020
License State @ 0K

Aggregate Licensing Overages 0
Peak Licensing Overage Count 0
Last Logged in at 07/24/2020 09:03:43 EDT

Failed Login Attempts 0

Active Alarms (past 24 hours) Incidents {past 24 hours)

None found None found

No notes found

Installed Devices

AVAYA
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8.2. Device Management

To view current system information, select Device Management on the left navigation pane. In
the reference configuration, the device named Avaya_SBCE is shown. The management IP
address that was configured during installation is blurred out for security reason; the current
software version is shown. The management IP address needs to be on a subnet separate from the
ones used in all other interfaces of the Avaya SBCE, segmented from all VVoIP traffic. Verify that
the Status is Commissioned, indicating that the initial installation process of the device has been
previously completed, as shown on the screen below.

Device: Avaya_ SBCE~ Alarms Incidents Stalusv Logsv Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management

Device Management

Backup/Restore

System Parameters Devices H Updates || SSL VPN H Licensing H Key Bundles ‘

Configuration Profiles

Device Name

[hanagement  version  Status

Services
51.0.0-
Domain Policies Avaya_SSCE o
TLS Management 18490
Network & Flows
DMZ Services

Monitoring & Logging

Commissicned Reboot Shuidown Restart Application View Edit Uninstall
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To view the network configuration assigned to the Avaya SBCE, click View on the screen shown
above. The System Information window is displayed, containing the current device
configuration and network settings. Note that DNS configuration is required for this solution.
The DNS information can be added by clicking on Edit shown on the previous screen.

Appliance Name
Box Type

Deployment Mode

Avaya_SBCE

SIP

Proxy

r Network Configuration

Device Configuration
HA Mode No

Two Bypass Mode No

System Information: Avaya SBCE X

General Configuration

r License Allocation

Standard Sessions
Requested: 2000

Advanced Sessions
Requested: 2000

Scopia Video Sessions
Requested: 500

CES Sessions
Requested: 0

Transcoding Sessions
Requested: 0

CLID

Encryption
Available: Yes

1000

1000

500

0

0

10.64.101.243 10.64.101.243 255.255.255.0 10.64.101.1
Al
Al
B1
B1
10.10.80.51 10.10.80.51 255.255.255.128 10.10.80.1 B1
r DNS Configuration Management IP(s)
Primary DNS 3888 [ IP #1 (IPv4)
Secondary DNS  7.7.7.7
DNS Location DMZ
DNS Client IP 10.10.80.51
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The IP addresses in the System Information screen shown above are the ones used for the SIP
trunk to the service provider and are the ones relevant to these Application Notes. The other IP
addresses assigned to the Avaya SBCE Al and B1 interfaces that are blurred out are used to
support remote workers and other SIP trunks, and they are not discussed in this document. Also
note that for security purposes, any public IP addresses used during the compliance test have
been masked in this document.

In the reference configuration, the private interface of the Avaya SBCE (10.64.101.243) was
used to connect to the enterprise network, while its public interface (10.10.80.51) was used to
connect to the public network. See Figure 1.

On the License Allocation area of the System Information, verify that the number of Standard
Sessions is sufficient to support the desired number of simultaneous SIP calls across all SIP
trunks at the enterprise. The number of sessions and encryption features are primarily controlled
by the license file installed.

HG; Reviewed: Solution & Interoperability Test Lab Application Notes 79 of 145
SPOC 9/2/2020 ©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



8.3. TLS Management

Note — Testing was done with System Manager signed identity certificates to enable TLS
encryption inside of the enterprise (private network side). Also, testing was done with identity
certificates signed by a 3" party trusted certificate authority (CA) for enhanced security to enable
TLS encryption outside of the enterprise (public network side). The procedure to create/obtain
the required TLS certificates is outside the scope of these Application Notes and it’s not
discussed in these Application Notes.

The following procedures show how to create the client and server profiles to support TLS
encryption in the Avaya SBCE.

8.3.1. Verify TLS Certificates — Avaya Session Border Controller for
Enterprise

Once logged in, on the top left of the screen, under Device: select the device being managed,
Avaya SBCE in the sample configuration.

Device: Avaya_SBCE~ Alarms  Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

EMS
Avaya_SBCE er Controller for Enterprise
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Step 1 - Select TLS Management = Certificates from the left-hand menu. Verify the
following:

e Verify the System Manager Root CA certificate is present in the Installed CA
Certificates area, this certificate is required to enable TLS encryption inside of the
enterprise (private network side). This Root CA certificate needs to be manually
downloaded from System Manager and installed in the Avaya SBCE; this Root CA
certificate doesn’t come pre-loaded in the Avaya SBCE. Certificates from a 3 party
trusted Certificate Authority (CA) could be used for TLS encryption inside of the
enterprise (private network side) instead of using Avaya System Manager as the
Certificate Authority.

e Verify the Root CA certificates for the trusted certificate authority being used by the
Service Provider are present in the Installed CA Certificates area, required to enable
TLS encryption outside of the enterprise (public network side). These Root CA
certificates need to be manually loaded/installed in the Avaya SBCE; these Root CA
certificates don’t come pre-loaded in the Avaya SBCE. The Service Provider (Avaya)
could provide the Root CA certificates to the customer or the customer can download
them directly from the 3" party trusted Certificate Authority web/home page. The name
of the 3" party trusted Certificate Authority will be required when downloading from the
3" party trusted Certificate Authority web/home page. The Service provider (Avaya) can
guide the customer on how to obtain the necessary certificates.

e Verify the identity certificate signed by the System Manager CA is present in the
Installed Certificates area.

e Verify the Private key associated with the identity certificate signed by the System
Manager CA is present in the Installed Keys area.
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Device: Avaya SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help v  Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Certificates

Device Management | Install | | Generate CSR |

Backup/Restare
> System Parameters Certificates
> Configuration Profiles Installed Certificates
» Services View Delete
> Domain Policies
sbceExternal pem View Delete
4 TLS Management s
Certificates View Delete
Client Profiles
Installed CA Certificates
Server Profiles
View Delete
SNI Group
» Network & Flows View  Delete
> DMZ Services View Delete
> Monitoring & Logging default.pem View Delete
RootCAClass2.crt View Delete
RootCAlntermediate. pem View Delete
Installed Certificate Revocation Lists
Mo certificate revocation lists have been installed.
Installed Ceriificate Signing Requests
sbceExternal.req Delete
Installed Keys
sboeExternal key Delete
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8.3.2. Server Profiles

8.3.2.1 Inside Server Profile
Step 1 - Select TLS Management = Server Profiles and click on Add. Enter the following:
e Profile Name: enter a descriptive name, Inside_Server was used.
o Certificate: select the identity certificate, e.g., sbceExternal.pem, from the pull-down

menu.

e Peer Verification: Select None.
e Click Next.
Step 2 - Accept default values for the next screen (not shown) and click Finish.

HG; Reviewed:
SPOC 9/2/2020

Edit Profile X

WARNING: Due to the way OpenS5SL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incorrectly entered Cipher Suite custom values

may cause catastrophic problems.

Changing the cerlificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy eniries which utilize this TLS Profile to become invalid.

TLS Profile
Profile Name Inside_Server |
Certificate sheceExternal pem v
SNI Oplions Mone A
SMI Group Mone v
Certificate Verification
Peer Verification Mone v
AvayaDeviceEnrolimentCAchain.cri -

Avaya_EF_CA_cert.pem

Peer Certiicate Authoriies DigiCertGlobalRootCA cer
Aura_7_1_new_default_root_CA_pem A
Y
Peer Certificate Revocation Lists
-
Verification Depth 0
Mext

Solution & Interoperability Test Lab Application Notes

83 of 145

©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



8.3.2.2 OQutside Server Profile

Step 1 - Select TLS Management - Server Profiles and click on Add. Enter the following:
¢ Profile Name: enter a descriptive name, Outside_Server was used.
o Certificate: select the identity certificate, e.g., sbceExternal.pem, from the pull-down

menu.
o Peer Verification: Select None from the pull-down menu.
e Click Next.

Step 2 - Accept default values for the next screen (not shown) and click Finish.

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incommectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the cerfificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile
Profile Mame |Outside_Senfer |
Certificate sheeExternal. pem \J
SMI Options Mone T
SNI Group Mone ¥

Certificate Verification

Peer Verification Maone v

Avaya_EP_CA_cert.pem -
DigiCertGlobalRootCA.cer

FETTCINITELE T Aura_7_1_new_default_root_CA_pem
AvayaSBCCA crt -
FPeer Ceriificate Revocation Lists
Verification Depth 0
MNext
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The following screen shows the completed Inside_Server profile form:

Device: Avaya_SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Server Profiles: Inside_Server
Device Management Add Delate
Backup/Restore
System Parameters
Configuration Profiles AvayaSBCServer server Profile
Services Remote_Worker_..
Domain Policies CentuyLink_Senver
Profile Name Inside_Server
4 TLS Management Clearcom_Cert
Certificates Certificate sbceExternal.pem
- Outside_Server
Client Profiles SNI Options None
Server Profiles Inside_Server
Network & Flows Peer Verification None
DMZ Services Extended Hostname Verification
Monitoring & Logging
Renegotiation Time 0
Renegotiation Byte Count 0
Version 4 TLS12 TLS 1.1 TLS 1.0
Ciphers Default FIPS Custom
Value HIGH:IDHIADH IMD5 laNULL:leNULL: @STRENGTH
Edit
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The following screen shows the completed Outside_Server profile form:

Device: Avaya_ SBCE~ Alarms Incidents Stalusv Logsv Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Server Profiles: Outside_Server
Device Management Add Delete
Backup/Restore
System Parameters
Configuration Profiles AvayaSBCServer Server Profile
Services Remote_Worker__.
Domain Policies CentuyLink Semer
4+ TLS Management Profile Name Qutside_Server
Clearcom_Cert
Certificates Certificate sbceExternal pem
~ Outside_Server
Client Profiles SNI Options None
Server Profiles Inside_Server
Network & Flows Peer Verification None
DMZ Services Extended Hostname Verification
Monitoring & Logging
Renegotiation Time 0
Renegotiation Byte Count 0
Version 4 TLS1.2 TLS 11 TLS 1.0
Ciphers Default FIPS Custom
Value HIGH:IDHIADHIMDS laNULL:leNULL: @STRENGTH
Edit
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8.3.3. Client Profiles

8.3.3.1

Inside Client Profile

Step 1 - Select TLS Management - Client Profiles and click on Add. Enter the following:

Profile Name: enter a descriptive name, Inside_Client was used.

Certificate: select the identity certificate, e.g., sbceExternal.pem, from the pull-down
menu.

Peer Verification: Select Required from the pull-down menu.

Peer Certificate Authorities: select the Root CA certificate used to verify the identity
certificate received from Session Manager, e.g., default.pem.

Verification Depth: enter 1.

Click Next.

Step 2 - Accept default values for the next screen (not shown) and click Finish.

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incommectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the certificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile

Profile Name |Inside_CIient |
Certificate sbceExternal. pem v
SNI Enabled
Cerfificate Verification
Peer Verification Required
Aura_7_1_new_default_root_ CA pem -
) . AvayaSBCCA crt
Peer Certificate Autnorities GeoTrust_Global_CA_Trust.cer
default. pem -
Peer Certificate Revocation Lists
Verification Depth 1
Extended Hostname Verification
Server Hostname
MNext
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8.3.3.2 Outside Client Profile
Step 1 - Select TLS Management - Client Profiles and click on Add. Enter the following:

Profile Name: enter a descriptive name, Outside_Client was used.

Certificate: select None from the pull-down menu.

Peer Verification: Required from the pull-down menu.

Peer Certificate Authorities: select the Root CA certificates used to verify the identity
certificate received from the Service Provider, e.g., mycacertRootCAClass2.crt and
mycacertRootCAlIntermediate.pem. (Note: for security reasons fictitious certificate
names were given).

Verification Depth: enter 3.
Click Next.

Step 2 - Accept default values for the next screen (not shown) and click Finish.

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incorrectly entered Cipher Suite custom values

may cause catastrophic problems.

Changing the certificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile

Profile Name Qutside_Client

Certificate None v
SNI =/ Enabled

Certificate Verification

Peer Verification Required

default pem -
Clearcom_Intermediate_Cert.crt

Peer Cerificate Authorities ROOICACIass? crt

RootCAlntermediate pem

Peer Certificate Revocation Lists

Verification Depth 3

Extended Hostname Verification |

Server Hostname

Next
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The following screen shows the completed Inside_Client profile form:

Device: Avaya_SBCE v

Incidents Statusv Logsv Diagnostics Users

Settings v Help ¥  Log Out

EMS Dashboard
Device Management
Backup/Restore
System Parameters
Configuration Profiles
Services
Domain Policies

TLS Management
Certificates
Client Profiles
Server Profiles
SNI Group

Network & Flows

DMZ Services

Monitoring & Logging

Session Border Controller for Enterprise

Client Profiles: Inside Client
Add

Client Profiles

RemoteWorkersC...
Client Profile

AVAYA

o]
@
@
™

iDeletey

Click here to add a description..

Remote_Worker_..

TLS Profile
CenturyLink_Client

Profile Name
AvayaSBCClient

Certificate
Clearcom_Cert

SNI

Outside_Client

Inside Client Certificate Verification

Peer Verification
Peer Certificale Authorities
Peer Certificate Revocation Lists
Verification Depth

Extended Hosthame Verification

Renegotiation Parameters
Renegotiation Time

Renegotiation Byte Count
Handshake Opfions
version

Ciphers

Value

‘ H

Inside_Client

sbeeExternal.pem

Enabled

Regquired
default. pem

1

< TLS1.2 TLS 11 TLS1.0

Default FIPS Custom

HIGHIDHIADH IMD5 1aNULL IleNULL:@STRENGTH

Edit
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The following screen shows the completed Outside_Client profile form:

Device: Avaya_SBCE v

Incidents Status~ Logsv Diagnostics Users

Settings v Help v Log Out

EMS Dashboard
Device Management
Backup/Restore
System Parameters
Configuration Profiles
Services
Domain Policies

TLS Management
Certificates
Client Profiles
Server Profiles
SNI Group

Network & Flows

DMZ Services

Monitoring & Logging

Session Border Controller for Enterprise

Client Profiles: Outside_Client
Add

Client Profiles

RemateWWorkersC...
Client Profile

AVAYA

o
@
@
m

iDeletey

Click here to add a description..

Remote_Worker ...

TLS Profile
CenturyLink_Client

Profile Name
AvayaSBCClient

Certificate
Clearcom_Cert

SNI

Outside_Client

Inside Client Certificate Verification

Peer Verification
Peer Certificate Authorities
Peer Certificate Revocation Lists
Verification Depth

Exiended Hostname Verification

Renegotiation Parameters
Renegotiation Time

Renegotiation Byte Count
Handshake Options
Version

Ciphers

Value

‘ H

Outside_Client

None

Enabled

Required

RootCACIass2.crt
RootCAIntermediate_pem

< TLS1.2 TLS 11 TLS1.0

Default FIPS Custom

HIGHIDHIADHIMD5 1aNULL IeNULL.@STRENGTH

Edit
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8.4. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management from the Network & Flows on the left-side menu. On the
Networks tab, verify or enter the network information as needed.

Note that in the configuration used during the compliance test, the IP addresses assigned to the
private (10.64.101.243) and public (10.10.80.51) sides of the Avaya SBCE are the ones relevant
to these Application Notes.

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥  Log Out
Session Border Controller for Enterprise AVAYA
FEMS Dashboard Network Management
Device Management
Backup/Restore
System Parameters m‘ ’m‘
Configuration Profiles Add
Services =
Domain Policies Name Gateway [::;1? Mask/Prefix | iertace IP Address
4 TLS Management 10.64.101.243,
- Network_A1 10.64.101.1 255.255.255.0 Al Edit Delete
Certificates
Client Profiles
Network_B1 10.10.80.1 255.255.255.128 B1 Edit Delete
Server Profiles — 10.10.80.51
SNI Group
4 Network & Flows
Network
Management
Media Interface
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On the Interfaces tab, verify the Administrative Status is Enabled for the Al and B1
interfaces. Click the buttons under the Status column if necessary, to enable the interfaces.

Device: Avaya_SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Network Management
Device Management
Backup/Restore
- System Parameters Interfaces | | Networks
» Configuration Profiles Add VLAN
> Services
Interface Name VLAN Tag Status
> Domain Policies
4 TLS Management Al Frabled
Certificates
Client Profiles B1 Enabled
Server Profiles
SNI Group
4 Network & Flows
Network
Management
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8.5. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call Server or the trunk server.

To add the Media Interface in the enterprise direction, select Media Interface from the Network
& Flows menu on the left-hand side, click the Add button (not shown).
e Onthe Add Media Interface screen, enter an appropriate Name for the Media Interface,
in the example Private_med was used.
e Under IP Address, select from the drop-down menus the network and IP address to be
associated with this interface.
e The Port Range was left at the default values of 35000-40000.

e Click Finish.
Name :F’rlvateimed|
Network_A1 (A1, VLANO) v
IP Address
1064101243 v
Port Range 35000 - 40000
Finish
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A Media Interface facing the public side was similarly created with the name Public_med, as

shown below.
e Under IP Address, the network and IP address to be associated with this interface was

selected.
e The Port Range was left at the default values.
e Click Finish.
Name Public_med
Network_B1 (B1, VLAN0)  +
IP Address
10.10.80.51 v
Port Range 35000 |-|40000
Finish
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8.6. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will listen for signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Network & Flows menu on the left-hand side, click the Add button (not shown).
e Onthe Add Signaling Interface screen, enter an appropriate Name for the interface, in

the example Private_sig was used.

e Under IP Address, select from the drop-down menus the network and IP address to be

associated with this interface.

e Enter 5061 for TLS Port, since TLS port 5061 is used to listen for signaling traffic from

Session Manager in the sample configuration, as defined in Section 7.6.

e Select the TLS Server Profile defined in Section 8.3.2.1.

e Click Finish.
Edit Signaling Interface
Name [Private_sig
Network_A1 (A1, VLANO) v
IP Address
10.64.101.243 v
TCP Port
Leave blank to disable
UDP Port
Leave blank to disable
TLS Port
Leave bfamk to disable 5081
TLS Profile Inside_Server v
Enable Shared Control
Shared Control Port
Finish
HG; Reviewed: Solution & Interoperability Test Lab Application Notes
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A second Signaling Interface with the name Public_sig was similarly created in the service
provider’s direction.
e Under IP Address, select from the drop-down menus the network and IP address to be

associated with this interface.

e Enter 5061 for TLS Port, since TLS port 5061 is used to listen for signaling traffic from
the service provider in the sample configuration.

e Select the TLS Server Profile defined in Section 8.3.2.2.

e Click Finish.

HG; Reviewed:
SPOC 9/2/2020

Name

IP Address
TCP Port
Leave blank to disable

UDFP Port

Leave blank to disable

TLS Port

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Port

Network_B1 (B1, VLAN 0)
10.10.80.51

5081

Outside_Server v

Finish

Edit Signaling Interface X

[Public_sig

v
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8.7. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

8.7.1. Server Interworking Profile — Enterprise

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Configuration Profiles = Server Interworking on the left navigation pane. Under
Interworking Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone (not
shown).

Device: Avaya_SBCE~ Alarms Incidents Statusv lLogsv  Diagnostics  Users

Session Border Controller for Enterprise
EMS Dashboard Interworking Profiles: avaya-ru
Device Management
g Add
Backup/Restore
System Parameters
) i 52100
4 Configuration Profiles General U Timers H Privacy H URI Manipulation H Header Manipulation H Advanced {
Domain DoS avaya-ru
Server Intsrworking 06s Edge-semer
Media Forking I Hola Support NONE
CISCOo-CCcm
Routing 180 Handling None
) cups )
Topology Hiding 181 Handling None
Signaling Manipulation OCS-Frontend-S... 182 Handling None
URI Groups Avaya-SM 183 Handling None
SNMP Traps Avaya-IPO Refer Handling No
Time of Day Rules
Avaya-CS1000 URI Group None
FGDN Groups
. Send Hold N
Reverse Proxy Policy Avaya-CM enane ©
URN Profile SP-General Delayed Offer Yes
Recording Profile 3xx Handling No
Services Diversion Header Support No
Domain Policies Delayed SDP Handling No
TLS Management Re-Invite Handling No
Network & Flows Prack Hand\ing No
DMZ Services
o ) Allow 18X SDP No
Monitoring & Logging
T.38 Support No
URI Scheme SIP
Via Header Format RFC3261
Edit
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e Enter a descriptive name for the cloned profile.

e Click Finish.

Clone Profile

Profile Name avaya-ru
Clone Name Avaya-SM
| Finish |

Click Edit on the newly cloned Avaya-SM interworking profile:
e On the General tab, check T.38 Support.
e Leave remaining fields with default values.

e Click Finish.

Editing Profile: Avaya-SM X

General
® None
Hold Support RFC2543 - ¢c=0.0.0.0
RFC3264 - a=sendonly
180 Handling ® Mone SDP No SDP
181 Handling ® Mone SDP No SDP
182 Handling ® Mone SDP No SDP
183 Handling ® Mone SDP No SDP
Refer Handling
URI Group None
Send Hold
Delayed Offer
3xx Handling
Diversion Header Support
Delayed SDP Handling
Re-Invite Handling
Prack Handling
Allow 18X SDP
T.38 Support ‘
URI Scheme ® SIP TEL ANY
Via Header Format * RFC326T
RFC2543
| Finish |
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The General tab settings are shown on the screen below:

Device: Avaya_SBCE~ Alarms Incidents Statusv logs+v  Diagnostics Users

Session Border Controller for Enterprise
EMS Dashboard Interworking Profiles: Avaya-SM
Device Management Add
Backup/Restore
System Parameters
) : £52100
4 Configuration Profiles General U Timers H Privacy H URI Manipulation H Header Manipulation H Advanced L
Domain DoS avaya-ru
Server Interworking R
Media Forking h Hola Support NONE
CISCO-CCm
Routing 180 Handling None
- cups )
Topology Hiding 181 Handling Nane
Signaling Manipulation OCS-FrontEnd-S... 182 Handling None
URI Groups Avaya-SM 183 Handling None
SNMP Traps Avaya-IPO Refer Handling No
Time of Day Rules
Avaya-C31000 URI Group None
FGDN Groups
gy Send Hold N
Reverse Proxy Policy Avaya-CM enane °
URN Profile SP-General Delayed Offer Yes
Recording Profile 3xx Handling No
Services Diversion Header Support No
Domain Policies Delayed SDP Handling No
TLS Management Re-Invite Handling No
Network & Flows Prack Handling No
DMZ Services
o ) Allow 18X SDP No
Monitoring & Logging
T.38 Support Yes
URI Scheme SIP
Via Header Format RFC3261
Edit
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The Advaced tab settings are shown on the screen below:

Device: Avaya_SBCE~ Alarms Incidents Statusv logs+v  Diagnostics Users

Session Border Controller for Enterprise
EMS Dashboard Interworking Profiles: Avaya-SM
Device Management Add
Backup/Restore
System Parameters
3 } 52100
« Configuration Profiles General H Timers H Privacy H URI Manipulation H Header Manipulation H Advanced L
Domain DoS avaya-ru
Server Interworking OCS—Edge—Sewer Record Routes Both Sides
Media Forking . Include End Point IP for Context Lookup Yes
CISCO-CCm
Routing Extensions Avaya
L cups
Topology Hiding Diversion Manipulation No
Signaling Manipulation OCS-Frontend-S.. Has Remote SBC Yes
URI Groups Avaya-SM Route Response on Via Port No
SNMP Traps
) P Avaya-IPO Relay INVITE Replace for SIPREC No
Time of Day Rules A 51000
vaya- | i
FGDN Groups MOBX Re-INVITE Handling No
reverse Proxy Folcy —
i SP-G I
URN Profile enera DTMF Support None
Recording Profile
Services 120
Domain Policies
TLS Management
Network & Flows
DMZ Services
Monitoring & Logging
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8.7.2. Server Interworking Profile — Service Provider
A second interworking profile in the direction of the SIP trunk was created, by adding a new
profile in this case. Select Configuration Profiles = Server Interworking on the left
navigation pane and click Add (not shown).

e Enter a descriptive name for the new profile.

e Click Next.

Interworking Profile

Profile Name ZSF’-GeneraI

Next

On the General tab, check T.38 Support, click Next until the last tab is reached then click

Finish on the last tab leaving remaining fields with default values (not shown).

Editing Profile: SP-General X

RFC2543 - ¢=0.0.0.0

RFC3264 - a=sendonly

General
® None

Hold Support
180 Handling ®' None
181 Handling * MNone
182 Handling ® None
183 Handling & None
Refer Handling

URI Group MNone

Send Hold

Delayed Offer
3xx Handling

Diversion Header Support
Delayed SDF Handling
Re-Invite Handling
Prack Handling

Allow 18X SDP
T.38 Support Ld
URI Scheme ® gp
Via Header Format * RPC3z61

RFC2543
Finish

SDP

SDP

SDP

SDP

TEL

No SDP

No SDP

No SDP

No SDP

ANY
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The General tab settings are shown on the screen below:

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv  Diagnostics  Users

Session Border Controller for Enterprise
EMS Dashboard Interworking Profiles: SP-General
Device Management Add
Backup/Restore
System Parameters
) ) i €52100
# Configuration Profiles General U Timers U Privacy H URI Manipulation H Header Manipulation H Advanced {
Domain DoS avaya-ru
Server Intsrworking 0cs Cage-Senver
Media Forking ) Hold Support NONE
ClsCo-ccm
Routing 180 Handling MNone
- cups )
Topology Hiding 181 Handling None
Signaling Manipulation OCS-FrontEnd-S. . 182 Handling None
URI Groups Avaya-SM 183 Handling None
SNMP Traps Avaya-lPO Refer Handling No
Time of Day Rules
Avaya-CS1000 URI Group None
FGDN Groups
. Send Hold N
Reverse Proxy Policy Avaya-CM endro °
URN Profile sp-Geaneral Delayed Offer Yes
Recording Profile 3xx Handling No
Services Diversion Header Support Mo
Domain Policies Delayed SDP Handling No
TLS Management Re-Invite Handling No
Network & Flows Prack Handling No
DMZ Services
o ) Allow 18X SDP No
Maonitoring & Logging
T.38 Support Yes
URI Scheme siP
Via Header Format RFC3261
Edit
HG; Reviewed: Solution & Interoperability Test Lab Application Notes 102 of 145

SPOC 9/2/2020 ©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



The Advaced tab settings are shown on the screen below:

Device: Avaya_SBCE~ Alarms Incidents Statusv Logswv Diagnostics  Users

Session Border Controller for Enterprise

FMS Dashboard Interworking Profiles: SP-General
Device Management Add
Backup/Restore : :

Interworking Profiles Click here to add a description.
System Parameters

52100

« Configuration Profiles General H Timers U Privacy H URI Manipulation U Header Manipulation H Advanced {
Domain DoS avaya-ru
Server Interworking 0CS-Edge-Server Record Routes Both Sides
Media Forking Include End Point IP for Context Lookup Mo
cisco-com
Routing Extensions None
- cups
Topology Hiding Diversion Manipulation No
i i i i OCS-FrontEnd-S...
Signaling Manipulation Has Remote SBC Yes
URI Groups Avaya-SM
P y Route Response on Via Port No
SNMP Traps
) Avaya-IPO Relay INVITE Replace for SIPREC No
Time of Day Rules A 51000
= MOBX Re-INVITE Handli N
FGDN Groups < anding °
) Avaya-CM
Reverse Proxy Policy DTMF
i SP-General
URN Frofile DTMF Support None
Recording Profile
Services iy

Domain Policies

TLS Management
Network & Flows
DMZ Services
Maonitoring & Logging

8.8. Signaling Manipulation

The Signaling Manipulation feature of the Avaya SBCE allows an administrator to perform
granular header manipulations on the headers of the SIP messages, which sometimes is not
possible by direct configuration on the web interface. This ability to configure header
manipulation in such a highly flexible manner is achieved by the use of a proprietary scripting
language called SigMa.

The script can be created externally as a regular text file and imported in the Signaling
Manipulation screen, or they can be written directly in the page using the embedded Sigma
Editor. In the reference configuration, the Editor was used. A detailed description of the structure
of the SigMa scripting language and details on its use is beyond the scope of these Application
Notes. Consult reference [8] in the References section for more information on this topic.

Sigma scripts were created during the compliance test to correct the following interoperability
issues (refer to Section 2.2):
e Removes a=sendonly from re-INVITE message to correct an issue with Music On-Hold
not playing when inbound calls are placed On-Hold.
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e Remove unwanted “gsid” and “epv” parameter from being sent to the service provider in
the Contact header.

e Remove the P-Location parameter from being sent to the service provider.

e Change the Diversion header scheme from SIPS to SIP in SIP messages sent to the
service provider.

e Remove unwanted xml element information from the SDP in SIP messages sent to the
service provider.

e Inserts "+" in the "To" and "Request-Line-URI" headers of SIP INVITE messages
destined to the service provider to comply with E.164 numbering format. This change is
required for calls from Experience Portal to the PSTN.

The scripts will later be applied to the Server Configuration Profiles corresponding to the Service
Provider in Section 8.9.2.

To create the SigMa script to be applied to the Server Configuration Profile corresponding to the
Service Provider, on the left navigation pane, select Configuration Profiles = Signaling
Manipulation. From the Signaling Manipulation Scripts list, select Add.

e For Title enter a name, the name CPaaS_SigMa was chosen in this example.
e Copy the complete script from Appendix B.
e Click Save.

8.9. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE peers; Session Manager
(Call Server) at the enterprise and the service provider SIP Proxy (Trunk Server).

8.9.1. Server Configuration Profile — Enterprise
From the Services menu on the left-hand navigation pane, select SIP Servers and click the Add
button (not shown) to add a new profile for the Call Server.

e Enter an appropriate Profile Name similar to the screen below.

e Click Next.

Add Server Configuration Profile

Profile Name Session Manager

MNext

e On the Edit SIP Server Profile — General tab select Call Server from the drop-down
menu under the Server Type.

e Onthe IP Addresses / FQDN field, enter the IP address of the Session Manager Security
Module (Section 7.5).

e Enter 5061 under Port and select TLS for Transport. The transport protocol and port
selected here must match the values defined for the Entity Link to the Session Manager
previously created in Section 7.6.
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e Select the TLS Client Profile defined in Section 8.3.3.1.
e Click Next (not shown).
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Server Type can not be changed while this SIP Server Profile is associated o a Server Flow.

Server Type Call Server v
SIP Domain | |
DNS Query Type NONE/A »
TLS Client Profile Inside_Client v
Add
IP Address / FQDN Port Transport
10.64.101.249 5061 TLS v | Delete
v Delete
Finish

Edit SIP Server Profile - General X

Solution & Interoperability Test Lab Application Notes

105 of 145

©2020 Avaya Inc. All Rights Reserved. AvayaSIPAura81T



e Click Next until the Add Server Configuration Profile — Advanced tab is reached (not
shown).

e Onthe Add Server Configuration Profile — Advanced tab:

o Check Enable Grooming (required when TLS or TCP transports are used).
o Select Avaya-SM from the Interworking Profile drop-down menu (Section 8.7.1).
e Click Finish.

Edit SIP Server Profile - Advanced X
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Enable DoS Protection
Enable Grooming
Interworking Profile
Signaling Manipulation Script
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group

rd

Avaya-Si v

MNone

MNone v

Finish
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8.9.2. Server Configuration Profile — Service Provider
Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown).

e Enter an appropriate Profile Name similar to the screen below, Service Provider TLS
was used.

e Click Next.

Add Server Configuration Profile X

Frofile Name Service Provider TLS

Mext

e On the Edit Server Configuration Profile - General Tab select Trunk Server from the
drop-down menu for the Server Type.

e Select SRV from the drop-down menu for DNS Query Type.

e Onthe IP Addresses / FQDN field, enter svc1234.us-east.test.trunk.io (service
provider’s SIP proxy server FQDN used for DNS SRV record queries). This information
should be provided by the service provider.

e Select TLS for Transport (note the port cannot be enter since SRV was selected for DNS
Query Type, the port being used will be collected from the DNS response).

e Select the TLS Client Profile defined in Section 8.3.3.2.

e Click Next (not shown).
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Edit SIP Server Profile - General X
Server Type can not be changed while this SIP Server Profile is associated to a Server Flow.
Server Type Trunk Server
SIP Domain ' |
DNS Query Type SRV v
TLS Client Profile Outside_Client v
Add
!
FQDN Port Transport
sve1234 us-east test trunk.io TLS v | Delete

| Finish
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On the Add SIP Server Profile - Authentication tab:
e Check the Enable Authentication box.

e Enter the User Name credential provided by the service provider for SIP trunk
registration.

e Leave the Realm blank.
e Enter Password credential provided by the service provider for SIP trunk registration.
e Click Next (not shown).

Edit SIP Server Profile - Authentication X
Enable Authentication v
User Name user1234
Realm
(Leave blank to detect from server challenge)
Password
(Leave blank to keep existing password)
Confirm Password
Finish

Click Next on the Add Server Configuration Profile - Heartbeat window (not shown).
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On the Add SIP Server Profile - Registration tab:

e Check the Register with All Servers box (Register with Priority Server could also be
used).

e Frequency: Enter the amount of time (in seconds) between REGISTER messages that
will be sent from the enterprise to the service provider Proxy Servers to refresh the
registration binding of the SIP trunk. This value should be chosen in consultation with the
service provider. 30 seconds was the value used during the compliance test.

e The From URI and To URI entries for the REGISTER messages are built using the
following:

- From URI: Use the User Name entered above in the Authentication screen
(user1234) and the service provider’s SIP Domain (avaya-test-domain.sip.1234.i0),
as shown in the screen below. This information should be provided by the service
provider.

- To URI: Use the User Name entered above in the Authentication screen (user1234)
and the service provider’s SIP Domain (avaya-test-domain.sip.1234.i0), as shown in
the screen below. This information should be provided by the service provider.

- Click Next (not shown).

Edit SIP Server Profile - Registration X
Register with All Servers <

Register with Priority Server

Refresh Interval 30 seconds
From URI user1234@avaya-test-don
To URI useri1234@avaya-test-don

Finish

Click Next on the Add SIP Server Profile - Ping window (not shown).
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On the Add SIP Server Profile - Advanced window:
e Check Enable Grooming (required when TLS or TCP transports are used).
e Select SP-General from the Interworking Profile drop-down menu (Section 8.7.2).
e Select the CPaaS_SigMa from the Signaling Manipulation Script drop down menu
(Sections 8.8 and 14).
e Click Finish.

Edit SIP Server Profile - Advanced X
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Enable DoS Protection
Enable Grooming
Interworking Profile
Signaling Manipulation Script
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group

¥
SP-General

CPaas_Sigma

None

Finish
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8.10. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with Session Manager as the destination, and the second one for outbound calls,
which are routed to the service provider SIP trunk.

8.10.1. Routing Profile — Enterprise
To create the inbound route, select the Routing tab from the Configuration Profiles menu on
the left-hand side and select Add (not shown).

e Enter an appropriate Profile Name similar to the example below.

e Click Next.

Routing Profile

Profile Name Route_to_SM

Mext

¢ On the Routing Profile tab, click the Add button to enter the next-hop address.

e Under Priority/Weight enter 1.

e Under SIP Server Profile, select Session Manager. The Next Hop Address field will be
populated with the IP address, port and protocol defined for the Session Manager Server
Configuration Profile in Section 8.9.1.

e Defaults were used for all other parameters.

e Click Finish.

URI Group * M Time of Day default v
Load Balancing Priority v NAPTR
Transport None v LDAP Routing
LDAP Server Profile None LDAP Base DN (Search) None
Matched Attribute PI’\OT\W Alternate ROUtlﬂg
Next Hop Priority 7 Next Hop In-Dialog
Ignore Route Header
ENUM ENUM Suffix
Add
oMty | | pap search LDAP Search LDAP Search SIP Server
(NElghI Atfribute Regex Patiemn Regex Result Profile ] =il
1 Session Mz v | [10.64.101249.5061 v | [None v] Delete
Finish
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8.10.2. Routing Profile — Service Provider
Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route.

e Enter an appropriate Profile Name similar to the example below, Route to SP_TLS was
used.

e Click Next.

Routing Profile

Profile Name Route_to SP_TLS

Mext

e Under Load Balancing select DNS/SRV.
e Click the Add button to enter the next-hop address.
e Under SIP Server Profile, select Service Provider TLS.

e The Next Hop Address is populated automatically with svc1234.us-east.test.trunk.io
(service provider’s SIP proxy server FQDN and Transport), Server Configuration Profile
defined in Section 8.9.2.

e Click Finish.

Profile : Route_to SP_TLS - Edit Rule

URI Group = v Time of Day default v
Load Balancing |DNS/SRV v NAPTR

Transport None LDAF Reuting

LDAP Server Profile None - LDAP Base DN (Search) None v
IMatched Attribute Priority Alternate Routing

Next Hop Priority MNext Hop In-Dialog

lgnore Route Header

ENUM ENUM Suffix

Promy | hap search LDAP Search LDAP Search SIP Server
Weignt | Atiribute Regex Pattern Regex Result Profile sl [Flappccdlilsos DELELL
0 Service Prc v svc1234. us-eastie: v None v Delete
Finish
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8.11. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, the default Topology Hiding Profile was cloned and modified
accordingly. Only the minimum configuration required to achieve interoperability on the SIP
trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

8.11.1. Topology Hiding Profile — Enterprise

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Configuration Profiles menu on the left-hand side, select default from the list of pre-defined
profiles and click the Clone button (not shown).

e Enter a Clone Name such as the one shown below.

e Click Finish.

Clone Profile

Profile Name default
Clone Name Session_[\-‘lanaged .
Finish
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On the newly cloned Session_Manager profile screen, click the Edit button (not shown).

e For the, From, To and Request-Line headers, select Overwrite in the Replace Action
column and enter the enterprise SIP domain avaya.lab.com, in the Overwrite Value
column of these headers, as shown below. This is the domain known by Session
Manager, defined in Section 7.2.

e Default values were used for all other fields.

e Click Finish.
Edit Topology Hiding Profile X

Header Critenia Replace Action Overwrite Value

To v | IP/Domain v | |Overwrte ¥ | avaya.lab.com Delete
Referred-By v | |IP/[Doman v | |Auto M Delete
Record-Route v | IP/Domain ¥ | |Auto M Delete
SDP v | IP/Domain ¥ | | Auto M Delete
Refer-To v | IP/Domain ¥ | |Auto M Delete
Request-Line v | IP/Doman v | |Overwrte v | avaya.lab.com Delete
From v | IP/Domain v | |Overwrte ¥ | avaya.lab.com Delete
Via v | IP/Domain ¥ | | Auto M Delete

Finish

8.11.2. Topology Hiding Profile — Service Provider
To add the Topology Hiding Profile in the service provider direction, select Topology Hiding
from the Configuration Profiles menu on the left-hand side, select default from the list of pre-
defined profiles and click the Clone button (not shown).

e Enter a Clone Name such as the one shown below.

e Click Finish.

Clone Profile

Profile Name default

Clone Name Service_Provider

Finish

On the newly cloned Service_Provider profile screen, click the Edit button (not shown).

e Forthe, From, To and Request-Line headers, select Overwrite in the Replace Action
column and enter the service provider SIP domain avaya-test-domain.sip.1234.io, in the
Overwrite Value column of these headers, as shown below. This information should be
provided by the service provider.

e Default values were used for all other fields.

e Click Finish.
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Edit Topology Hiding Profile X

Header Criteria Replace Action Overwrite Value

To v | [IP/Domain v | | Overwrite v :avaya—test—domain.sip.: Delete
Referred-By v | IP/Domain v | Auto v Delete
Record-Route v | [ IPiDomain v | | Auto v Delete
SDP v | IPiDomain v | | Auto v Delete
Refer-To v | [ IP[Domain v | | Auto v Delete
Request-Line v | | IP/Domain v | | Overwrite ¥ | Javaya-test-domain.sip| Delete
From v | [IP/Domain v | | Overwrite v | |avaya-test-domain sip| Delete
Via v | IPiDomain v | | Auto v Delete

| Finish |

8.12. Domain Policies

Domain Policies allow the configuration of sets of rules designed to control and normalize the
behavior of call flows, based upon various criteria of communication sessions originating from
or terminating in the enterprise. Domain Policies include rules for Application, Media, Signaling,
Security, etc.

8.12.1. Application Rules

Application Rules define which types of SIP-based Unified Communications (UC) applications
the UC-Sec security device will protect voice, video, and/or Instant Messaging (IM). In addition,
Application Rules define the maximum number of concurrent voice sessions the network will
process in order to prevent resource exhaustion. From the menu on the left-hand side, select
Domain Policies - Application Rules, click on the Add button to add a new rule (not shown).
e Under Rule Name enter the name of the profile, e.g., 2000 Sessions.
e Click Next.

Application Rule

Rule Name [2000 Sessions

| Next |
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Under Audio check In and Out and set the Maximum Concurrent Sessions and
Maximum Sessions Per Endpoint to recommended values, the value of 2000 for Audio
was used for the test. Repeat for video if needed, the value of 100 for Video was used for
the test.

Click Finish.
Editing Rule: 2000 Sessions X
Maximum . _
s Maximum Sessions

Application Type In Out | Concurrent -
SeeiiE Per Endpoint

Audio td td 2000 2000

Video rd rd 100 100

Miscellaneous

* Off
CDR Support RADIUS
CDR Adjunct
RADIUS Profile None v
IMedia Statistics Support
Call Duration Setup

Connect

RTCP Keep-Alive

| Finish |

8.12.2. Media Rules

Media Rules allow one to define RTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a
strict profile that is associated with other SIP-specific policies to determine how media packets
matching these criteria will be handled by the Avaya SBCE security product. For the compliance
test, two media rules (shown below) were created, one toward Session Manager and one toward
the Service Provider.

To add a media rule in the Session Manager direction, from the menu on the left-hand side,
select Domain Policies > Media Rules (not shown).

Click on the Add button to add a new media rule (not shown).
Under Rule Name enter a name, SM_SRTP was used (not shown).
Click Next (not shown).

Under Audio Encryption, Preferred Format #1, select
SRTP_AES_CM_128 HMAC_SHA1_80.

Under Audio Encryption, Preferred Format #2, select RTP.
Under Audio Encryption, uncheck Encrypted RTCP.

Under Audio Encryption, check Interworking.

Repeat the above steps under Video Encryption, if needed.
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e Under Miscellaneous verify that Capability Negotiation is checked.
e Accept default values in the remaining sections by clicking Next (not shown), and then
click Finish.

Media Encryption

‘

Audio Encryption

Preferred Format #1 SRTP_AES_CM_128 HMAC_SHA1 80 v
Preferred Format #2 RTP v
Preferred Format #3 NONE hd

SRTP Context Reset on SSRC Change

Encrypted RTCP

MKl

Il__;faeirteirglgnk to match any value. 2

Interworking e

Preferred Format #1 SRTP_AES CM_128 HMAC SHA1 80 »
Preferred Format #2 RTP v
Preferred Format #3 NONE r

SRTP Context Reset on SSRC Change
Encrypted RTCP
MKl

Lifetime 24
Leave blank to match any value.

Interworking 4

Miscellaneous

Capability Negotiation L4
Finish
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To add a media rule in the Service Provider direction, from the menu on the left-hand side, select
Domain Policies > Media Rules (not shown).
e Click on the Add button to add a new media rule (not shown).
e Under Rule Name enter a name, ServiceProvider_SRTP was used (not shown).
e Click Next (not shown).
e Under Audio Encryption, Preferred Format #1, select
SRTP_AES_256_CM_HMAC_SHA1_80.
e Under Audio Encryption, Preferred Format #2, select
SRTP_AES 256 CM_HMAC_SHA1_32.
e Under Audio Encryption, Preferred Format #3, select
SRTP_AES_ 128 CM_HMAC_SHA1_80.
e Under Audio Encryption, uncheck Encrypted RTCP.
e Under Audio Encryption, check Interworking.
e Repeat the above steps under Video Encryption, if needed.
e Under Miscellaneous verify that Capability Negotiation is checked.
e Accept default values in the remaining sections by clicking Next (not shown), and then
click Finish.

Media Encryption

‘

Audio Encryption

Preferred Format #1 SRTP_AES_256_CM_HMAC_SHA1_80 +
Preferred Format #2 SRTP_AES 256 CM_HMAC SHA1 32 v
Preferred Format #3 SRTP_AES_CM_128_HMAC_SHA1_80 v

SRTP Context Reset on SSRC Change
Encrypted RTCP
il

Lifetime o8
Leave blank to maich any value.

Interworking L

Video Encryption

Preferred Format #1 SRTP_AES_256_CM_HMAC_SHA1 80 v
Preferred Format #2 SRTP_AES_256_CM_HMAC_SHA1 32 v
Preferred Format #3 SRTP_AES CM_128 HMAC SHA1 80 v

SRTP Context Reset on SSRC Change
Encrypted RTCP
MKl

Lifetime o8

Leave blank to match any value

Interworking L

Miscellaneous

Capability Negotiation ’

| Finish |
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Note — SRTP media encryption is being enforced, fallback to RTP, or to unencrypted media, is
not supported in the Service Provider’s direction.

8.12.3. Signaling Rules
For the compliance test, the default signaling rule was used.

Device: Avaya_SBCEv Alarms Incidents Siatusv Logsv Diagnostics Users Settings v Help v Log Out
EMS Dashboard Signaling Rules: default
Device Management
Add Clone
Backup/Restore
Signaling Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
System Parameters
Confi t Profil default
cnriguration Frofiles General H Request |_| p H Request Headers u Response Headers u Signaling QoS H ucip |
Services No-Content-Type-
+ Domain Poiicies s o sig | I
. Requests Allow
Application Rules OPTIONS
Border Rules Non-2XX Final Responses Allow
Remote Workers
Media Rules Optional Request Headers Allow
Security Rules Remave_Update Optional Response Headers Allow
Signaling Rules Contact
B Outbound
Charging Rules Remove A I
End Point Policy Requests Allow
Remove PAI_1
Groups Non-2XX Final Responses Allow
Session Policies Remove_headers Optional Request Headers Allow
TLS Management Remove Record .. Optional Response Headers Allow
Network & Flows
DMZ Services Content-Type Policy
Monitoring & Logging Enable Content-Type Checks &
Action Allow Multipart Action Allow
Exception List Exception List
Edit

8.13. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Media,
Signaling, Security, etc.) to be applied to specific SIP messages traversing through the Avaya
SBCE. Please note that changes should not be made to any of the default rules used in these End
Point Policy Groups.

8.13.1. End Point Policy Group — Enterprise
To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu and select Add (not shown).

e Enter an appropriate name in the Group Name field, Enterprise was used.

e Click Next.

Policy Group

Next
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Under the Policy Group tab enter the following:
e Application Rule: 2000 Sessions (Section 8.12.1).

e Border Rule: default.

e Media Rule: SM_SRTP (Section 8.12.2).
e Security Rule: default-low.

e Signaling Rule: default (Section 8.12.3).
e Click Finish.

Edit Policy Set X

Application Rule 2000 Sessions v
Border Rule default M
IMedia Rule SM_SRTP v
Security Rule default-low v
Signaling Rule default v
Charging Rule Nane v
RTCF Monitoring Report Generation Off v
Finish
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8.13.2. End Point Policy Group — Service Provider

To create an End Point Policy Group for the Service Provider, select End Point Policy Groups
under the Domain Policies menu and select Add (not shown).
Enter an appropriate name in the Group Name field, ServiceProvider_SRTP was used.

Click Next.
Policy Group
Group Name ServiceProvider_SRTF
Mext

Under the Policy Group tab enter the following:

Application Rule: 2000 Sessions (Section 8.12.1).
Border Rule: default.

Media Rule: ServiceProvider_SRTP (Section 8.12.2).
Security Rule: default-low.

Signaling Rule: default (Section 8.12.3).

121 of 145

e Click Finish.
Application Rule 2000 Sessions v
Border Rule default v
IMedia Rule ServiceProvider_SRTFP
Security Rule default-low
Signaling Rule default v
Charging Rule None *
RTCP Monitoring Report Generation Off v
Finish
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8.14. End Point Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy group which contains several rules concerning processing, privileges, authentication,
routing, etc. Once routing is applied and the destination endpoint is determined, the policies for
this destination endpoint are applied. The context is maintained, so as to be applied to future
packets in the same flow. The following screen illustrates the flow through the Avaya SBCE to

secure a SIP trunk call.

“Call Server to “Call Server”
SBC” Flow Palicy Group

“Call Server”
Policy Group

-
-
IP-PBX

“Call Server to

SBC” Flow

Applied
Routing

Applied
Routing

“Trunk Server to

SBC" Flow

“Trunk Server® “Trunk Server to
Policy Group SBC” Flow

Avaya SBCE

“Trunk Server"
Policy Group

SIP Trunk Service Provider

The End-Point Flows defines certain parameters that pertain to the signaling and media portions
of a call, whether it originates from within the enterprise or outside of the enterprise.
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8.14.1. End Point Flow — Enterprise

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named Session_Manager_Flow created in the sample configuration. The flow uses the
interfaces, policies, and profiles defined in previous sections. Note that the Routing Profile
selection is the profile created for the Service Provider in Section 8.10.2, which is the reverse

route of the flow. Click Finish.

Flow Name [Session _Manager_Flow
SIP Server Profile Session Manager v
URI Group * v
Transport * v

Remote Subnet *

Received Interface Public_sig M
Signaling Interface Private_sig v
Media Interface Private_med v
Secondary Media Interface None v

End Point Policy Group Enterprise

Routing Profile

Topology Hiding Profile

Route_to_SP_TLS

Session_Manager v

Signaling Manipulation Script None
Remote Branch Office Any ¥
Link Monitoring from Peer
Finish
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8.14.2. End Point Flow — Service Provider

A second Server Flow with the name SIP_Trunk_Flow_TLS was similarly created in the
Service Provider direction. The flow uses the interfaces, policies, and profiles defined in
previous sections. Note that the Routing Profile selection is the profile created for Session
Manager in Section 8.10.1, which is the reverse route of the flow. Also note that there is no

selection under the Signaling Manipulation Script field. Click Finish.

Edit Flow: SIP_Trunk_Flow_TLS X

SIP_Trunk_Flow_TLS]

HG; Reviewed:
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Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

Service Provider TLS -

*

Private_sig v
Public_sig v
Public_med v
None v
ServiceProvider_SRTP
Route_to_SM v
Service_Provider v
None

Any ¥

Finish

Ld

Solution & Interoperability Test Lab Application Notes

©2020 Avaya Inc. All Rights Reserved.

124 of 145
AvayaSIPAura81T



9. Avaya SIP Trunking Service Configuration

To use the Avaya SIP Trunking service, a customer must request the service from Avaya using
the established sales processes. To learn more about the Avaya SIP Trunking service call your
Avaya Account Manager Authorized Partner or go to https://www.avaya.com/en/documents/fs-
sip-uc8179en.pdf

During the signup process, the Service Provider (Avaya) and the customer will discuss details
about the preferred method to be used to connect the customer’s Avaya enterprise network to the
Avaya SIP Trunking service network.

The Service Provider (Avaya) will provide the following information:

e The Root CA certificates for the trusted certificate authority being used by the Service
Provider (Avaya), required to enable TLS encryption outside of the enterprise (public
network side). The customer can download the Root CA certificates directly from the 3
party trusted Certificate Authority web/home page, the name of the 3™ party trusted
Certificate Authority will be needed when downloading from their web/home page, the
Service provider (Avaya) can guide the customer on how to obtain the necessary
certificates.

Service Provider’s SIP Proxy FQDN to be used for public DNS SRV record queries.
Service Provider’s SIP domain name to be used.

SIP Trunk registration credentials (User Name, Password, etc.).

DID numbers.

Public DNS IP addresses.

Etc.

10. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of commands that can be used to
troubleshoot the solution.

10.1. General Verification Steps

o Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

o Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

e Verify that the user on the PSTN can end an active call by hanging up.

o Verify that an endpoint at the enterprise site can end an active call by hanging up.

10.2. Communication Manager Verification
The following commands can be entered in the Communication Manager SAT terminal to verify
the SIP trunk functionality:

o list trace station <extension number>
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Traces calls to and from a specific station.
e list trace tac <trunk access code number>
Trace calls over a specific trunk group.
e status signaling-group <signaling group number>
Displays signaling group service state.
e status trunk <trunk group number>
Displays trunk group service state.
e status station <extension number>
Displays signaling and media information for an active call on a specific station.

10.3. Session Manager Verification
The Session Manager configuration may be verified via System Manager.

Step 1 - Using the procedures described in Section 7, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager, then select Dashboard.

AVAyA & Users v % i v | Widgets v  Shortcuts v .‘ E | admin
Aura® System Manager 81
System Resource Utilization Notifications * Application State

. License Status Active
Deployment Type Viware
Multi-Tenancy DISABLED
COBM State DISABLED

Hardening Mode Standard

Alarms Information Shortcuts

Elements Count Sync Status
o™ 1

Messaging 1

L]
a
Session Manager 1 a
System Manager 1 [ ]

L]

UCM Applications 16

Current Usage:

6/250000
USERS

ger Administration

1/50
SIMULTANEOUS ADMINISTRATIVE LOGINS
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Step 2 - The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,

Service State, and Data Replication columns all show good status.

In the Entity Monitoring column, Session Manager shows that there is 1 alarm out of the 7

Entities defined.

P\V/\V/N

Aura® System Manager 8.1
Home Session Manager
sion Manager
Dashboard
Session Manager Admi...

Global Settings

Communication Profile ...

Application Configur... ¥

Siatus

System Toals

Performance

& Users v

# Elements v & Services v Widgets v  Shortcuts v

&= |

Help ?
Session Manager Dashboard
This page provides the overall status and health summary of each administerad
Session Managen
Session Manager Instances
Service State ~ Shutdown System ~ EASG ~ Clear Logs| As of 3:17 PM
1ltem &2 Show &l ¥ Filter: Enable
ctive User
Session Tests Security | Service |Entity e _|Data Data |License .
Manager TVPR |pocs |AlEMS | dule |State Monitoring E:L‘nt B [ eiention [arane P EREC =
Status
. ccept
Segsion core ¥ 0/0/0 Up New 1/7 0 0/0 v v Normal Dissbled  £.1.2.0.812039
Manager Service

Select : All, None

HG; Reviewed:
SPOC 9/2/2020

Solution & Interoperability Test Lab Application Notes
©2020 Avaya Inc. All Rights Reserved.

127 of 145
AvayaSIPAura81T




Verify that the state of the Session Manager links under the Conn. Status and Link Status
columns are UP, like shown on the screen below

AVAYA & Users v F Elements v £ Services v | Widgets v  Shortcuts ~ Search ‘ — | admin

Aura® System Manager 8.1

Session Manager Entity Link Connection Status

This page displays detailed connection status for zll entity links from 2 Session
Manager.

Dashboard
sion Manager Admi... Status Details for the selected Session Manager:

ETTIEENTE All Entity Links for Session Manager: Session Manager

_ - Summary View
Communication Profile ... ¥

7 Items (" Filter: Enable

DRSS Session Manager IP SIP Entity Conn Reason Link
S Address Family Resolved IP A || Status |Code Status

Device and Location ... ¥ 408
CS1K7.6 IPv4 172.16.5.50 5085 UDP  FALSE DOWN  Rsquast DOWN
Timeout
Avaya Experience P4 10,64.101.252 5061 TLS  FALSE UP 200K UP
Portal
Avaya SBCE IPv4 10.64,101.243 5061 TLS FALSE UP i::pa“ve up
Lommunication 1Pv4 10.64.101.241 5061 TLS  FALSE UP 200K UP

Manager Trunk 1
AA-Messaging 1Pvd 10.64.101.250 5050 TCP  FALSE UP 200 OK up

Communication

em Tools

Performance Manager Trunk 2 IPv4 10.64.101.241 5071 TLS FALSE UP 200 OK up
mgs IPvd 10.64.101.241 5065 TLS FALSE up 200 OK up
Select : None
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Other Session Manager useful verification and troubleshooting tools include:

e traceSM — Session Manager command line tool for traffic analysis. Login to the Session
Manager command line management interface to run this command.

e Call Routing Test — The Call Routing Test verifies the routing for a particular source
and destination. To run the routing test, from the System Manager Home screen navigate
to Elements - Session Manager - System Tools - Call Routing Test. Enter the
requested data to run the test.

10.4. Avaya SBCE Verification

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: This screen provides information about the health of the SBC.

Device: Avaya_SBCEv Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA
EMS Dashboard Dashboard
e oement

Backup/Restore

System Time 11:08:24 AM EDT Refresh EMS
> System Parameters
> Configuration Profiles T 6.1.0.0-14-18430 Avaya_SBCE
> Services GUI Version 8.1.0.0-18490
» Domain Policies Build Date Mon Feb 03 17:23:09 UTC 2020
» TLS Management License State & 0K

> Network & Flows
» DMZ Services
> onitoring & Logging

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 07/24/2020 10:39:59 EDT
Failed Login Attempts 0
Active Alarms (past 24 hours) Incidents (past 24 hours)

None found Nene found

Add

No notes found.
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The following screen shows the Alarm Viewer page.

Device: EMS v Help

Alarm Viewer AVAYA

Alarms

ID Details State Time Device

No alarms found for this device.

| Clear Selected || Clear All |
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Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Device: Avaya_SBCE v

Alarms  Incidents  Status v

Logs v

Diagnostics

Users

Settings v Help ¥ Log Out

EMS Dashboard
Device Management
Backup/Restore

> System Parameters

Configuration Profiles

Services

Domain Policies

TLS Management

Network & Flows
DMZ Services
Ivlonitoring & Logging

Dashboard

Information

System Time

Version

GUI Version

Build Date

License State

Aggregate Licensing Overages
Peak Licensing Overage Count
Last Logged in at

Failed Login Attempts

Active Alarms (past 24 hours) Incidents (past 24 hours)

None found

Session Border Controller for Enterprise

11:08:24 AM EDT
6.1.0.0-14-18490

5.1.0.0-18490

Mon Feb 03 17:23:09 UTC 2020
@ 0K

0

0

07/24/2020 10:39:59 EDT

0

fresh EMS

Avaya SBCE

Nene found

No notes found.

Installed Devices

AVAYA

Add

The following screen shows the Incident Viewer page.

Device | All v | Category All v | Clear Filters | Refresh || Generate Report |
Displaying results 1 to 15 out of 2000

ID Device Date & Time Category Type Cause

7935649056596610 Avaya_SBCE Jun 4, 2020, 31513 PM Policy Server Registration Reaqistration Successful, Server is UP
795648650574360 Avaya_SBCE Jun 4, 2020, 3:01:41 PM Policy Server Registration Reaqistration Successiul, Server is UP
795648649788533 Avaya_SBCE Jun 4, 2020, 3:01:39 PM Policy Server Reqgistration Reqgistration Successful, Server is UP
795602006652158 Avaya_SBCE Jun 3, 2020, 1:06:53 PM Policy Server Registration Reaqistration Successiul, Server is UP

=123 l4][5][=]==>| i

HG; Reviewed:
SPOC 9/2/2020

131 of 145
AvayaSIPAura81T

Solution & Interoperability Test Lab Application Notes
©2020 Avaya Inc. All Rights Reserved.



Status : Provides the status for each server resolved during DNS SRV queries handling calls
to/from the PSTN. Note that Server FQDN and Server IP/Port were blurred out for security
reasons.

Device: Avaya_SBCEv Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Dashboard
Backup/Restore
System Time 11:08:24 AM EDT Refresh EMS
> System Parameters
- Canfiguration Profiles Version 8.1.0.0-14-18490 Avaya_SBCE
. Services GUI Version 8.1.0.0-18490
> Domain Policies Build Date Mon Feb 03 17:23:09 UTC 2020
> TLS Management License State @ 0K

Network & Flows
DMZ Services
Ivlonitoring & Logging

Aggregate Licensing Overages 0

Peak Licensing Overage Count 0

Last Logged in at 07/24/2020 10:39:59 EDT

Failed Login Attempts 0

Active Alarms (past 24 hours) Incidents (past 24 hours)
None found Nene found

Add

No notes found

Device: Avaya SBCE v Help

Status AVAYA

Server Status

Server Heartbeat Registration
Server Profile Server FQDN Server IP Server Port Transport Status Status TimeStamp
Service Provider LS UNKNOWN  REGISTERED 07f16f20E20 15:59:28
Service Provider TLS UNKNOWN REGISTERED O?f16f20§§_|j5:59:30
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

Device: Avaya_SBCEv Alarms Incidents  Statusv Users

[ILERS

Diagnostics Seftings v Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard

Device Management

Dashboard

11:08:24 AMEDT Refresh

Installed Devices

Information
Backup/Restore

System Time
» System Parameters
> Configuration Profiles fe=a
> Services GUI Version
> Domain Policies Build Date

TLS Management License State

Network & Flows
DMZ Services
IVlonitoring & Logging

Aggregate Licensing Overages

Peak Licensing Overage Count

Last Logged in at

Failed Login Attempts

Active Alarms (past 24 hours) Incidents (past 24 hours)

None found.

8.1.0.0-14-18490 Avaya_SBCE
8.1.0.0-18490

Mon Feb 03 17:23:09 UTC 2020

© OK

0

0

07/24/2020 10:39 59 EDT

0

None found.

Mo notes found.

Device: Avaya_SBCE v Help

Diagnostics

Full Diagnostic H Ping Test ‘

AVAYA

@ EMS Link Check
@ SBC Link Check: A1

& SBC Link Check: B1

® Ping: SBC (A1) to
Gateway (10.64.101.1)

Ping: SBC (A1) to

Primary DNS (75.75.75.75)
Ping: SBC (A1) to
Secondary DNS (75.75.76.76)

Ping: SBC (B1) to
Gateway ( 80.1)
Ping: SBC (B1) to
Primary DNS (75.75.75.75)

Ping: SBC (B1) to
Secondary DNS (75.75.76.76)

< < IO < T < TR <

Outgoing pings from this device can only be sent via the primary IP (determined by the OS) of each respective interface or VILAN.

Task Description Status

Start Diagnostic

M1 is operating within normal parameters with a full duplex connection at
1Gh/s.

A1 is operating within normal parameters with a full duplex connection at
1Gh/s.

B1 is operating within normal parameters with a full duplex connection at
1Gh/s.

Average ping from 10.64.101.243 [A1] to 10.64.101.1 is 0.269ms.
Average ping from 10.64.101.243 [A1] 10 75.75.75.75 is 1.716ms.
Average ping from 10.64.101.243 [A1] to 75.75.76.76 is 3.26Tms.
80.11is0.273ms

Awverage ping from 80.23 [B1] to

Average ping from 18023 [B1] to 75.75.75.75 is 1.747ms

Average ping from 80.23 [B1] to 75.75.76.76 is 3.510ms
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The following screen shows the Diagnostics page with the results of a ping test.

Pinging 10.64.101.247 X

Average ping from 10.64.101.243 [A1] to 10.64.101.247 is 0.745ms.
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Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Monitor & Logging =
Trace. Select the Packet Capture tab, set the desired configuration for the trace and click Start
Capture.

Note — Since TLS is being used inside of the enterprise (private network side) and outside of the
enterprise (public network side) the Avaya SBCE internal packet capture tool shown below
cannot be used since it cannot decrypt TLS encrypted data, instead the Avaya SBCE packet trace
tool “traceSBC” should be used.

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥  Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Trace: Avaya_SBCE

Device Management
Backup/Restore

System Parameters Packet Capture H Captures ‘

Caonfiguration Profiles Packet Capture Configuration

Services Status Ready

Domain Policies
Interface Any v
TLS Management

Network & Flows RS Al v |
DMZ Services

4 Monitoring & Logging

Remote Address
= *.Port. IP, IP:Port

SNMP Protocol Al v
Syslog Management Maximum Number of Packets to Capture 10000
Debugging i
Capture Filename CPaaSCapture.pcap

Trace Using the name of an existing capture will overwrite it

Log Collection Start Capture Clear

DoS Learning
CDR Adjunct
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Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥  Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard Trace: Avaya SBCE
Device Management
Backup/Restore

System Parameters Packet Capture H Captures ‘

Configuration Profiles Refresh
|

Services

File Name: File Size (bytes) Last Modified
Demain Policies

CPaaSCapture_20200604154957 pcap 217,088 June 4, 2020 at 3:.50:19 PM EDT Delete

TLS Management
Network & Flows
DMZ Services
4 Monitoring & Logging
SNMP
Syslog Management

Debugging
Trace

Log Collection
DoS Learning
CDR Adjunct
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11. Conclusion

These Application Notes illustrate a sample configuration using Avaya Aura® Session Manager
Release 8.1, Avaya Aura® System Manager Release 8.1, Avaya Aura® Communication
Manager Release 8.1, Avaya Aura® Experience Portal 7.2 and the Avaya Session Border
Controller for Enterprise 8.1 to interoperate with the Avaya SIP Trunking service using
Transport Layer Security (TLS) and Secure Real-Time Transport Protocol (SRTP) on the private
(enterprise) and the public (internet) sides, as shown in Figure 1. The Avaya SIP Trunking
service referenced in this document provides secured encrypted communications for local and/or
long-distance calls (with PSTN endpoints) via standards-based SIP trunks.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the observations/limitations described in Sections 2.1 and 2.2.
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13. Appendix A — Avaya Session Border Controller for
Enterprise — Refer Handling

One of the capabilities important to the Experience Portal environment is the Avaya SBCE Refer
Handling option. Experience Portal inbound call processing may include call redirection to
Communication Manager agents, or other CPE destinations. This redirection is accomplished by
having Experience Portal send SIP REFER messaging to the Avaya SBCE. Enabling the Refer
Handling option causes the Avaya SBCE to intercept and process the REFER and generate a new
SIP INVITE messages back to the CPE (e.g., Communication Manager).

As an additional option, the Refer Handling feature can also specify URI Group criteria as a
discriminator, whereby SIP REFER messages matching the URI Group criteria are processed by
the Avaya SBCE, while SIP REFER messages that do not match the URI Group criteria, are
passed through to the Service Provider.

Note — If Experience Portal is not included as part of the Avaya Enterprise equipment Refer
Handling should not be used, it should be left unchecked/disabled.

Create a URI Group for numbers intended for Communication Manager.
Step 1 - Select Global Profiles = URI Groups from the left-hand menu.
Step 2 - Select Add and enter a descriptive Group Name, e.g., internal-extension, and select
Next (not shown).
Step 3 - Enter the following:
e Scheme: sip:/sips:
e Type: Regular Expression
e URI: 3[0-9{3}@.* This will match 4-digit local extensions starting with 3, e.g., 3041 or
3042.
e Select Finish.

Each entry should match a valid SIP URIL

WARNING: Invalid or incomectly entered regular expressions may cause unexpected results.

Note: This regular expression Is case-insensitive.

Ex: [0-9]{3,5})\user@domain\.com, (simplejadvanced)\-userA-Z1{3}@.*

& sipusips:
tel:

Scheme

Plain
Type Dial Plan
*' Regular Expression

URI Jo-9si@”

Finish
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Step 4 - For additional entries, select Add on the right-hand side of the URI Group tab and

repeat Step 3.

Device: Avaya SBCE v

Incidents  Statusv Logsv  Diagnostics

Users Settings v Help ¥ Log Out

EMS Dashboard

Device Management

Backup/Restore

System Parameters

4 Configuration Profiles
Domain DoS
Server Interworking
Media Forking
Routing
Topology Hiding
Signaling Manipulation
URI Groups
SNMP Traps

Session Border Controller for Enterprise

URI Groups: internal-extensions

Add

URI Groups Click here fo add a descrption.

Emergency

internal-extensio...

URI Group

AVAYA

Rename || Delete

URI Listing

30-91Z@.

Add

Edit Delete
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Edit the existing SP-General Server Interworking Profile to enable Refer Handling.

Step 1 - Select Configuration Profiles 2 Server Interworking from the left-hand menu (not

shown).

Step 2 - Select the SP-General Server Interworking Profile created in Section 8.7.2 and click

Edit
e Check Refer Handling.
e URI Group: internal-extensions.
e Select Finish.

Editing Profile: SP-General X

& None
Hold Support RFC2543 -c=0.000
RFC3264 - a=sendonly

180 Handling ® None SDP No SDP
181 Handling * MNone SDP No SDP
162 Handling ®' MNone SDP No SDP
163 Handling ® Mone SDP No SDP
Refer Handling L

URI Group internal-extensions

Send Hold

Delayed Offer
3xx Handling

Diversion Header Support
Delayed SDP Handling
Re-Invite Handling

Prack Handling

General

Allow 18X SDP
T.38 Support -
URI Scheme ¥ gp TEL ANY
Via Header Format * RFC3251
RFC2543
| Finish |
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Following is the SP-General Server Interworking profile after editing.

Device: Avaya_SBCE~ Alarms Incidents Statusv Logsv  Diagnostics  Users
Session Border Controller for Enterprise
EMS Dashboard Interworking Profiles: SP-General
Device Management Add
Backup/Restore
System Parameters
) ) i €52100
# Configuration Profiles General U Timers U Privacy H URI Manipulation H Header Manipulation H Advanced {
Domain DoS avaya-u
Server Intsrworking 065 age-Sener
Media Forking ) Hold Support NONE
CISCO-CCm
Routing 180 Handling MNone
- cups )
Topology Hiding 181 Handling None
Signaling Manipulation OCS-FrontEnd-S. . 182 Handling None
URI Groups Avaya-SM 183 Handling None
SNMP Traps Avaya-lPO Refer Handling Yes
Time of Day Rules ) _
Avaya-CS1000 URI Group internal-extensions
FGDN Groups
. Send Hold N
Reverse Proxy Policy Avaya-CM endro °
URN Profile sp-Geaneral Delayed Offer No
Recording Profile 3xx Handling No
Services Diversion Header Support Mo
Domain Policies Delayed SDP Handling No
TLS Management Re-Invite Handling No
Network & Flows Prack Handling No
DMZ Services
o ) Allow 18X SDP No
Maonitoring & Logging
T.38 Support Yes
URI Scheme siP
Via Header Format RFC3261
Edit
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14. Appendix B — SigMa Scripts

Following are the Signaling Manipulation scripts that were used in the configuration of the
Avaya SBCE. Add the scripts as instructed in Sections 8.8, enter a name for the script in the
Title and copy/paste the entire scripts shown below.

/IRemoves a=sendonly from re-INVITE message to correct an issue with Music On-Hold not
playing when inbound calls are placed On-Hold.

within session "INVITE"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

%BODYT[1].regex_replace("a=sendonly\rin”,"");

ki
ki

/IRemoves gsid and epv parameters from Contact header.

//IChanges the Diversion header scheme from SIPS to SIP.

//Removes P-Location parameter. This is required since the adaptation in Session Manager is not
removing the P-Location header.

//[Removes unwanted xml element information from the SDP in SIP messages sent to Service
Provider. SP replies with invalid media type if not removed.

within session "ALL"
{
act on message where %DIRECTION="OUTBOUND" and

%ENTRY_POINT="POST_ROUTING"

{
remove(%HEADERS["Contact"][1]. URI.PARAMS["gsid"]);
remove(%HEADERS["Contact"][1]. URI.PARAMS["epv"]);
remove(%HEADERS["P-Location"][1]);
%HEADERS["Diversion™][1].regex_replace("sips","sip");
remove(%BODY[1]);
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[lnserts "+" in the "To" and "Request-Line-URI" headers to comply with E.164 numbering
format. This change is required for calls from Experience Portal to the PSTN.

within session "INVITE"

{

act on request where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

{

%HEADERS["T0o"][1].URI.USER.regex_replace(""1","+1");
%HEADERS["Request_Line"][1].URI.USER.regex_replace(""1","+1");
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interopnotesdl@avaya.com.
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