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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols:

& Tip — Highlights a configuration or technical tip.

® Note — Highlights important information to the reader.

@ Warning — Highlights important information about an action that may result in equipment
> damage, configuration or data loss.
Text:

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button
or command:

ERS5520-48T# show running-config

Output examples from Avaya devices are displayed in a Lucinda Console font:
ERS5520-48T# show running-config

! Embedded ASCII Configuration Generator Script
I Model = Ethernet Routing Switch 5520-24T-PwWR
! software version = v5.0.0.011

enable

configure terminal

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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1. Overview: RADIUS User Authentication
using ldentify Engines

This document provides the framework for implementing user Authentication, Authorization, and

Accounting for Avaya switches.

1.1 RADIUS Support on Avaya Switches

RADIUS | 802.1x RADIUS | 802.1x RADIUS RADIUS | RADIUS
authenti- | (EAP) accoun- | (EAP) account- user SNMP
cation RADIUS | ting RADIUS | ing for CLI | access account-
authenti- account- | commands | profile ing
cation ing
ERS 8600 Yes Yes Yes Yes Yes Yes Yes
ERS 8300 Yes Yes Yes Yes Yes Yes No
ERS 1600 Yes Yes Yes Yes Yes Yes No
ES 460/470 Yes Yes No No No No No
ERS 2500 Yes Yes No Yes No No No
ERS 4500 Yes Yes No Yes No No No
ERS 5500 Yes Yes No Yes No No No
ERS 5600 Yes Yes No Yes No No No

1.2 User Authentication using ERS1600, ERS8300, or

ERS8600

The ERS1600, ERS8300, and ERS8600 each support six different user access levels. The access level
is determined by the RADIUS attribute value sent back to the switch. The switch uses RADIUS Vendor-
Specific Attributes (IETF Attribute 26) to support its own extended attributes. Vendor identifier 1584 (Bay
Networks) attribute type 192 is used where the value is a number from 0 to 6. The following chart displays

the RADIUS attribute values and corresponding access level.

Access Level

VSA Attribute 26 — Vendor ldentifier 1584
Type 192 value

None-Access 0
Read-Only-Access 1
Layer 1-Read-Write-Access 2
Layer 2-Read-Write-Access 3
Layer 3-Read-Write-Access 4

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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Read-Write-Access

5

Read-Write-All-Access

6

In addition, on the ERS8600 only, via vendor identifier 1584 attribute type 194, if is set to a value of 0, you
can enter a list of CLI commands not allowed for a user. The CLI command is entered using the RADIUS
string value configured via RADIUS vendor identifier 1584 attribute type 195.

1.3 User Authentication using ERS5600, ERS5500,

ERS4500, or ERS2500

The ERS5600, ERS5500, ERS4500, and ERS2500 each support two different user access levels which
are read-only or read-write. RADIUS attribute type 6, Service-Type, is used to determine the access level.
The following displays the complete list of RADIUS attribute values for the RADIUS Service-Type attribute
where value 6 (Administrative) is used for read-write access and value 7 (NAS Prompt) is used for read-

only access

Sub-registry: Values for RADIUS Attribute 6, Service-Type

Reference: [RFC2865] [RFC3575]

Registration Procedures: IETF Consensus

Registry:
Value Description

Reference

[Chiba]
[Chiba]
[Chiba]
[IEEE 802.11f] [Kerry]
[IEEE 802.11f] [Kerry]
[RFC3576]
[REFC5607]

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide

1 Login

2 Framed

3 Callback Login

4 Callback Framed

5 Outbound

6 Administrative

7 NAS Prompt

8 Authenticate Only

9 Callback NAS Prompt

10 Call Check

11 Callback Administrative

12 Voice

13 Fax

14 Modem Relay

15 IAPP-Register

16 IAPP-AP-Check

17 Authorize Only

18 Framed-Management
[Julv 2010
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2. ERS8600 Switch Configuration Example

i
- 1 .% Core
‘“——““‘{i&. Network
ERSB600-1 \\ =,
MgmtIP = 47.133.60.25 \ =
\\ ' 47.133.56.101
N
N,
QOut-of-Band Identity Engines
Network Ignition Server

For this configuration example, we will enable RADIUS user authentication on ERS8600-1 using the out-
of-band management port. We will configure the Identity Engines RADIUS server with the following three
users:

e User name with read-only access: 8600ro
e User name with read-write access: 8600rw
e User name with read-write-all access: 8600rwa

For this example, we will break down the configuration into two parts. In part one, we will simply add AAA
services for the three users shown above. Part two is a continuation of part one with the addition of
showing how to restrict certain CLI commands. In part two, we will pick the read-write user and deny
access to QoS and filter configuration for this user.

2.1 Part 1: Basic AAA Configuation
2.1.1 ERS8600 Configuration

Assuming we are using the out-of-band management port.
2.1.1.1 Add out-of-band IP address

ERS8600-1 Step 1 — Add out-of-band IP address and route

ERS-8606:5# config bootconfig net mgmt ip 47.133.60.25/24
ERS-8606:5# config bootconfig net mgmt route add 47.0.0.0/8 47.133.60.1

2.1.1.2 Enable RADIUS

ERS8600-1 Step 1 — Add RADIUS server, enable RADIUS, and enable RADIUS accounting

ERS-8606:5# config radius server create 47.133.56.101 secret nortel priority 1
ERS-8606:5# config radius enable true
ERS-8606:5# config radius acct-enable true

ERS-8606:5# config radius acct-include-cli-commands true

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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When configuring the RADIUS server on the ERS8600, you can configure the switch
with a RADIUS source-IP address which in turn will be the IP address used for RADIUS
requests. The RADIUS source-IP address must be a circuit-less IP address (CLIP) or

®

otherwise known as a loopback address. If you do not enable a RADIUS source-IP
address, by default, the ERS8600 uses the IP address of the outgoing interface as the
source IP address for RADIUS. Unfortunately, although you can create and enable a

RADIUS source-IP when using the out-of-band management port, this feature is not
supported on the out-of-band management port. Hence, if you have two CP cards, you
will have to configure two RADIUS Authenticators on the RADIUS server.

2.1.2 ERS 8600 Switch: Verify Operations

2.1.2.1 Verify RADIUS Global Settings

Step 1 — Verify that RADIUS has been enabled globally
ERS-8606:5# show radius info
Result:
Sub-Context: clear config dump monitor mplsping mplstrace peer show switchover
test trace
Current Context:
acct-attribute-value : 193
acct-enable : true
acct-include-cli-commands : true
access-priority-attribute : 192
auth-info-attr-value : 91
command-access—attribute : 194
cli-commands-attribute : 195
cli-cmd-count : 40
cli-profile-enable : false
enable : true
igap-passwd-attr : standard
igap-timeout-log-fsize : 512
maxserver : 10
mcast-addr-attr-value : 90
sourceip-flag : false
Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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Via 8600-1, verify the following information:
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Option Verify

Acct-enable Verify that the CLI accounting is set to true globally

acct-include-cli-

commands

enable Verify that enable is set to true globally telling us that RADIUS is enabled

2.1.3 IDE Setup

2.1.3.1 Configure an Outbound Attribute on Ignition Server for VLAN

The following chart displays the outbound attribute values required by the ERS8600 for each access level
for RADIUS vendor identifier 1584 (Bay Networks) attribute type 192. For this example, we will configure
IDE with attribute values of 1, 5, and 6.

Access Level Attribute Value User Name
None-Access 0

Read-Only-Access 1 8600ro
L1-Read-Write-Access 2

L2-Read-Write-Access 3

L3-Read-Write-Access 4

Read-Write-Access 5 8600rw
Read-Write-All-Access 6 8600rwa

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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IDE Step 1 — IDE already has the vendor specific attributes defined (Bay Networks vendor
code 1584 using attribute type 192) for the ERS8600 which can be viewed by going to Site
Configuration -> Provisioning -> Vendors/VSAs -> Bay-Networks -> VSA Definitions.
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IDE Step 3 — Via the Outbound Attribute window, type in a name for the attribute to be used
for access priority (i.e. ERS8600-Access-Priority as used in this example), click the VSA
radio button, select Bay-Networks via Vendor and ERS8xxx-Access-Priority via VSA. Click
on OK when done

©' New Outbound Attribute @

Outbound Attribute: | ERSB600-Access-Priority ]
Transport
() RADIUS Attribute

(5] VSA
Yendor IBay-Networks I 'J

VSA [ERSSxxx—Access-Priority i 'J

Cancel I

IDE Step 4 — Go to Site Configuration -> Provisioning -> Outbound Values -> New

P Iopttan Dashhnnrd I'-_Iﬁlﬁl

Awiraee e
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0
Xan2
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= 3 Authenticators o s JRCL W oy i

= & Directories ';'sf‘"‘.f'm“;’
= S Provisioning =i -
= andsesios
" 2 |

U yoound Mt b
S8 0 sbzond Grtriz e
8 Elosrdvie |
i GorRst Manangar

| e

LS

i
|
#‘Iull

[T

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
[Julv 2010 12



AVAYA

IDE Step 5 — Using the Outbound Attribute created in Step 3, we will first add an attribute
value of 1 for read-only-access. Start by entering a name via the Outbound Value Name:
window (i.e. 8600-ro as used in this example) and click on New

©' Qutbound Value Details @
Outbound Yalue Name: ISGDD-ro )
Outbound Attribute Yalue
v
| New. ..
'0_—K| I Cancel l

IDE Step 6 — Select the Outbound Attributes name created in Step 3 (i.e. ERS8600-Access-
Priority as used in this example) via the Choose Global Outbound Attribute: pull down
menu. In the Value Unsigned — 32 bit window, enter 1 (i.e. value of 1 signifies read-only-
access). Click on OK twice when done.

© Qutbound Value Instance @
Choose Global Outbound Attribute: tERSSE»OG—Access-Priority VJ
Yalue

(5) Unsigried - 32 bit |1| |

() Attribute Value

(_:ancelf]

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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IDE Step 7 — Go to Site Configuration -> Provisioning -> Outbound Values -> New again to
create the outbound attribute for read-write-access. Using the Outbound Attribute created
in Step 3, we will add an attribute value of 5 for read-write-access. Start by entering a name
via the Outbound Value Name: window (i.e. 8600-rw as used in this example) and click on

New
© Qutbound Value Details @
Outbound Value Name: |3600-rw |
Outbound Attribute Yalue
?
] New, ..
IW| l Cancel ]

IDE Step 8 —Select the Outbound Attributes name created in Step 3 (i.e. ERS8600-Access-
Priority as used in this example) via the Choose Global Outbound Attribute: pull down
menu. In the Value Unsigned — 32 bit window, enter 5 (i.e. value of 5 signifies read-write-
access). Click on OK twice when done.

© Qutbound Value Instance @
Choose Global Outbound Attribute: 1ER58600-Access-Priority v-]
Yalue

(5) Unsigned - 32 bit [5 |

() Attribute Value

[ o | ‘ gance|.~|

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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IDE Step 9 — Go to Site Configuration -> Provisioning -> Outbound Values -> New again to
create the outbound attribute for read-write-all-access. Using the Outbound Attribute
created in Step 3, we will add an attribute value of 6 for read-write-all-access. Start by
entering a name via the Outbound Value Name: window (i.e. 8600-rwa as used in this
example) and click on New

©' Outbound Value Details @
Outbound Yalue Mame: I86IJU-rwa| ]
Outbound Attribute Yalue
| New...
|W| l Cancel ]

IDE Step 10 —Select the Outbound Attributes name created in Step 3 (i.e. ERS8600-Access-
Priority as used in this example) via the Choose Global Outbound Attribute: pull down
menu. In the Value Unsigned — 32 bit window, enter 6 (i.e. value of 6 signifies read-write-all-
access). Click on OK twice when done.

© Qutbound Value Instance @
Choose Global Outbound Attribute: 1ER58600-Access-Priority vi
Yalue

(5 Unsigned - 32 bit |6 |

() Attribute Value

I g_ance|.~|

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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2.1.3.2 Add Users

avaya.com

For this configuration example, we will add the following users.

User Name Access Level

8600ro Read-Only-Access
8600rw Read-Write-Access
8600rwa Read-Write-All-Access

IDE Step 1 — Start by going to Site Configuration -> Directories -> Internal Store -> Internal
Users and click on New

T igattion Dechbaard FEERE
e
e e < et |
1718836 1 3
15 e Cor g 2t Wrgre e -TabT ]
A et ok —_ Tumalee Nove Lt fsie | accurtetied | Pecopipend
# B Authenticatars Wt |
= 8 Dircctories MZ100I3a2 =
2 (8 iy s pheoay
B Doty Sorvace whem
S S ke nd 22w »‘0";'_7‘ b
% Inhe ~ Groucs el
- W el e
B bl Cwevws
27 waled Ay
1 S provisinning
7 i fest Managey
Al ok [+ T | =
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IDE Step 2 — Enter the user name for read-only-access via User Name: (i.e. 8600ro as used
in this example) and enter the password for this user via Password and Confirm Password.
Click on OK when done. If you wish, you can also change the expiry date via Password
Expires if you do not wish to use the default setting of one year

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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IDE Step 3 — Repeat step 2 again by clicking on New to add the read-write-access user.
Enter the user name for read-write-access via User Name: (i.e. 8600rw as used in this
example) and enter the password for this user via Password and Confirm Password. Click
on OK when done. If you wish, you can also change the expiry date via Password Expires
if you do not wish to use the default setting of one year

B Edit X

Info
User lame: {8€00mw | ] Account Disabled
First Name: l | Last Name! ] |
Password: loooooo I Confirm Password: ]onuo l
] Start Time; [wos-10090mis620 @y [V]PasswordExpires:  2010-100908:56:20 |y
[|MaxRetries: |3 | [ |Delete on Expire
Custom Attributes
Network Usage: | | Office Location: [ ]
Emal Address: [ | Comments: \ ]
o oo
| Internal Group Name
| add... |
[ ] [ ancel

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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IDE Step 4 — Repeat step 2 for the final time by clicking on New to add the read-write-all-
access user. Enter the user name for read-write-all-access via User Name: (i.e. 8600rwa as
used in this example) and enter the password for this user via Password and Confirm
Password. Click on OK when done. If you wish, you can also change the expiry date via
Password Expires if you do not wish to use the default setting of one year
B Edit X
Info

User lame: |s€00wa | ] Account Disabled

First MName; l | Last Name! ] |

Password: looooooo I Confirm Password: Io..ooool l

V] Start Time: [woo-100908:59:15 @y [V]PasswordExpires:  2010-100908:559:15 |y

[|MaxRetries: |3 | [ |Delete on Expire

Custom Attributes
Network Usage: | | Office Location: [ ]
Emat Address: [ | Comments: \ ]
Wb o g | peves
| Internal Group Name
| add... |
(o] concel)

Switch User Authentication using Identity Engines Ignition Server Technical Configuration Guide
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2.1.3.3 Add an Access Policy

avaya.com

example) and click on OK when done

IDE Step 1 — Go to Site Configuration -> Access Policies -> RADIUS. Right-click RADIUS
and select New Access Policy. Enter a policy name (i.e. ERS8600-Access as used in this
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IDE Step 2 — Click on the policy we just created, i.e. ERS8600-Access, and click on Edit via
the Authentication Policy tab

P Jgnition Dashboard E §|E|
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Configuration Current Site:  Sie 0
B &% sten o
i @ 47.133.55.100 Arcess Peloy: ZR50600-Azcess  fecess Pobey Summary. .

D
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= 45 rannss
i 25 reanes Frofies
¢ RgFemas
i g Madcal oins Dy
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- Agns
i BG oefaukraduz-use
B teat
g, ERsEero-actess
= B Mac At
= 4§ Tacacs=
-4 Authenticators
B 'i: delagt
=1- % Kortel Sk

4 ey | Hanlity Roctog | Subuneation Py |
Authentication Policy ‘

-y 3500-
4- % Meded
& @ pirectories
+- 5] Provisioning
o- 6 Guest Manager
4] 2i [ T¢ =
| ===

IDE Step 3 — Under Edit Authentication Policy window, select NONE -> PAP

© Edit Authentication Policy @

Authentication Protocols {OuterfInner)
L[] PAP
- NONE
[ T] EAP-MSCHAPYZ
i.[T] EAP-MDS
L[] cHap
.[7] EAP-GTC
~...[7] EAP-TLS
-[7] MSCHAPv2

=

>

Certificate; [defaylt_soap_ce(t ‘{J

Ciphers
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA| <

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_RC4_128_MDS

[¥] TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_AES_128_CBC_SHA =

(o]

Cancel
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IDE Step 4 — Go to the Identity Routing tab and click on Edit

P |gnition Doshboard E §|E|

Acingration  Help

m ;iﬂﬁumv '.*: Jrcukisshoot ’

Configuration Current Site:  Séte 0
B &% ste
| 4713355100
= 25 ske Configueation

21 B Access Policies
B g& RADDIS 1dentity Routing

A1 #5] Peenees Frofies Default Directory Set;  <Not Spacheds
¢ BG Feran
! B Madcal oviips Day
i BZ Mad el Semens
L Agns
i BE defauk-adusz-use
RG e
- B Ersee0o-access

= B pac aut

= A% Tacacs-

-4 Authenticators

B ?}_ defadl

5- % Koo 5ach

4y phenteator Convakee L O | Tdeectoey Sot |

4% Meded
+- @ Directories
& Provisioning
+- @ Guest Manager

4] $Eat |—|DJ P

IDE Step 5 — Check off the Enable Default Directory Set and click on OK when done.

© Edit Identity Routing Policy g

Realm-Directory Set Mapping
|| Enable Defauk Directory Set
Directory Set: |default set v

Authenticator Container | Realm Directory Set

[
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IDE Step 6 — Go to the Authorization Policy tab and click on Edit

P |gnition Dashboard
Acminitration  Help

||
()
]

Configuration
B & s5ten

| 17.132.55.100
= 2% ke Configuration
2 B Access Polk:ies
&= 43 rapn
& {}Jn-mnrv-n«
¢ g FeRn
i B@ madcal ovinz Doy
- BG Madcal Semens Y
LRg s
- BG defauk—adus-use
E g teat
i ERsEeCO-Access |
[ 55 MAC Autl
= A Thcacs-
-4 Authenticators
= 7 dulul

4% Maded
- @ Directories
8- 5] Provisioning
- . Guest Manager

4 2 [ T»

‘\ Trcubbeshoot |

Current Site:  Site 0

i

Access Polcy: ZA50600-Aroess  Access Pobiy Summary. .

| Mtheckicein Poicy | Mantity Recog (AN Paliey

RADIUS Autharization Palicy
Hule Names Rule Surmary
News | Enablad _Acten |

1f No Rules Apply: Dery

authentication-Falled Palicy (RADINS) - Currently Disabled B

The RADDIS autherzation pobicy (op lial of Bis vindos) a0uks wlen & us's authenizebon socieeds, The adh..
rdan @ s’y authanbiielion elbanpt fafs, Dafing and anabie Uhs policy oy 1 you veard o aulbirics ueers v s,

| Erohls Unasths S th

Rule: Narmes Rule Surnanary

Mo | Erabled Acteo |

I No Rules Apply: Derry =

=

IDE Step 7 — Once the Edit Authorization Policy window pops up, click on Add. First, we
will add a rule for read-only-access. When the New Rule window pops up, we will name the
rule read-only-access as shown below

B Edit authurization Policy

Rules

Kane | Encbled Acticn

Nams:
]rmﬂs*a:oeﬁ(

2. Enber rule risme

Selected Rule Detads
Fuds Kame:

Consoant 5 |

Add ] | 990y
1 No Rules Apply
|_#lox s Deny

g R re

(1  —

2]
g
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IDE Step 8 — Click on New to add a new constraint

D Edit Authorization Poticy X]
Rules Selected Rule Detads
fane | Enchled Acticn
Fuds Rame: recd-ork-acress | v PukeEnaniad
i) Consoant

—
endt Action
o Nuw
ey
ek Postue
add,i | | Go9i ) | Bem. | IF THEn Dany
1f No Rules Apply
alox o Ceny
oA i 2]

El | ot |

IDE Step 9 — For this example, we are simply going to look for the read-only-user user-id.
From Attribute Category, select User and scroll down and select user-id. Select Equal To
with Format of None and enter the read-only-access user id, i.e. 8600ro as used in this
example, in the Static Value window as shown below. Click on OK when done

© Constraint Details @
Match The Following Rule:

Artribute Category:  |User - Attribute: usee-id

" A— 3 Data type: string
uthentication Service a s
Authentication Service Name = pR e L ke

Authenbication Service Type |Equal To -
Lockup Service :

Lockup Service Name - R —
Lookup Service Type Kot ‘Nf_'?—'.J
iﬁﬁ:ﬁd a1 Satic Value ) Dynamic Yahse of Attribute
enzble-max-retries
enable-password-exgiration ! |8600r0]
enable-start-tine 2 e
frst-name &4
group-member
last-name
max-retries
retwork-usage
office-location
passrord-expration
roke

start-time

Lk |t

o] ol
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IDE Step 10 — Via Actions, select Allow. From the All Outbound Values window, select the
output attribute we created previously named 8600ro and click on the less-than arrow key
to move the attribute to the Provision With window

P Edn Autherization Pobicx ¥|
Hudes Sodect el Hule Dt aly
o Enztied | AL 0
Ribs harw: readu= yeyrace VR Tnaed
¢ | sl L b EX U
= Lseoweed - 020000 = = =
hev |
S
= 1.k an Alliw 2. Fram tha Al Sutkound Vakes windony, salezt BEOC.ro

Attion Provisioning {Outbound Yakses)

”:? Fvidon With /M Qubiound Valpes

e bove-reTrverst

[ Ty e o

P alaarne @
a | S it
bl
|2 He o o
i Summoey
iz e T roUaracd » SU00 THES AW

Hane Uatheas st <a oz 020002
1 Mo Rubes Apply
e ) Dy

B

access

IDE Step 11 — Next, we will add a rule for

as used in this example

read-write-access. Start by clicking on Add and
when the New Rule window pops up, add an appropriate name for this rule, i.e. read-write-

=4

Edi Autherization Poticy

Hushes Sudecbised Huskee el
[ Eul [l
LIS L80a; s v-a0sen ] R nabizd
Coedrs | | A
Leagerds = 920ng - -
Bewa |
e, |
=l
Attian Provisioning {Outbound Yakes)
by Fravisinn With
L e Ly -
ekl e
b F] i
- ¥
1, Gk on Akl
Summary
Gicwd  Sacw B 1T Uaaarscoal = @000 THEY AW
Hamn Uik d sz S22
I Euse s Appdy
Pl () DAy
ey, iy
E3
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IDE Step 12 — Click on New to add a new constraint

B Edit Autherization Poticr
Sindhe ke Hube Hhebely
hore: fna. | Gdias
R o .
Rubs hara; resd teeszoncs ] Fo. e Irabizd
i -
i Loandis L | P
Bewa |
i
=l
Aetian
) A
1 Py
L N NN
R | Fumniaey
FR I S T 1" ThEs Dy
B Fa Bues: Apply
e e Dy
e,
)

IDE Step 13 — For this example, we are simply going to look for the read-write-access user-
id. From Attribute Category, select User and scroll down and select user-id. Select Equal
To with Format of None and enter the read-only-access user id, i.e. 8600rw as used in this
example, in the Static Value window as shown below. Click on OK when done

© Constraint Details @
Match The Following Rule:

Artribute Category:  User - Attribute: usee-id
s e — = ; Data type: string

uthentication Service - e
Authentication Service Name — Description: User name (internal store)

Autherbicabion Service Type Equal io -
Lockup Service ‘.—J
Lockup Service Name R — ]
Lockup Service Type Foemat: |None |
::;uﬁﬁd (2] Seatic alue ) Dynamic Yake of Attribute
enzble-max-retries
enable-password-expiration | 8600w
enable-start-time A
frst-name o

croup-member
last-name
max-retries
retwork-usage
office-location
password-expiration
rok

stark-time

Lite

o] el
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IDE Step 14 - Via Action, select Allow. From the All Outbound Values window, select the
output attribute we created previously named 8600rw and click on the less-than arrow key
to move the attribute to the Provision With window

5 Edil Autherization Poticx

Huhim St Hubs Uhebaly

Fuls harws; rasdes feescacs ] B Trhlar

{

b,
4.0 |
iz |

s
k|
A_:Iﬁn PravEbaning {Out bound Yakues)
(il kT Wit
Py .
[ R
Ed
. (54
- L
| ——.| Summary
3., o [T 1" Uinaarsc-al = BRCe C1EH Rlavy
Srrn Lttt o C2000 =
BI 0 Rubes: Apply
o ) Deny

B

IDE Step 15 — Finally, we will add a rule for read-write-all-access. Start by clicking on Add

and when the New Rule window pops up, add an appropriate name for this rule, i.e. read-
write-all-access as used in this example

P Edn Autherization Poficx ]
Hushow ot anel Huler vt aale
Rubs e renden taes LR
Lonby L ) P i
|
e 2. Add ke nama
el d ane €
v
Attion Provisioning {Outbound Yokues)
£ ""MW Fravidan With ARt Vakes
Sl N —
) e wwe s reTirered -
QLA T TR al 13
- [ "
[
1. Cick on Add
Summoey
4. L. L 1 Ua vy d w23 THZH Ao
@ i B Sare Cutbound Vauar SEl0ca
Mo Ruies Apply
() ovdm ) Day
ot | carad |
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IDE Step 16 — Click on New to add a new constraint

P Edw authorization Pobicx ?'
Huslvn Sdbechwal Hule vk aaly
__hene  Enmtded | acze |
1032 00y 2 ;AR - ==
bioontnl | o7 ko Rubl i 1220+ Tord -ac202 FEmTed
i sl | {=¥% S
‘,‘ i
2l
v
Actian
.
Lo were
B TN NUReeTy
Y
@] e o rricyOory
B Mo Ruies Apply
S RaR
Lol cent)

IDE Step 17 — For this example, we are simply going to look for the read-write-all-access
user-id. From Attribute Category, select User and scroll down and select user-id. Select
Equal To with Format of None and enter the read-only-access user id, i.e. 8600rwa as used
in this example, in the Static Value window as shown below. Click on OK when done

D Constraint Details [?]
Match The Following Rule:
Actribute Category:  |User - Attribute: user-id

- S— Data type: string
uthenkication Service Fion: Lk o
Authenbication Service Name 8 G K Gekeenal store)

Authentication Service Type |Equal To v
Lockup Service :

Lookap Service Name 2 R ———

Lockun Service Type SR iu

:::J;i!::ﬁd ) Static Value ) Dynaric Vakse of Attribute
enable-max-retries

=nable-password-axpiration |8600hwa I
enable-start-time
frst-name
group-member
last-narme
max-retries
rebwork-usage
office-location
passnord-expration
rok

start-time

tile

O_KJ | Cancel |
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IDE Step 18 — Via Action, select Allow. From the All Outbound Values window, select the

output attribute we created above named 8600rwa and click on the less-than arrow key to
move the attribute to the Provision With window

¥ Edn Autherization Pobicx

%
Huloo Nodect el Hule Dbl
Ribs harw: rende tany accans ]Eom Trahed
[ | sl (1 oo |
Loziwerde « s - =
b |
2
v
Attion Provisioning {Outbound Yakues)
Diry Fravidon With, A Oigownd Vals
e crourerg =
QLA SN TR ‘:f:.p:; -
e NTRETTAEN £
e [ [mvomtent
.
- |3 Han rnzeane e
T M i) Soees 3
. Summeey
PO S pen Uil e A m cau THES Afow
Lo Fricd | B Sare Cutteunt ¥ uar 23llcau
N0 Rules Apply
() dim ) Dy
o6 ] Carad
e’
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IDE Step 19 — When completed, you can view the complete policy by clicking on the
Access Policy Summary button

D Policy Summary For ERSB600-Access

Policy Summary

Access Policy: ERS8600-Access

Authentication Policy

The following protocols are active:

Outer Protocol | Inner Protocol

NONE P&F

Identity Routing
Default Directory Set default set

Authorization Policy

Rule Name Rule Summary

IF Usger.user-id = 8600ro0 THEN Allow

read-Only-aCCess | o4 Outhound Vahses: 3600-ro

IF Uzer.user-id = 8600w THEN Allow

Tead-WIHE-ACCESS | o 4 Outhound Values: 8600-rw

IF Uzer.user-id = 8600rwa THEN Allow
Send Outhound Values: 8600-twa

If Mo Rules Apply: Deny

read-write-all-access

Unauthenticated Authorization Policy
Currently Disabled
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2.1.3.4 Add the Avaya ERS8600-1 switch as an RADIUS Authenticator

For Ignition Server to process the Avaya switch RADIUS requests, each switch must be added as an
Authenticator.

IDE Step 1 — Go to Site Configuration -> Authenticators -> default. For this example, we will
create new container named Avaya Switch by right clicking default and selecting Add
Container

P Jgnition Doshboard Ei'gl
Acinitration  Help

. ;;ﬁﬁau&w _@{puﬂshnnt ‘

Configuration Current Site:  Séte 0
B &% stel Authenticator Summary
i 4713355100
= 25 ke Configueattn
i1 B Access Policies

[ lirdude descendancs of ssiected corkans
Name | »addess Fundie Froblsd | AADNS AT Auth| TACATSY |

A el i
N cutbound Attrbut
(& cutbound Yahses
#- @ Guest Manager

B add Cantainer

Parany cofar ) defast

Corkabee Name: |Kored Sakch |
Lak | goncell

TH| T Tl s I 0
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click on New.

IDE Step 2 — Go to Site Configuration -> Authenticators -> default -> Nortel Switch and

P Jgnition Dashboard

Acmingtration  Help

Configuration
B &% 5ten
i 4713355100
2 % ke Configuration
41 B Access Policies
21 78 Authenticatars
= 5 defaut
T % Rord Sakd
5 Mededl
51 I8! Directorles
21 B provisioning
T yendorsNses
A tooond Mtogtes
& oubound Attrbutes
@ Cutboune Yehoss
# 6 Guest Manager

{i{dt}_nn&w ¢ Jreukdeshoot

Current Site:  Site 0
Authenticator Suenmary

Name

[ lndude descandants of sseced conkans

I P Adckess

Bundie Frobled | AADNE MaC Auth TACATSY

47.133.56.41
105219

Click here

< v Ker
< " fer

Al
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IDE Step 3 — Enter the settings as shown below making sure you select the policy we
created previously named ERS8600-Access via Access Policy. Leave Enable Authenticator
and Enable RADIUS Access checked. Click on OK when done.

& futhenticator Details E|
Marme: |86EIEI-1 | Enable Authenticator
IP Address: 147,133.60.25 | [ Bundle
Conkainet: defaulk. Mortel Switch
Authenticator Type: |'l.-'l.-'irec| vl

Wendar; Mortel |:| Device Template: | ers-switches-nortel -
TACACSH Settings

RADIUS Shared Secret: |n0rte| | | Hide |

h\ Enter the same RADIUS shared secret configured
Enable RADIUS Access on the ERS8600 switch

Access Policy: / |ER585DD-F’.CCESS -

Select the correct policy (ERS8600-Access) that we created previously

[ ] Enable MAC Auth

BiECEss PaliEy

| Cancel |
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2.1.4 Verification
2.1.4.1 Verify User Authentication

You can test user authentication for the ERS8600 users configured on IDE by entering the user name
and password.

Step 1 — Via Ignition Dashboard, select the IP address of the Ignition Server, click on the
Troubleshoot tab, go to Directory Service Debugger and select the Auth User tab. Make you select
Internal User Store and PAP and the enter a valid user name and password configured for the
ERS8600 and click on Send Request. For more details, repeat the same steps but via the Process
Request tab instead

D lgnition Dashboard
Admiistration  Help

48" Corfiguration =] Monitor

Troubleshoot Current Site: Site 0

S&5e0 || ook |
- 71335600000 || Request
| ProcessRequest | Userleokup  Device Lockup l_

Dractory Sarvce! imbamd Usar Store v’
Inner Turae! Frotocal; [PAR. v
Usetnams: {B&mvwa ]
Pasaword: i sssncee I
Lid
Serd Request.
Result
Virtual Attributes:
<emply>
Authentication successful
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Via Dashboard, verify the following information:

Option Verify

Results If successful, Authentication successful should be displayed

2.1.4.2 Verify user authentication from ERS switch

You can view the authentication details via Ignition Dashboard which provides extensive details about the
device or user.

Step 1 — In Dashboard, select the IP address of the Ignition Server and click on the Monitor tab, go
to Log Viewer, and select the Access tab. Via the message of a valid user, right-click the message
and select Access Record Details. Shown before are the results for the read-write-all-access user.
Please note you should also see RADIUS accounting records upon a user logging onto and
disconnecting from the ERS8600

<]
CRIES G hurid o tuw [ &% 2 TR S, =t *
RAOS Lring LEadd 9200wy, Sesdon [T GEXTOOMOIZI0 Ttahes ZTORT
UL RS ML | PR Bus . Acaghes Iharidmat e, dotbatodrw sl L VG20 o 2, Kee P cpm szt U0 Acans, Adlead s Das... v
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Result:

D Access Record Details |

Authentication/Authorization Request Details

= General Details
Received: 2009-10-09 10:47:24
User Id: 8600rwa
Access Policy: ERS8600-Access
Autherticator: Jdefault/Nortel Switch/8600-1
Authentication Resuk: Authenticated
Directory Result: Success
Authorzation Result: Allow

= User Details
account-locked: False
email-address:
enable-max-retries: True
enable-password-expiration: True
enable-start-time: True
first-name:
last-name:
max-retries: 3
network-usage:
office-location:
password-expiration: 2010-10-09 05:5%:15
role:
start-time: 2009-10-09 08:59:15
title:
user-id: 8600rwa
= Groups
<empty >
= Inbound Attributes
User-Name: 8600rwa
NAS-IP-Address: 47.133.60.25
NAS-Port: 1
= Authentication Details
Outer Tunnel Type: NONE
Outer Tunnel User: 8600rwa
Inner Tunnel Type: PAP
Inner Tunnel User:
Authentication Resuk: Authenticated
= Directory Details
Authentication Directory Store Type: Internal User Store
Directory Set: default set
Authentication Directory Store Name: Internal User Store
Realm:
Lookup Directory Store Name: Interna User Store
Lookup Directory Store Type: Internal User Store
Directory Result: Success
= Authorization Details
Policy Rule Used: read-write-all-access
Authorization Result: Allow
= Outbound Attributes
ERSB600-Access-Priorty (ERSGxxx-Access-Priority): 6
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At minimum, verify the following items:

Option Verify

Authentication Result If successful, Authenticated should be displayed. If not, verify the device using
the previous step and if this also fails, verify the Ignition Server configuration.

Authorization Result If successful, Allow should be displayed. If not, verify the device using the
previous step and if this also fails, verify the Ignition Server configuration.

User-Name Displays the name of the user id, in this example, a user id of 8600rwa was
used for the user with read-write-all-access rights.

Access Policy This field displays the Ignition Server policy used for this user which should be
ERS8600-Acess as configured for this example.

Policy Rule Used For this user, the Policy rule read-write-all-access as configured above should

Outbound Attribute be used which sends an outbound vendor specific attribute value of 6 to the

ERS8600 telling the switch this user has read-write-all-access
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2.2 Part 2: ERS8600 Configuration with Specific Commands
Disabled

In this part, we will use the same configuration used in the previous example, but, we will restrict the read-
write ERS8600 user (user name = 8600rw) to deny access to the CLI QoS and Filter configuration
(“config qos” or “config filter”).

2.2.1 ERS8600 Configuration

Enable the user access profile parameter on the ERS8600.

ERS8600-1 Step 1 — Enable the RADIUS cli-profile by setting the value to true

ERS-8606:5# config radius cli-profile-enable true

2.2.2 IDE Setup
2.2.2.1 Configure Outbound attributes to deny ERS8600 CLI commands

Using the same base configuration from the previous step, we will simple add the CLI commands we wish
to deny to the read-write user. In this example, this will apply only to the user 8600rw.

IDE Step 1 — IDE already has the vendor specific attributes defined, Bay Networks vendor code
1584 using attribute types 194 and 195 for the ERS8600 which can be viewed by going to Site
Configuration -> Provisioning -> Vendors/VSAs -> Bay-Networks -> VSA Definitions.

= T

= B T canrem coned acllen Ty el iz la e o
- 1256, = %-_“u L LT T R T 1 1) Anngeal - ae b L)
T, e Tonrg.clion S crnnz. b s-sl Ivviepend - 17 bt 1m
W B Acoess Policis = aein.. fenc i oot ket - 17 B )
# ' Authentlators iy UL S sforrh. et clged -2 0k e
178 %
3=
20 EaL P e e il i |
bmae. . . I'r'...- F=inin
L] = =
—T—
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IDE Step 2 — Go to Site Configuration -> Provisioning -> Outbound Attributes -> New

2 [gnition Dushbuurd

adndsn B

EESRRR - e sl

Lo Fiepar st bon Current Ntec Sbe
e Oultaund Attrbutes
s 0t

-l 2te Zom puranzn
4 ﬂ Ay Pulicies
= 9 Authenticatars
B Uirectories

Dthe s el

= Cutbo g Colh 1
= & Proutsloning Snth - bk it e
| _“ s U rangan =i oe -[0ety FADLE Zrepaatie- Usar-1zenty 2
< Inbeun= Mty ne - dbre Lo AU w s "
| FF o JAA S ~Area 4 A K Thaei-

Sothr A i Subo. d e Corpe s AA0LE Fraes CovpEsn
i Guest Managar Duthe ~dtvaradree fnce-id RADLES Frarvec-Irbwf s w1
Dutho_mdfraved-P-a3 1 ARG Franaz- [P ddes
Sule. dhanal 3 an 1AULD St btk
Suthe ATAvadHT L FATIE Traras-oM
Tl dRaradivg nale Fravs ol =
fatho A e o EanLE 1o 1ot b
[l 7 T 1+ e =

IDE Step 3 — Via the Outbound Attribute window, type in a name for the attribute to be used to
restrict CLI commands (i.e. 8600-Command-Access as used in this example), click the VSA radio
button, select Bay-Networks via Vendor and ERS8xxx-Command-Access via VSA. Click on OK

when done
£ New Outbound Attribute E'

Cutbound Atkribute: |EﬁDD-CDmmand-.ﬁ.ccess |

Transport

() RADIUS Atkribute

(5] WSh
Vendor |Bav—Netw0rks ["J
WSh |ERSExxx-Cu:ummand-.ﬁ.ccess ["'J

o]
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IDE Step 4 — Go to Site Configuration -> Provisioning -> Outbound Attributes -> New one more
time. Via the Outbound Attribute window, type in a name for the attribute to be used to list the CLI
commands (i.e. 8600-Command-List as used in this example), click the VSA radio button, select
Bay-Networks via Vendor and ERS8xxx-CLI-Commands via VSA. Click on OK when done

©" New Outbound Attribute [g|
Outhound Attribute;  |ERS&600-Command-List] |
Transpork
() RADIUS Atkribute
(3] WSh
Wendor |Bav-Netwurks |"J
Y54, |ERSxxx-CLI-Commands |
0] 4 | Cancel

IDE Step 5 — Go to Site Configuration -> Provisioning -> Outbound Values -> New

B inition Dashiinsed

5 (e

Cuerent Ske Ske D

Conligueation

=5 e haund Yakies
& 47 35 AN Farx
=B s Contigurstion DT I
B Accoss Polcies 00
§  Authontkafors ]
% & Directaries Ao
B 3—'“'.'.“"""“‘"“ R
) verckerpie R S—
LRI e ——
¥ Cutbourd Attrbates |[orheUosr-Pocy
() cuttound vakise W |z oo Toracat
§ @ Guest Manager LR Cdphip
CInr—
e 1500-Frige
T — -
e
l B
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IDE Step 6 — Using the Outbound Attribute created in Step 3, we will add a value of 0 to restrict
CLI command access. Start by entering a name via the Outbound Value Name: window (i.e.
ERS8600-Command-Access as used in this example) and click on New

£ Outbound Value Details PX|
Outbound Yalue Marme: |ER586EID-Cnmmand-F\ccess| |
Outbound Attribute | Yalue
i,
v
| Mew. .. |
|§| | Cancel |

IDE Step 7 — Select the Outbound Attributes name created in Step 3 (i.e. ERS8600-Command-
Access as used in this example) via the Choose Global Outbound Attribute: pull down menu. In
the Value Unsigned — 32 bit window, enter O (i.e. value of O signifies CLI command restriction).
Click on OK twice when done.

£ Outbound Yalue Instance P§|
Choase Global Outbound Attribute: |8600—C0mmand—nccess v|
Yalue

(o) Unsigned - 32bit o] |

() Attribute Yalue

i oK I |gance| |
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IDE Step 8 — Go to Site Configuration -> Provisioning -> Outbound Values -> New again to create
the outbound attribute for deny access to the CLI command ‘config qos’. Using the Outbound
Attribute created in Step 4, we will add a string value of “config qos”. Start by entering a name via
the Outbound Value Name: window (i.e. 8600-Command-no-QoS as used in this example) and

click on New

3

£ Outbound ¥alue Details

Outbound Yalue Marme: |8600-Cnmmand-no-QoS| |

Outbound Attribute | Yalue

4

4

|New...|

|§| | Cancel |

IDE Step 9 — Select the Outbound Attributes name created in Step 4 (i.e. ERS8600-Command-List
as used in this example) via the Choose Global Outbound Attribute: pull down menu. In the String
window, enter config qos (i.e. this is the CLI command we wish to restrict). Click on OK twice

when done.

© Outbound ¥alue Instance

Choose Global Qutbound Attribute: |ERSSSDD—Command—List

Yalue
(2] String |conFig qos |

() Attribute Yalue

h OF I |§ancel |
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IDE Step 10 — Go to Site Configuration -> Provisioning -> Outbound Values -> New again to create
the outbound attribute for deny access to the CLI command ‘config filter’. Using the Outbound
Attribute created in Step 4, we will add a string value of “config filter”. Start by entering a name
via the Outbound Value Name: window (i.e. 8600-Command-no-filter as used in this example) and

click on New

3

£ Outbound ¥alue Details

Outbound Yalue Mame: |86EIEI—C0mmand—n0—FiIter| |

Outbound Attribute | Yalue

4

4

|New...|

|§| | Cancel |

IDE Step 11 — Select the Outbound Attributes name created in Step 4 (i.e. ERS8600-Command-List
as used in this example) via the Choose Global Outbound Attribute: pull down menu. In the String
window, enter config filter (i.e. this is the CLI command we wish to restrict). Click on OK twice

when done.

© Outbound ¥alue Instance

Choose Global Qutbound Attribute: |ERSSSDD—Command—List

Yalue
(2) String |c0nFig filkar |

() Attribute Yalue

h O I |§ancel |
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2.2.2.2 Modify the Authorization Policy for the ERS8600 read-write user

IDE Step 1 — Click on the policy created from the previous example, i.e. ERS8600-Access, click on
the Authorization Policy tab, select the read-write-access via the Rule Name window, and click on
Edit

B Ignition Dashboard

Administration

Monitor 2 Troubleshoot

Configuration Current Site: Site 0
- Site 0
. % 47.133.58.101 Access Policy:  ERSBE00-Access
£ [2 site Corfiguration
Bl Access Policies
EE RADIUS RADIUS Authorization Policy
£3] Posture Profiles
B ERs-access
B4} ersason-Access
B EseLeE
B Medical Phiips De
B Medicl Siemens D

Help

Access Policy Summary.

Authentication Policy | Identity Routing

Rule Names Rule Summary

IF Useruser-id = 8800w THEN Allow
Send Dutbound Values: B800-rw

Hame: |Enabled| Action |
read-oniy-access Aoy
read-nrite-alk-access

7 Allow

1f No Rules Apply: Deny
e N Authentication-Failed Policy (RADIUS) - Currently Disabled
- Authenticators

&) Directories

&l provisioning

&, vendors/vshs

B, Inbound Attributes

The RADILS autharization poiicy (top half of this window) applies when a user's authentication succeeds. The authentication-Faled poicy apples
when a user's athentication attempt Fais. Define and enable this policy anly f you wark b autharize users wh fail to authenticate

[ Enable Unauthenticated RADIUS Authorization

Rule Names Rule Summary

Cuthound Yalues
-& Guest Manager

Wame | Enabled |  Action

1f No Rules Apply: Deny

E==

IDE Step 2 — Make sure the read-write-access rule is selected and move all three RADIUS attribute
values we just created from the previous step from the All Outbound Values window to the
Provision With window

© Edit Authorization Policy El

Rules Selected Rule Details

Name Enabled| Action

read-only-access

Rule Name; |read-nrite-access | 41 Rl Enabled
read-write-al-access
[ Constraint [ ANDJOR
> |User.userid = 600w - -
Make sure the read-write-access e
rule is selected e
(a) ,
From the All Outbound Values window, select all three of the Outbound
hd values we just created and move them to the Provision With window by
Action Provisioning (Dutbound ¥alues)  clicking of the less-than arrow key
QD Provision With All Dutbound ¥alues
Qeny 6001w Erorwa =
() Check Pasture R56600-Commant A5-Prompt l
mand jortel-URGL-Palicy-voice
lortel-iser-Policy
Session-Timeout
LROLphilips
IROLsiemens
Summary
[ add... ] [ copue | [ Remeee ] IF Useruser-id = 8800rw  THEN Allow

Sand Outhound Valuss: 800-rwr, ERSAG00-Cammand-Access, B500-Commantkno-Qas,
IfNo Rules Apply EE00-Command-no-fiter

() Allowe (5) Deny:

i)

(o) cona
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Summary button

IDE Step 3 — When completed, you can view the complete policy by clicking on the Access Policy

Policy Summary

Access Pol

£ Policy Summary For, ERS8600-Access

icy: ERS8600-Access

Authentication Policy

The following protocols are active:

Outer Protocol

Inner Protocol

NOHE

PAP

Identity Routing
Default Directory Set default set

Authorization Policy

Rule Name

Rule Summary

read-only-access

send Outbound Values: 8600-ro

IF User user-id = 3600r0 THEN Allow

read-write-all-acc

=3

IF User uszer-id = 8600rwa THEMN Allow
send Outhound Values: 8600-1rwa

read-write-access

8a00-Comtnatd-no-filter

IF User user-id = 3600w THEN Allow
send Quthound Values: 3600-rw, ER38600-Command-Access, 3600-Command-no-Jos,

If Mo Rules Apply:

Currently Disabled

Deny

Unauthenticated Authorization Policy

QK
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2.2.3 Verification

Connect to ERS8600 by using telnet with the read-write user account.

ERS8600-1 — Verify operation by typing in some commands

ERS-8606:5# config gos

Permission denied.

ERS-8606:5# config filter

Permission denied.
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3. ERS5600 Switch Configuration Example

ERS5600-1 P 5 o,
Mgmt IP = 47.133.58.56 /-:,_'2. o,

Core \]
Network Jy

47.133.56.101

Identity Engines
Ignition Server

For this configuration example, we will enable RADIUS user authentication on ERS500-1 using the switch
management port. We will configure the Identity Engines RADIUS server with the following two users:

e User name with read-only access: 5600ro

e User name with read-write access: 5600rw

3.1 ERS5600 Configuration

3.1.1 Enable RADIUS

Up to two RADIUS servers are supported on the ERS5600, 5500, 4500, or 2500 series switches. For this
configuration example we will simply configure one RADIUS server.

ERS5698-1 Step 1 — Add RADIUS server, enable RADIUS, and enable RADIUS accounting

5698TFD-1-PWR (config) # radius-server host 47.133.56.101 key Nortel
5698TFD-1-PWR (confiqg) # radius accounting enable

5698TFD-1-PWR (confiqg) # cli password telnet radius

If the switch is used in a stack, enter the following:

5698TFD-1-PWR (config) # cli password stack telnet radius

ERS5698-1 Step 1 — Optional, enabling password fallback

5698TFD-1-PWR (config) # radius-server password fallback
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3.2 IDE Setup

3.2.1 Configure an Outbound Attribute on Ignition Server for Service-Type

The following chart displays the outbound attribute values required by the ERS5600, ERS5500,
ERS4500, or ERS2500 for each access level using RADIUS attribute type 6 (Service-Type).

Registry Value Description ERS Access Level
6 Administrative Read-Write-All-Access
7 NAS Prompt Read-Only-Access

IDE Step 1 — Go to Site Configuration -> Provisioning -> Outbound Attributes -> New

2 Ignition Dishbourd

Currert Ntec Wte 1l

= Oultaund Attrbutes
R BN RSN T
Bl 2te S0 e s
B Avcess volicies 2 reHLA o
= % Authenticatars ol Lo Bl Nk .
B Uireutories Iathe AVt el BANK
= BLWIWNDN Sutbo g Colbdh 1 fALE
il o, g vt - bk it b RADLES
B e St rargas e se -[dety FADLE 3
b=t cae Rl dbre Y |
| ol A Lot A FAm K
ﬁ Srthey A esiwe b d R G aon A0
o Guest Managar Suthe ~dHyarsdorte face-id RaDLE "
0. Graved-P-lad 25s RADLE FranazP\ddres
Dol s al 3o 1AULD St btk
Iuthe ATAvadHT L FATIE Traras-oM
Tl dRaradivg aus Fraes ol —
fatho sdHraxedbo o EaTLE Srane-otocnl b

|

Ol 3 [ 1

IDE Step 2 — Via the Outbound Attribute window, type in a name for the attribute to be used for
access priority (i.e. Service-type-ERS as used in this example), click the RADIUS Attribute radio
button and select Service-Type. Click on OK when done

© New Outbound Attribute @

Outbound Attribute: %Service-type-ERS l
Transport
(5] RADIUS Attribute

{Service-Type|

L V5A ession-Timeout
Yend tate
Shaar ermination-action
unnel-Assignment-Id
VSA unnel-Client-Auth-Id

unnel-Client-Endpoint
unnel-Medium-Type
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IDE Step 4 — Go to Site Configuration -> Provisioning -> Outbound Values -> New

P Iopttian Dashhnnrd

Adewiraoe e

(=155

i G - deke S Trouthesoo:

0
18286101

Xan2

1>

! SEERT (RTRT Ak fe
o B Avcess Pulies JHRS T
= 3 Authemticators plor-d IRCL I £ oae
i & Directories ';’:f‘""‘_"m':’
&= B rrovisioning e -

= yandzes o

W oo M bues

5 Otbzund uirkz tes

Eoszundvies |
7 RuRst Managee

IDE Step 5 — Using the Outbound Attribute created in Step 2, we will first add a value of 7 (NAS

Prompt) for read-only-access. Start by entering a name via the Outbound Value Name: window
(i.e. ERSro as used in this example) and click on New

Outbound Yalue Name: ]ERSro

|

Qutbound Attribute =

Yalue

© Qutbound Value Details @

E.

|~2—KJ I Cancel
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IDE Step 6 — Select the Outbound Attributes name created in Step 3 (i.e. Service-type-ERS as used
in this example) via the Choose Global Outbound Attribute: pull down menu. In the Value
Unsigned — 32 bit window, enter 7 (i.e. value of 7 signifies NAS Prompt for read-only-access).

Click on OK twice when done.

© Outbound Value Instance @

Choose Global Outbound Attribute: %Service-type-ERS v/

Yalue
(5) Unsigned - 32bit |7 |

(1 Attribute Yalue

r §k4| Qancel._|

IDE Step 7 — Go to Site Configuration -> Provisioning -> Outbound Values -> New again to create
the outbound attribute for read-write-access. Using the Outbound Attribute created in Step 2, we
will add a value of 6 for read-write-access. Start by entering a name via the Outbound Value

Name: window (i.e. ERSrwa as used in this example) and click on New

© Qutbound Yalue Details @

Outbound Yalue Mame: 1ERSrwa| I

Outbound Attribute Value

lNew... |

liﬂ | Cancel ]
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IDE Step 8 —Select the Outbound Attributes name created in Step 2 (i.e. Service-type-ERS as used
in this example) via the Choose Global Outbound Attribute: pull down menu. In the Value
Unsigned — 32 bit window, enter 6 (i.e. value of 6 signifies Administrative for read-write-access).

Click on OK twice when done.

© Outbound Value Instance @

Choose Global Outbound Attribute: {Service-l‘,ype-ERS 'i

Yalue
(5 Unsigned - 32bit |6 |

(1 Attribute Yalue

Qancel._
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3.2.2 Add Users

For this configuration example, we will add the following users

User Name Access Level
5600ro Read-Only-Access
5600rwa Read-Write-All-Access

IDE Step 1 — Start by going to Site Configuration -> Directories -> Internal Store -> Internal Users
and click on New

¥ Igattion Dechboard

A5 e Cor g st wrgren e L-ToET >}
% B Acress Palcies
# % Authonticatars
= 8 Directories
o ; Aoy Sals
& Doy S
=l kol Rzve
ﬂ Inke o Crouss
- @ e Loy
L U [
S vl d Ay
1 o provisinning
7 s est Manager

Lt N | Mook Dectbed | ez igisipiod

T3

Al iz (]| T | o
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IDE Step 2 — Enter the user name for read-only-access via User Name: (i.e. 5600ro as used in this
example) and enter the password for this user via Password and Confirm Password. Click on OK
when done. If you wish, you can also change the expiry date via Password Expires if you do not

wish to use the default setting of one year

© Edit 560010
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IDE Step 3 — Repeat step 2 again by clicking on New to add the read-write-access user. Enter the
user name for read-write-access via User Name: (i.e. 5600rw as used in this example) and enter
the password for this user via Password and Confirm Password. Click on OK when done. If you
wish, you can also change the expiry date via Password Expires if you do not wish to use the

default setting of one year

D Edit 5600rwa @

Info
User Name: S500rwa || Azcount Disabled
First Name: | | Last Name: i |
Password: ]ootooco | Confirm Password: |ooooooo I
[ Start Time: 2009-10-13 11:10:14 @_)g[ [] Password Expires: (2010-10-13 11:10:14 {@I
[V Max Retries: [3 | || Delete on Expire
Custom Attributes
Titke: | I Org. Role: l ‘
Network Usage: | | Office Location: | ]
Emal Address: | | Comments: l |
‘Devices |
| Internal Group Name
| Gancel
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3.2.3 Add Access Policy

IDE Step 1 — Go to Site Configuration -> Access Policies -> RADIUS. Right-click RADIUS and
select New Access Policy. Enter a policy name, i.e. ERS-access as used in this example and click

on OK when done

 gnithn Deshboard

= Baer v
e

=3 Authenticators
& hepictiring)
Hloenviiring
® Giues] My

[~m
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IDE Step 2 — Click on the policy we just created, i.e. ERS-access, and click on Edit via the
Authentication Policy tab

© Rnithn Dashbiard

e T [

Lurrcid SAc SAc U

=B Access Pol
=45

g wue

= Authenticators
a EETTTR I Y
:?unw'o-'- winy
o el My g

IDE Step 3 — Under Edit Authentication Policy window, select NONE -> PAP

©' Edit Authentication Policy @

Authentication Protocals (OuterInner)
o L[ eap
- NOME
~.[] EAP-MSCHAPY2
[7] EAP-MDS
L[] cHAP
- [[] EAP-GTC
[T EARP-TLS
o [T] MSCHAPY2
M Far

>

-

Certificate; {defaylt_soap_cert -

Ciphers
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA| <

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_RC4_128_MDS

[¥] TLS_RSA_WITH_RC4_128_SHA -

TLS_RSA_WITH_AES_128_CBC_SHA =

{ok | concel
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IDE Step 4 — Go to the Identity Routing tab and click on Edit

 wnithn Veshboard
v L

R e v |
Lol garabion Larreid SAhe SReU
s

Arreesit = PRTONwR | Snowesis = Tiwenns

=
=i e : - =
=8 | Mot o ok (IRRRERIERET Gt - v
mdg=am- 1deailty kg
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5‘ LRI
mwnvia'- winy
& Gl My

=

IDE Step 5 — Check off the Enable Default Directory Set and click on OK when done.

© Edit ldentity Routing Policy @

Realm-Directory Set Mapping
|| Enable Defauk Directory Set
Directory Set: ‘dafault set v

Authenticator Container [ Ream Directory Set
N

[ et

o) | Cancel |
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IDE Step 6 — Go to the Authorization Policy tab and click on Edit

2 gnithn Dashboard
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IDE Step 7 — Once the Edit Authorization Policy window pops up, click on Add. First, we will add a
rule for read-only. When the New Rule window pops up, we will name the rule read-only as shown

below

LdM Autherization Pobhcy
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IDE Step 8 — For this example, we are simply going to look for the read-only-user user-id. From
Attribute Category, select User and scroll down and select user-id. Select Equal To with Format
of None and enter the read-only-access user id, i.e. 5600ro as used in this example, in the Static
Value window as shown below. Click on OK when done

D" Constraint Details

Match The Following Rule:

Attribute Category: |User

Attribute: user-id
Daka bype: skring

Authentication Service
Authentication Service Mame
Authentication Service Tvpe
Lookup Service

Lookup Service Name
Lookup Service Type
account-locked
email-address
enable-maz-retries
enable-password-expiration
enable-skark-time
First-name

group-member

last-name

max-retries

network-usage
office-location
password-expiration

role

skark-time

title

[»

|Equal Ta v|

Description: User name (internal stare)

Format: |N0ne

-/

(%) Static Yalue

() Dynanic Yalue of Attribute

|s600ro]

-

|E| | Cancel |
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IDE Step 9 — Via Action, select Allow. From the All Outbound Values window, select the output
attribute we created above named ERSro and click on the less-than arrow key to move the
attribute to the Provision With window

B Edit Authorization Poticx
Huls Skl Hube Uukaly
e Erizbieed AL N

Fubs bare: resdas y ] R Srahiad
i [RTTAT | 1 AU |
Lez-iEerdl = 20000 - -
[
ke
- 1. Llick cn Aliow 2 From Al Outoours: Values, seecl ERSo
A_(Ihn Prowtsioning {Oetbound Yalies)
:“" Praviann With W8 Outh o Walsas
- e I
A [ YRRy : E
v
SUnay
3 - I Lact ere d w EEeL T O Ml
Sl SEudl | B Same Cubbound o ET50
I Ha Rules Apply
e 5 e

£

IDE Step 10 — Next, we will add a rule for read-write-access. Start by clicking on Add and when the
New Rule window pops up, add an appropriate name for this rule, i.e. read-write as used in this
example

I Edi Authorization Policy

Hulis st Hubs Dukals
ez Er2bb=d AL
Fuls b raschos s ] B m Crshiad
[ Cunndi L [ ey |
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Bt |
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IDE Step 11 — Click on New to add a new constraint

5 Edi Autherization Paticx

Huhes Susdurrtied Hube Durtakbs
i Enzbed AL
sl L . =
Fiods bares; rasdbs ] P m resbiad
Per: |
i [ Loty L | b AU |
[T
s
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ACtan
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[ L T
Summory
i | oo | B e Doy
B Mg Rules Apply
e 5 Dy
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IDE Step 12 — For this example, we are simply going to look for the read-write user-id. From
Attribute Category, select User and scroll down and select user-id. Select Equal To with Format
of None and enter the read-write user id, i.e. 5600rwa as used in this example, in the Static Value
window as shown below. Click on OK when done

D" Constraint Details
Match The Following Rule:

Attribute Category: |User

3

Attribute: user-id
Data bype: string

Authentication Service
Authentication Service Mame
Authentication Service Type
Lookup Service

Lookup Service Name
Lookup Service Type
account-locked
emnail-address
enable-max-retries
enable-password-expiration
enable-start-time
first-name

qroup-rmember

last-name

max-retries

network-usage
office-location
password-expiration

role

start-time

Litle

Description: User name (internal skore)
=)

|Equa| Tao

-|

Format: |N0ne

() Static Yalus | Dynamic Yalue of Attribute

|s600rus]
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IDE Step 13 — Via Actions, select Allow. From the All Outbound Values window, select the output
attribute we created above named 5600rwa and click on the less-than arrow key to move the
attribute to the Provision With window

5 Ed#l Autherization Pobicx

Sihertid Hule etals

Huls
i Enzbed AL
sl .
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IDE Step 18 — When completed, you can view the complete policy by clicking on the Access
Policy Summary button

& Policy Summary For ERS-access

Policy Summary

Access Policy: ERS-access

Authentication Policy

The following protocols are active:

Outer Protocol | Inner Protocol

HNOHE PAF

Identity Routing
Default Directory Set default set

Authorization Policy

Rule Name Rule Summary

IF User user-id = 5600ro0 THEN Allow

d-omnl
TRAG-OY send Outhound Values: ER Sro

IF Useruser-id = 5A00rwa THEN &llow
Send Outhound Values: ER Srwa

If Mo Rules Apply: Deny

read-wite

Unauthenticated Authorization Policy
Currently Disahled

Ok
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3.2.4 Add the Avaya ERS5600-1 switch as an RADIUS Authenticator

For Ignition Server to process the Avaya switch RADIUS requests, each switch must be added as an

Authenticator.

IDE Step 1 — Go to Site Configuration -> Authenticators -> default. For example, we will create new
container named Avaya Switch by right clicking default and selecting Add Container.

P Ignition Dashboard
Acwinitration  Help

EERX

Iﬁ |+] ttanker = Drcukiashont !
Configuration
B & sten
i 1713355, 101
2 2% ke Configuratian
i1 B Access Policies

Current Site:  Site 0
Authenticator Stnmary

Name

|

P adckess

Bundie

Froblsd | AADIS MAC futh TACATS Y|

21 7 Authenticators
T 1 s

(& outbound vakses
#- @ Guest Manager

Parery oot defadt

Sorksbwe Naes Kool Sakch i
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IDE Step 2 — Go to Site Configuration -> Authenticators -> default -> Nortel Switch and click on
New.

P Ignition Dashboard .-
Acingration  Help

i;ﬁg‘_nnm f{’yuﬂshnnt !

Configuration
B & sten
| 47.13355.100
£ 2% ke Configueaton ["Jindude ¢
#1 B Access Policies Name i ™ adchess Bundie
21 7 Authenticators 450010 HT1B.56.41
= 5 defat 5h20-1 10.5.21.3
B % Kord Sakd
a5 Medeadl
71§l pirectorles
21 8 provisioning
T yendorsisas
A trioond Mttdoutes
& oubound Attrbutss
{ﬂ Cutbounc Yehses
# & Guest Manager

Current Site:  Ste 0
Authenticator Sienmary

Frobisd | AADIS  MAC Auth TACATS) |
o ' or
< " Teer

Click here

4 ZRE: [ 1» <« 4k I
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IDE Step 3 — Enter the settings as shown below making sure you select the policy we created
above named ERS-access via Access Policy. Leave Enable Authenticator and Enable RADIUS
Access checked. Click on OK when done.

£ Authenticator, Details rz|
Mame: |56IZIIZI-1 | Enable Authenticator
IF Address: |47.133,58.56 | [ | Bundle
Caonkainet: default, Morkel Switch
Authenticator Type: |Wired - |

Vendar: Markel |:| Device Template: | ers-switches-nortel =
TACZACS+ Settings

RADIUS Shared Secret: |nDrte| - | | Hide |
—~—

Enter the same shared secret configured on the
Enable RADIUS Access  ERS5600 switch

Access Policy: _____..:’|ERS-access -

Select the correct policy to be used for this switch here, i.e.
ERS-access as used in this example
[ | Enable MAC Auth

s Pl

| Cancel |
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3.3 Verification

3.3.1 Verify User Authentication

You can test user authentication for the ERS5600 users configured on IDE by entering the user name

and password.

avaya.com

Step 1 — Via Ignition Dashboard, select the IP address of the Ignition Server, click on the
Troubleshoot tab, go to Directory Service Debugger and select the Process Request tab. You can
also simple test user authentication as we did for the ERS8600 via the Auth User tab. Enter a valid
user name and password configured for the ERS5600 and click on Send Request

uwer oorslirdaad e =

Lmrmare: £

e P | Leer Lodap | Cavos Lazam | Acthies: |

Loty il okl v, =

Faertord - R
| | -a s
Rk
"l citr i
accmai loched v 1=4
ikl sl
wrriabli-mas-r et |
mrahlr-pasnara b ropiresbiar |
Arabie-ste t-Hros: -
nmka:
T T e T =
L I Y R TP ST L ITY [T N
L Tuael v beakbad voars
Loax lovhgz s aa’s
d527 I mrke Inkarrs L o %

Via Dashboard, verify the following information:

Option

Verify

Results

If successful, you should get several messages indicating the internal user
lookup and authentication was successful providing you entered the correct
user name and password.
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3.3.2 Verify user authentication from ERS switch

You can view the authentication details via Ignition Dashboard which provides extensive details about the
device or user.

Step 1 — In Dashboard, select the IP address of the Ignition Server and click on the Monitor tab, go
to Log Viewer, and select the Access tab. Via the message of a valid user, right-click the message
and select Access Record Details. Shown before are the results for the read-write-all-access user.
Please note you should also see RADIUS accounting records upon a user logging onto and
disconnecting from the ERS5600

© Ignition Dashboard

Administration  Help

4. Configuration ||+] € Troubleshoot

Current Site: Site 0

=& Site 0

Statistics | System Health | Directory Services Status
- fa 47.133.56.100

Loa Types
Security

Filter Use Saved Fiter_+ [l Clear Filter |

2 d

l
User thes Authentication Decision=4...
RADIUS Request Accepted Userld=5600r0, Authenticator=S800-1 (47, 133,58,56), Accsss Policy=ERS-access, Authentication Daclsion=ALE...

2009-10-13 12:21:15 RADIUS Request Accepted Userld=5600r0, Authenticator=5600-1 (47, 133.58,56), Access Policy=ERS5600-access, Authentication Decision, .
2009-10-13 12: 20040 RADIUS Request Accepted Userld=5600ro, Authenticator=5600-1 (47, 133.58,56), Access Policy=ERS5600-access, Authentication Decision, .
2009-10-13 12220023 RADIUS Request Accepted Userld=5600r0, Authenticator=5600-1 (47, 133.58,56), Access Policy=ERS5600-access, Authentication Decision, .
2009-10-13 1220012 RADIUS Request Accepted Userld=5800r0, Autherticator=5600-1 (47,133,558 56), Access Policy=ERS5600-access, Authentication Decision. ..
2009-10-13 12:19:51 RADIUS Request Accepted Userld=5800r0, Autherticator=5600-1 (47,133,558 56), Access Policy=ERS5600-access, Authentication Decision. ..
2009-10-13 12:19:43 RADIUS Request Accepted Userld=5800r0, Autherticator=5600-1 (47,133,558 56), Access Policy=ERS5600-access, Authentication Decision. ..

[ o=
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Result:

& Access Record Details Ead

Authentication; Authorization Request Details

= General Details
Received: 2009-10-14 06:02:41
User Id: S600rwa
Access Policy: ERS-access
Authenticator: [defaultfMortel SwikchfS600-1
Authentication Result: Authenticated
Directory Result: Success
Authorization Result: Allow

= User Details
account-locked: Falze
email-address:
enable-max-retries: True
enable-password-expiration: True
enable-stark-time: True
first-narne:
lask-narme:
max-rekries: 3
nebwork-usage:
office-location:
password-expiration: 2010-10-13 11:10:14
role:
start-time: 2009-10-13 11:10:14
Litle:
user-id: S600rwa
=l Groups
<empky =
= Inbound Attributes
User-Mame: Sa00rwa
MNAS-IP-Address: 47,133.58.56
Service-Type: 6
= Authentication Details
Cuker Tunnel Twpe: NONE
Outer Tunnel User: S600rwa
Inner Tunnel Type: PAP
Inner Tunnel User:
Authentication Result: Authenticated
=l Directory Details
Authentication Directory Store Type: Internal User Store
Direckory Set; defaulk set
Authentication Directory Store Mame: Internal User Store
Realm:
Lookup Directory Shore Mame: Internal User Store
Lookup Cireckory Skore Type: Inkernal User Store
Direcktory Result: Success
= Authorization Details
Policy Rule Used: read-write
Authorization Result: Allow
= outbound Attributes
Setrvice-type-ERS (Service-Typel: 6

B

| Close |
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At minimum, verify the following items:

Option Verify

Authentication Result If successful, Authenticated should be displayed. If not, verify the
device using the previous step and if this also fails, verify the Ignition
Server configuration.

Authorization Result If successful, Allow should be displayed. If not, verify the device using
the previous step and if this also fails, verify the Ignition Server
configuration.

User-Name Displays the name of the user id, in this example, a user id of 5600rwa
was used for the user with read-write-all-access rights.

Access Policy This field displays the Ignition Server policy used for this user which
should be ERS-access as configured for this example.

Policy Rule Used For this user, the Policy rule read-write as configured above should be

Outbound Attribute used which sends an outbound vendor specific attribute value of 6 to

the ERS8600 telling the switch this user has read-write-all-access
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4. Software Baseline

avaya.com

Product

Minimum Software Level

Identity Engines

6.0

5. Reference Documentation

Document Title

Publication Number

Description

Identity Engines
Ignition Server,
Release 6.0 —
Document Collection

NIEIS_6.0_Doc_Collection_20090706, Rev 02

Ignition Server Software
Release 6.0

Avaya Ethernet
Routing Switch 2500
Series Release 4.1
Document Collection

ERS2500_4.2_Doc_Collection_20090302

Ethernet Routing Switch 2500
Software Release 4.2

Avaya Ethernet
Routing Switch 4500
Series Release 5.1
Document Collection

ERS4500_5.3_Doc_Collection_20090731

Ethernet Routing Switch 4500
Software Release 5.3

Avaya Ethernet
Routing Switch 5500
Series Release 5.1
Document Collection

ERS5500_6.1_Doc_Collection_20090525

Ethernet Routing Switch 5000
Software Release 6.1

Avaya Ethernet
Routing Switch 8600,
Release 5.1
Documentation
Collection

ERS8600_5.1_Doc_Collection_20090603

Ethernet Routing Switch 8600
Software Release 5.1

Avaya Ethernet
Routing Switch 8300,
Release 4.2
Documentation
Collection

ERS8300_4.2_DOC_COLLECTION_20090702,
Rev 04

Ethernet Routing Switch 8300
Software Release 4.2

Avaya Ethernet
Routing Switch 1600,
Release 2.1
Documentation
Collection

ERS1600_2.1_ DOC_COLLECTION_20061128

Ethernet Routing Switch 1600
Software Release 2.1
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6. Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

6.1 Getting technical documentation

To download and print selected technical publications and release notes directly from the Internet, go to
www.avaya.com/support.

6.2 Getting product training

Ongoing product training is available. For more information or to register, you can access the Web site at
www.avaya.com/support. From this Web site, you can locate the Training contacts link on the left-hand
navigation pane.

6.3 Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or authorized reseller,
contact the technical support staff for that distributor or reseller for assistance.

6.4 Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya products is from the Avaya
Technical Support Web site at www.avaya.com/support.
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