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Introduction  

Purpose 

The SAL Gateway Implementation Guide  explains how to install and configure a SAL Gateway.  

Audience 

This  document is for the use of service personnel who :  

¶ Install the gateway  

¶ Configure the gateway for the remote service of managed devices  

Conventions used 

¶ Font: Bold  is used for:  

o Emphasi s 

o User interface labels  

Example: Click Next . 

¶ Font: Courier New , Bold  is used for commands . 

Example: Execute the command unzip SAL.zip .  

¶ Font: Courier is used for GUI output . 

Example: 

¶ Font: Verdana, with expanded character spaci ng is used for inputs.  

Example: You must enter the value abc . 
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Support   

Visit the Avaya Support website at http://support.avaya.com for the most up - to -date 

documentation, product notices, and knowledge articles. You can also search for release 
notes, downloads, and  resolutions to issues. Use the online service request system to create 

a service request. Chat with  live agents to get answers to questions, or request an agent to 
connect you to a s upport team if an  issue requires additional expertise.  

mailto:infodev@avaya.com
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1: Introduction to SAL Gateway 

Secure Access Link overview 

Secure Access Link (SAL) is an Avaya serviceability solution for support and remote 

management of a v ariety of devices and products. SAL provides remote access, alarm 
reception , and inventory capabilities. SAL use s the  existing I nternet connectivity of the 

customer  to facilitate remote support from Avaya. All communication is outbound from the 
customerôs environment over port 443 using HTTPS.  

SAL egress model 

As egress filtering is considered an important best practice, SAL provides an egress model of 
remote access that includes customer policy management of remote access, file transfers, an d 

egress data flow. This gives the customer complete control over whether access to their devices is 

permitted or not. All connectivity is fundamentally established from the network of the customer. 
As SAL facilitates remote access in an egress fashion by having SAL Gateway  to send HTTPS 

requests to Avaya , customers need not expose open ports on the gateway to the Internet. SAL 
supports any TCP -based application layer protocol including the following: SSH, HTTPS, telnet, sftp, 

ftp, and RDC.  

SAL features 

SAL provides the following features:  

¶ Enhanced availability and reliability of supported products through secure remote access  

¶ Support for service provision from Avaya, partners, system integrators, or customers  

¶ Administration of alarming throu gh configuration changes  

¶ Elimination of the requirement for modems and dedicated telephone lines  at the customer 
sites  

¶ Security features:  

½ Communication initiated from customer networks (egress connectivity model)  

½ Detailed logging  

½ Support for Public Key In frastructure  (PKI) -based user certificates for Avaya 

support personnel to remotely access managed devices  

½ Authentication  that customers control  

½ Rich authorization management  based on policy  

½ Support for local access and management options  

½ Reduced firewall a nd network security configuration  
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SAL Gateway overview 

SAL Gateway  is a software package that:  

¶ Facilitates remote access to support personnel and tools that need to access supported 
devices  

¶ Collects and sends alarm information to a Secu re Access Concentrator Core Server 
on behalf of the managed devices  

¶ Provides a user interface (UI) to configure its interfaces to managed devices, Concentrator 
Remote and Core Servers, and other settings  

SAL Gateway is installed on a Red Hat Enterprise Lin ux host in the customer network , and 
acts as an agent on behalf of several managed elements . It receives alarms from products , 

and forwards them to the Secure Access Concentrator Core Server.  

SAL Gateway polls the Secure Access Concentrator Servers with Hypertext Transfer Protocol 
Secure  sockets (HTTPS) for connection requests , and authorizes  connection requests  in 

conjunction with the Secure Access Policy Server. The use of the policy server is optional.  
SAL Gateway also sends alarms through HTTPS  to the S ecure Access Concentrator Core 

Server as they are received, and periodically polls with HTTPS to report availability status.  

SAL Gateway provides remote access to those devices that are configured for remote access 

within it. It controls connections to man aged elements, n ew or updated models;  and verifies 
certificates for authentication. SAL Gateway also communicates with a Secure Access 

Concentrator Remote Server.  

NN oo tt ee ::   

The SAL model is a collection of the alarming configuration, inventory configuration , and 

SAL Gateway component configurations that define how a SAL Gateway provides service 
to a particular set of remotely managed devices.  

HTTPS connections for remote sessions 

There is a limitation on the remote access solution for all managed devices that u se multiple 
ports for HTTPS connections.  

For example, Communication Manager  uses two ports, 443 and 80, to establish HTTPS 
connections for remote sessions. So, a support personôs PC cannot establish more than one 

HTTPS connection to the same Communication Manager . However, it can simultaneously 

establish a connection to another Communication Manager .  

SAL Gateway concurrently supports a PC establishing one  HTTPS remote connection to each 

of several devices. It does not support one PC est ablishing multiple HTTPS remote 
connections to the same device. SAL Gateway does support one PC establishing multiple 

HTTPS connections to the same device only if the device uses single port for HTTPS.  

SAL Gateway UI features  

The SAL Gateway user inte rface (UI) provides access to administer the following SAL 

Gateway settings:  

¶ Secure Access Concentrator Remote and Core Server host names  

mailto:infodev@avaya.com
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¶ Proxy servers  

¶ Managed device connectivity  

¶ Policy server and LDAP authentication  

¶ Network Management Server details  

¶ The ability to view SAL Gateway logs  

¶ SAL Gateway status and diagnostic capabilities  

NN oo tt ee ::   

By default, the SAL Gateway UI application allows maximum of 50 application sessions. 
Also, the SAL Gateway UI application allows maximum of 25 sessions per user. After the 

maximum number of sessions is reached, the SAL Gateway UI redirects the user to an 

error page providing information about the maximum number of sessions reached.  

SAL Gateway IPv6 enablement 

SAL Gateway is IPv6 enabled.  

It can be deployed on a:  

¶ Uni -mode IPv4 host  

¶ Uni -mode IPv6 host  

¶ Dual -mode, IPv6 and  IPv4  host   

IPv6 enablement on SAL Gateway necessitated the addition of the SAL Agent  Watchdog, a 
new monitoring service that  runs with the root privilege  in SAL Gateway 2.0 . 

Starting with SAL Gate way 2.1, SAL Agent Watch dog run s as normal saluser, where  saluser 

is given certain pseudo permissions. For more information on the pseudo permissions, see 
the notes provided at the end of the section óInstalling SAL Gateway using the GUI ô.  

The additio n of the SAL Agent Watchdog service became necessary because:  

¶ SAL Gateway supports  RHEL 5.0,  which  operates with the limitation that it does not 

support port forwarding for IPv6.  

¶ With IPv6 enablement, the SAL Gatew ay component named SAL Agent service  could 

not start with the non root privilege . 

To run with the non root privilege on an IPv6 host:  

1.  The SAL Agent service  starts with the root privilege . 

2.  It b inds th e high privilege port, 162, to listen to alarms . 

3.  It then d owngrades itself to the non - root privilege . 

The SAL Agent  Watchdog service monitors the SAL Agent service and restarts it  if it abruptly 
shuts down.  

Capacity of a standalone SAL Gateway 

The capacit y of a standalone SAL Gateway is as shown in the following capacity table. The 
values in the capacity table are based on situations when the host server of SAL Gateway 
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meets the Avaya recommended specifications and requirements , and the alarm flow, remote 

sessions, and network conditions are normal.  

 SAL Gateway  

Maximum managed elements  500  

Maximum alarm rate per minute  50  

Maximum simultaneous remote connections  50  

The capacity of Secure Access Policy Server, which varies based on use cases from 200 t o 

2000 managed elements, also constrains t he maximum number of managed elements that 
can be supported by a standalone SAL Gateway. In most deployments, the capacity  is about 

500 managed elements per Policy Server . A policy of Ask for Approval  in Policy Ser ver  
results in  to the lowest number of managed elements being supported.  

To ensure a stable and predictable performance, do not exceed the mentioned limit of 
managed elements for a standalone SAL Gateway. If the number of managed elements 

required to be se rviced by SAL exceeds this limit, then you must set up multiple SAL 
Gateways.  

Other SAL components 

This section provides descriptions of other SAL  components.  

Concentrator servers 

There are two Concentrator servers:  

¶ Secure Access  Concentrator Core  Server (SACCS) that handles alarming and 

inventory  

¶ Secure Access  Concentrator Remote Server (SACRS) that handles remote access, 

and u pdates models and configuration  

Secure Access Policy Server  

Customers  can  deploy an optional Secure Access Policy Server  (Policy server) that centrally 

defines and manages access and control policies . Gateways  enforce the policies . SAL 
Gateway  pol ls the Policy server for updates on policies.  The Policy server provides active 

monitoring and termination  of remote access sessions.  For more information on the Policy 

server, see Avaya Secure Access Link  Secure Access Policy Server: Installation and 
Maintenance Guide . 

While policy decisions can be made in SAL Gateway or Secure Access Policy Server, i t is SAL 
Gateway that enforces all policies.  

Policy server c apacity  

The Policy server can support up to 500 managed devices  regardless of how many SAL 

Gateways are used. The combination can have many variations:  

¶ One SAL Gateway with 500 managed devic es  

mailto:infodev@avaya.com
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¶ 100 SAL Gateways with SAL Gateway and four additional managed devices each  

¶ 250 SAL Gateways, each with only SAL Gateway and one managed device  

¶ 500 SAL Gateway s, each with no managed device  

Global Access Server 

Global Access Server is deployed a t Avaya data centers along with Secure Access 
Concentrator  Core and Remote Servers. Global Access Server acts as the conduit of remote 

access connection  between the desktop of the support personnel and SAL Gateway residing 
on the customer network.  Global A ccess Server completes the secure and high -performance 

link for each remote access  session created by the service personnel to a customer product. 
Global Access Servers are  regionally distributed to ensure minimal network delay between 

the personnel and SA L Gateway.  The browser of the personnel and the remote agent for the 

target device are automatically directed  to the nearest Global Access Server with available 
capacity.  

You need not administer the Global Access Server host names on SAL Gateway or the hos t 
sever.  However, you must ensure that you have network access to the following host names 

from the SAL  Gateway host.  

Global Access Server host names:   sas[1 -4].sal.avaya.com  

sas[21 -22].sal.avaya.com  

sas[31 -32].sal.avaya.com  

If required, configure the fir ewall and outbound proxies on your network to allow access to 

the  Global Access Server host names.  

How the SAL components work 

SAL Gateway relays alarms and heartbeat s to the Secure Access Concentrator Core Server . 

A SAL Gateway can collect alarms th rough the receipt of SNMP traps  or the receipt of  
Initialization and Administration System  ( INADS ) alarms . It  provides the collected alarm 

information to the upstream Secure Access Concentrator Core  Enterprise  Server .  

NN oo tt ee ::   

For a list of SNMP traps  that can help you plan how your  Network Management System 
(NMS)  responds to events , see  Appendix -5. 

SAL provides remote access to managed devices through HTTPS requests originat ing inside 

a customer network. SAL Gateway customer s have ultimate control  over al l SAL - facilitated 
access to their devices . All connectivity is originally established  from  the network of  the 

customer , and customer -controlled SAL components enforce  authorizations . 

When a request for remote access reaches  the Ava ya Secure Access Concentrator Remote 

Enterprise Server , the  request is sent to SAL Gateway  that  authenticates the user and 
determines if the connection should be authorized .  

SAL Gateway frequently polls the Secure Access Concentrator Remote Server  to determine 
if there are any remote access requests for it. If there is a request for remote access, SAL 

Gateway consults local policy , provided by a Policy server , to check whether to facilitate  

remote access  to the device . SAL Gateway  does the authorization.  I f policy permits access , 
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it  establishes  end - to -end connection  for remote access  from the computer of the requester  

to the managed device . 

What is new in SAL Gateway Release 2.1 

SAL Gateway Release  2.1 is built on its previous release and ha s the following new features 

and enhancements.  

Auto-onboarding of managed devices 

In R elease 2.1 , the SAL Gateway auto -onboarding feature is available for the following  

products:  

Product name  

 

Version number  

 
Avaya SIP Enablement Serv ices 

Avaya Aura ®  SIP Enablement Services *  

 

5.0  and  5.1  

5.2  

 

Avaya Modular Messaging Storage Server  

 

4.0, 5.0, 5.1, and 5.2  

 

Avaya MultiVantage ®  Application Enablement Services  

Avaya Aura ®  Application Enablement Services *  
 

4.2. 2 and 4.2.3   

5.2  
 

Avaya Voice Portal  
 

5.0 and 5.1  
 

Avaya Communication Manager  

Avaya Aura ®  Communication Manager *  

3.0  and 4.0  

5.2  and 6.0  

* From  version 5.2 onwards, Communication Manager, SIP Enablement Services and Application 

Enablement Services  are part of the Avaya Aura ®  next generation architecture.  

NN oo tt ee ::   

The product versions mentioned above may vary d epending on the SAL model you apply  

to onboard the device. For SAL Gateway to onboard a device automatically, the SAL 

model you apply  to onboard the  device must have the auto -onboarding capability . To 
know the exact product versions supported for auto -onboarding,  check t he latest SAL 

models . 

When a device  from a product category , which supports  auto -onboard ing , is onboarded, SAL 

Gateway automatically configure s itself as an SNMP V2c or V3 trap destination on the device  
so that the  device  can send SNMP traps  or alarms to SAL Gateway. SAL Gateway forwards 

the SNMP traps received from the managed devices to Avaya Enterprise Server.  

Java 6 support 

SAL Release  2.1 now supports J ava 6 . You must  install SAL Gateway Release  2.1 in Java 6 

environment with all possible SAL deployment models.   

mailto:infodev@avaya.com
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Installation enhancement 

The SAL Gateway  Release  2.1 installer supports a n upgrade capability from all  previously 

installed earlier  release s of SAL Gateway . If the installer detects that SAL Gateway Release  
1. 5,  1.8, or 2.0 is already installed , including  any patches and Service Packs applied  to it , 

the installer  proceeds with the upgrade process to Release  2.1.  

Security enhancements 

SAL Gateway Release  2.1  provides the following security  enhancement s:  

¶ The new release limits the maximum number of sessions per user and per 
application on the SAL Gateway UI. The default setting f or the SAL Gateway UI 

application is a maximum of 50 sessions per application and 25 sessions per user. 
You can configure both the limits.  

¶ Tomcat has been upgraded from version 6.0.20 to the latest version from Apache  

Foundation , 6.0.29.  

¶ SAL Gateway UI ses sion time -out is changed from 15 minutes to 10 minutes.  

¶ Starting from Release  2.1, the SAL Agent Watchdog  service  run s as saluser instead 
of root. This process start s SAL Agent incase SAL Agent has shutdown ungracefully.  

To enable this change, the Gateway installer automatically makes the following two 
changes to the /etc/sudoers file on the host computer  to  add saluser to the list of 

sudoers . This ensures that none of the SAL Gateway processes run as root.  

½ Disables the requiretty flag. When this flag is di sabled, a process can  issue 

sudo commands from a shell script.  

½ Adds the following rule to the /etc/sudoers file:  

During uninstallation, the permissions given to saluser inside /etc/sudoers file are 
remove d. However, the requiretty flag remains disabled after uninstallation.  

Data collection and upload support 

SAL Gateway Release 2.1 supports data collection from managed devices that request for 

the data collection and upload feature. The new Data Collection and Upload (DCU) 
component of SAL Gateway facilitates data collection and upload from managed devices , 

such as SLA Mon S erver , to Avaya Data Center. SAL Gateway collects data from managed 
devices  depending on the configured preference s and uploads the data to the Concentrator 

Core Enterprise Server at Avaya Data Center.   
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2: SAL Gateway installation and uninstallation 

SAL Gateway installation overview 

You can install SAL Gateway  on computer s you provide  and maintain.   

You can run  the SAL Gateway installer  in two modes:  

¶ Interactive or GUI mode  

¶ Silent or unattended mode  

You must   back up any critical information or previous SAL Gateway versions before 

installing a newer version of SAL Gateway.  The SAL Gateway software does not provide 
backup capabilit y. For the names of the files that you may want to back up, see  Appendix -1, 

ñBacking up and Restoring SAL Gateway .ò 

Hardware and software requirements 

You install SAL Gateway on a customer -provided and customer -managed server. For an 
installation of SAL Gateway,  the host server must satisfy a minimum set of software and 

hardware requ irements.  

Hardware requirements 

Component  Minimum  Recommended  

Processor  Single -core processor with 1 GHz  

clock speed  

Dual -core processor with 2 GHz 

clock speed  

Hard Drive  40 GB free space   

Memory  2-GB RAM  

Network  100 M bps  Ethernet or NIC   

CD-ROM Dri ve   Useful for Red Hat installations  

Monitor  

Required only for an interactive 

local installation on the server 

itself. If you run a silent 
installation or use X Display 

Manager Control Protocol  
(XDMCP) from another server, n o 

monitor is required . 
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Component  Minimum  Recommended  

Ports  

 

¶ 443 HTTPS ( TCP)   

¶ 7443 HTTPS ( TCP)   

¶ 162 (UDP) ï SNMP trap 

receiver port  

¶ Privileged ports for SSH Port 

22 ( TCP) for remote access 
to SSH  

¶ 5107 ( TCP) for support of 
devices that send IP INADS  

¶ 5108 ( TCP) for support of 

CMS that sends IP INADS  

¶ 514 ( UDP)  for sy slog  

Software requirements 

Component  Supported versions   

Operating System  

Red Hat Enterprise Linux (RHEL) Release 5. x on a 32 -bit 

system for standalone SAL Gateways.   

SAL Gateway 2.1 is supported only on  a 32 -bit RHEL system.  

Java Virtual Machine  

JRE 1.6.0_x, where x is update 29 or later. Do not update to 

JRE 1.7.0 or later at this time.  

Avaya recommends JRE 1.6.0 update 29 because of a reported 

TLS security vulne rability 1 in JRE 1.6.0 that is resolved in 
update 29 and later. Check for additional critical patches to 

install for JRE 1.6.0.  

Perl  5.8  

Web browser  To download the sof tware :  

¶ Internet Explorer 6. 0 or 7.0  

¶ FireFox 3.x with the FireFTP plug - in . The plug - in  is required 
only if the software is downloaded from  a Linux  server, an 

FTP server, or within FireFox.  

To access the SAL Gateway UI:  

¶ Internet Explorer 7.0  

1. For additional information about the TLS renegotiation vulnerability, visit 
http://www.oracle.com/technetwork/java/javase/documentation/tlsreadme2-176330.html. Also, check for the latest 
Critical Patch Update Advisory or Security Alert provided by Oracle on Java SE before installing JRE 1.6.0. 

SAL Gateway support for VMware 

You can deploy SAL Gateway on VMware. The follow ing versions of VMware support SAL 

Gateway:  

¶ VMware ESX 3.5  

¶ VMware ESX i 3.5  

¶ VMware ESX 4.0  

http://www.oracle.com/technetwork/java/javase/documentation/tlsreadme2-176330.html
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¶ VMware ESX i 4.0  

Bandwidth requirements for SAL remote support 

When you use SAL as the remote support int erface, ensure that the  upload bandwidth, for 
customer to Avaya communications, is at least 90 kB/s (720 kb /s) with latency no greater 

than 150 ms (round trip ) . 

NN oo tt ee ::   

The specified upload bandwidth ensures that Avaya Global Services can effectively 
provide  remote support by means of SAL.  

Installation prerequisites 

Preinstallation tasks 

Before you install  SAL Gateway , you must complete the following pre installation tasks . 

¶ Ensure that the comput er on which you want to install SAL Gateway satisfies :  

½ The minimum hardware and software  requirements for SAL Gateway .  

½ The memory size, disk space , and CPU requirements  for SAL Gateway . 

¶ Ensure that your browser is set to establish an HTTPS session.  

You ca n establish an HTTPS session only if you enable TLS 1.0 in your browser 
settings.  

¶ Ensure that you have root privileges to the host computer, and that you log in as the 
root user to install SAL Gateway.  

¶ Ensure the following:  

½ The Bash shell (/bin/bash) exist s on the host computer on which you want to 

install SAL Gateway.  

½ Users have the execute permissions to the Bash shell.  

During installation, SAL Gateway accepts a username that owns the Gateway file 

system and the services associated with SAL Gateway. Ensu re that the SAL Gateway 
user, if existing, has the execute permissions to the Bash shell for the services to run 

successfully.  

¶ Ensure that the JAVA_HOME variable is set on the machine on which you want to 

install SAL Gateway. Set it at the same location as  the JRE installation.  

¶ If the SAL Gateway user  already exist s, ensure that the JAVA_HOME variable is set in 

the .bashrc  file of the user . See  Updating the Java environment variable for the SAL 

user after a JRE upg rade . 

¶ Download the SAL Gateway software from the PLDS to a local directory on the host 

computer .  

½ Download  the software from :  

mailto:infodev@avaya.com


 

  21 

https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownlo

ad.htm&DOWNLOAD_PUB_ID=SAL00000016    

½ Create a d irectory in your hom e directory and copy the SAL.zip file to the 

directory.  

CCaa uu tt ii oo nn ::   

You must create a directory name that contains simple alphanumeric characters. 
If the directory name contains special characters, such as #,  the system gives an 

error when you run the instal ler script.  

½ Execute the command unzip SAL.zip  from the command line  to unzip the SAL 

installable  file.  

¶ If your devices are configured with IPv6 settings, ensure the machine on which you 
want to install SAL Gateway is configured for IPv6.  

¶ Ensure that you c onfigure  the SAL Gateway host to use Network Time Protocol (NTP)  
to synchronize the clock of the system.  Information on NTP is available at 

http://www.ntp.org/ the home site of the Network Time Protocol Project.  

NN oo tt ee ::   

The SAL components rely on the accurat e setting of clocks for the proper 
functioning of features. SAL Gateway uses NTP to synchronize its clock with the 

other SAL components over the network. NTP provides stability and reliability for 

remote access to devices. The SAL certificate -based authent ication mechanisms 
rely on accurate clocks to check the expiration and signatures of the remote 

access requests. Clocks synchronized to standard NTP servers can help correlate 
events from different servers when auditing log files from multiple servers.  If the 

SAL Gateway host does not use NTP, remote access to service the Gateway or any 
managed device becomes unreliable.  

¶ Obtain the locations of the Concentrator servers. A SAL Gateway installation needs 
the locations of the Secure  Access Concentrator Core En terprise S erver and the 

Secure Access Concentrator Remote Enterprise Server  for communication . The fully -

qualified host  names and port numbers of these servers are to be provided to the 
installation program so that SAL Gateway successfully communicates bac k to Avaya:  

ˈ Secure Access Concentrator R emote Server: sl1.sal.avaya.com and port  443  

ˈ Secure Access Concentrator Core Server: secure.alarming.avaya.com  and  port 

443  

NN oo tt ee ::   

The host  name sl1  has a lower case letter L and the number 1  following the letter 
s . 

¶ Ensure that your firewall is enabled. Execute the following command to enable the firewall.  

system - config - securitylevel - tui  

¶ Ensure that no firewall between the browser of the administrator and SAL Gateway blocks 

port 7443.  

¶ Ensure that the /etc/hosts and /etc/sysconfig/network files have host name entries that 

match the ones the system displays when you use t he command hostname .  

¶ Ensure that the Syslogd options in the / etc/sysconfig/syslog file read 
SYSLOGD_OPTIONS="- r - m 0" .  

https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownload.htm&DOWNLOAD_PUB_ID=SAL00000016
https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownload.htm&DOWNLOAD_PUB_ID=SAL00000016
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After making this change, execute service syslog restart  to restart the syslog and 

make  this change effective.  

¶ Obtain the SAL Gateway ide ntifying numbers. During an installation, y our SAL 

Gateway needs two identifying numbers from Avaya :  the unique Product Identifier 
and Solution Element Identifier . Obtain these numbers in advance.  For the procedure 

to obtain these numbers for your  SAL Gate way, see Registering SAL Gateway . 

¶ For SNMP v3 support by SAL Gateway, ensure that you have configured the SNMP 

Master Agent on the host computer. For more information, see Installation and 
configuration of Net -SNMP on RHEL 5.3 . 

Registering SAL Gateway 

Registering a product with Avaya is a process that uniquely identifies the product so that 

Avaya c an  service the product. When you register a new SAL Gateway, Avaya assigns a 
Solution Element ID  and a Product ID to the SAL Gateway. You require these identifiers when 

you install SAL Gateway.  SAL Gateway becomes operational only when you configure SAL 
Gateway with the correct  identifiers. Through these IDs, Avaya can uniquely identify the SAL 

Gateway at your location.  

Use this procedure to register SAL Gateway and to generate the SAL Gateway identifiers 

through  Global Registration Tool (GRT) without the u se of any material codes.  

1.  Open the GRT website at https://support.avaya.com/grt . 

The GRT website redirects you to the Avaya single sign -on (SSO) webpage.  

2.  Log in using your SSO ID and password.  

3.  On the GRT home p age, click Create New Registration  > SAL Migration Only . 

4.  In the Sold To/Functional Location  field, enter the Sold To or customer functional 
location  number that identifies the location where you want to deploy SAL Gateway.  

5.  On the Site Contact Validation pa ge, complete the required contact information fields.  

Provide valid information so that Avaya can contact you to notify you about the 

registration  status.  

6.  Click Next . 

The SAL Gateway Migration List page lists the SAL Gateway instances available for the 

Sold To number that you provided.  

7.  Click Create New SAL Gateway . 

GRT starts an automatic end - to -end registration of a new SAL Gateway and performs 
the  install base creation process.  

After the install base creation is complete, GRT automatically proceeds to the  first 
step of the  technical onboarding process to generate the Solution Element ID and 

Product ID of SAL  Gateway.  

The SAL Onboarding Summary page displays the Solution Element ID and Product ID  

generated for the new SAL Gateway. You also receive an email notification with the 

new IDs.  

Next steps  

¶ Complete the SAL Gateway installation process.  

mailto:infodev@avaya.com
https://support.avaya.com/grt
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¶ Perform the technical onboarding process for devices that require support through the 

new  SAL Gateway. Se e Technical Onboarding Help Document  at 
https://support.avaya.com/registration . 

¶ Add the devices as managed elements to your SAL Gateway using the SEIDs 
provided.  

Updating the Java environment variable for the SAL user after a JRE 
upgrade 

If  you upgrade the version of JRE on the system that hosts SAL Gateway , you must update 

the JAVA_HOME environment variable in the .bashrc  file of the user who owns the SAL 

Gateway file system and the services associated with SAL Gateway .  

Use this procedure to update the environment  variable for the SAL Gateway user if you 

upgraded the JRE version and the SAL Gateway user already exists in the system. In this 

procedure , the default SAL Gateway user , saluser , is considered as an example . 

1.  Open the  /home/saluser/.bashrc  file.  

2.  Insert Export JAVA_HOME =  [ location of the installed JRE ]  in the file.  

For example, if /opt/jre1.6.0_2 9 is the location of the installed JRE , insert  

Export JAVA_HOME =/opt/jre1.6.0_29  in the file .  

NN oo tt ee ::   

If SAL Gateway is already installed, r estart the SAL Gateway services after you 

upgrade the JRE  version . 

Preinstallation customer responsibilities 

SAL Gateway runs on customer -provided hardware with a customer - installed operating 

system. The customer  owns the  control and care of the hardware and the operating system.  

A customer has to carry out a number of responsibilities  on the host server before the 

installation of SAL Gateway .  

Required actions for SAL 

¶ Install a supported version of Red Hat Enterprise Linux  with a default package set . 

The RHEL versions  that support SAL Gateway 2.1 are RHEL 5.1  to  5. 4. 

NN oo tt ee ::   

For a procedure to install RHEL 5.0 , see Appendix -2. To learn about installation  of 

other RHEL v ersions , see the installation documentation for the specific RHEL 
version at http://docs.redhat.com/docs/en -

US/Red_Hat_Enterprise_Linux/index.html .  

¶ Install JRE 1.6.0 upd ate 29 or later. However, do not upgrade to JRE 1.7.0 or later at 

this time.  

https://support.avaya.com/registration
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/index.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/index.html
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NN oo tt ee ::   

For the procedure t o install  Java 1. 6, see Appendix -4.  

¶ Create user accounts and groups. For details on how to create a user and group for 

SAL Gateway, see the section ñIdentify SAL Gateway panel ò. 

¶ If the SAL Gateway user  already exist s, ensure that the JAVA_HOME variable is set in 

the .bashrc  file of the user . See  Upd ating the Java environment variable for the SAL 

user after a JRE upgrade . 

¶ Acquire, maintain, and manage firewalls.   
General information on firewalls is available at http:// en.wikipedia.org/wiki/Personal_ firewall 

and  en.wikipedia.org/wiki/Firewall_(networking) . 

¶ Set up uninterruptible power supply (UPS).  If you want to compare UPS Backup 
Power Systems from the leading Uninterruptible  Power Supp ly manufacturers, see 

relevant  information at http://www.42u.com/ups -systems.htm . 

¶ Ensure that the Domain Name Server (DNS)  is set up for the proper functioning of 

SAL Gateway on the network.  

¶ Ensure the security of t he platform for SAL Gateway.  Some  secure mechanism must 

be in place to prevent attacks on the SAL Gateway UI and unauthorized access to the 
SAL Gateway UI. One of the simple things you can do is to have proper user name s 

and password s for authorized users.  

Optional actions for SAL 

¶ Set up the Pluggable Authentication Modules for Linux  (PAM) , if you want  to use 
alternate authentication mechanisms such as LDAP.  

¶ Configure syslogd, if you want  audit log entries to be written to an external server.  

¶ Install the Policy server on a diffe rent host, if you want  to restrict remote access to a 

certain time window, set of people, a set of managed devices, or want  to control 
automatic update of the produ ct support models of SAL Gateway.  For information on 

the Policy server, see Avaya Secure Access Link  Secure Access Policy Server: 
Installation and Maintenance Guide .  

¶ Install the required ce rtificates if you want  to use a Policy server.   

¶ Instal l the pr oxy server  if SAL Gateway needs to use a proxy to communicate with the 
Secure Access Concentrator Core and  the Secure Access Concentrator Remote servers 

on the Internet . 

¶ In stall the LDAP server , if you want  to use LDAP -based authentication to SAL Gateway , 

or employ group -based policies for remote access.  

¶ Configure encryption settings for Tomcat. By default, SAL gateway is installed with a 

self -signed certificate. The self -signed  certificate is generated using the SHA-1 
algorithm and is 128 -bit e ncrypted. Customer s can use a certificate from a certificate 

authority ( CA)  and import it to the SAL Gateway keystore.  

¶ Set up  anti virus  software, if you want  such protection for the SAL Gateway host.  

¶ Enter an appropriate system warning message. A text box on the SAL Gateway UI Log 

on page displays the default system usage warning:  

mailto:infodev@avaya.com
http://en.wikipedia.org/wiki/Personal_firewall%20and%20en.wikipedia.org/wiki/Firewall_(networking)
http://en.wikipedia.org/wiki/Personal_firewall%20and%20en.wikipedia.org/wiki/Firewall_(networking)
http://www.42u.com/ups-systems.htm


 

  25 

The /etc/issue file holds the text for the warning. The system administrator edits this 

file and enters appropriate messages for system users.  

Installing SAL Gateway using the GUI  

1.  Log in to the system on which you want to install SAL Gateway. Use administrator 

privileges from the GUI and open a new console on the GUI.  

NN oo tt ee ::   

Before you start, ensure that the J AVA_HOME variable is set on the host 
computer. Set it at the same location as the JRE installation.  

2.  Download the SA L Gateway  software , SAL.zip, from the PLDS  to a new directory in 
your home directory . The PLDS lin k is :  

https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownload.htm&DOW
NLOAD_PUB_ID=SAL00000016  

CCaa uu tt ii oo nn ::   

You must create a directory name that contains simple alphanumeric characters. 

If the directory name contains special charact ers, such as #, the system gives an 
error when you run the installer script.  

3.  Execute the command unzip SAL.zip  from the command line  to unzip the SAL 

installable  file.  

4.  Execute the command ./runInstaller.sh  from the command line. The command 

invokes the in staller GUI.  

Using the installation panels 

The Language Selection panel is the first panel that the system displays . The default 
language is English.  

1.  Click OK . 

The system displays the Welcome panel.  

2.  Click Next . 

https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownload.htm&DOWNLOAD_PUB_ID=SAL00000016
https://plds.avaya.com/poeticWeb/avayaLogin.jsp?ENTRY_URL=/esd/viewDownload.htm&DOWNLOAD_PUB_ID=SAL00000016
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Avaya Global Software License Terms panel 

The system displays the Avaya Global Software License  Terms panel . 

1.  Click I accept the terms of this  license agreement . 

You must ac cept the terms of the license agreement to continue with the installation. 
Until you accept the terms of the license agreement, the Next  button on the panel 

remains unavailable . 

2.  Click Next .  

The system displays the  Preinstall Configuration  Audit panel .  

Preinstall Configuration Audit panel 

 

Figure 2 - 1 : Pre install Configuration  Audit  

On the  Preinstall Configuration  Audit panel,  the system checks the confi guration settings and 

displays the status of the following:  OS version , RAM size, CPU speed , Java version , Java 
vendor . 

If the  following  crucial checks fail, the ins taller quits the installation:   

¶ Availability  of the JAVA_HOME environment variable . 

¶ Correct setting of  the JAVA_HOME variable . 

mailto:infodev@avaya.com
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¶ Tthe JAVA_HOME variable is set in the PATH variable and the Java version is 1. 6. 

NN oo tt ee ::   

The JAVA_HOME var iable is set at the location where  the  JRE is installed.  

¶ The /etc/hosts  file , the /etc/sysconfig/network  file , and the host name commands 
have the same host name .  

¶ Port 7443 is free . 

If the following ch eck fails, the installer displays a warning and proceeds with the 

installation :  

¶ The syslog,  iptables , and ntpd services are active  

1.  Ensure that you have the required Java version and Java vendor, as these are 

mandatory requirement s for the installation. Also e nsure that there is adequate disk 
space on the system for the SAL Gateway software pack.   

2.  Click Next  on the  Preinstall Configuration  Audit panel.  

Installation path panel 

The system displays the Select Installation Path panel . The panel displays the default 
insta llation path , /opt/avaya/ SAL/gateway . 

1.  If this is the path you want, click Next  to install the files in the default directory.  

2.  To change the default path, click Browse  to select the location details for the 

installation.   

3.  Click  Next .   

If the di rectory path already exists, the sy stem displays a warning : 

4.  On the dialog box, do one of the following:  

¶ Click  No  to select a different directory  pat h.  

¶ Click Yes  to overwrite the directory. The s ystem displays the SAL Gateway 

Pack selection page . 

NN oo tt ee ::   

To avoid overwriting files  in  an ex isting directory, provide  a new directory name 
for the install ation . The installer creates the target directory at the specified 

location.   

Packs Selection panel 

The system displays the P acks Select ion panel  (Figure 2 -2).  
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Figure 2 - 2 : Pack s Selection  

1.  Select the AgentGateway  check box if it is not already selected.  

When you select the pack, the system displays the size of the pack, the SAL Gateway 

description, and details of the required  space and the available space.  

2.  Click Next . 

Change system configuration files panel 

The system displays the Change system configuration files panel (Figure 2 -3).  

mailto:infodev@avaya.com
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Figure 2 - 3 : Change system  configuration  files  

1.  Select the I PTABLE  check box.  

CCaa uu tt ii oo nn ::   

Failure to update the iptables  renders  the SAL Gatewa y user interface inaccessible 

and prevents  SNMP trap s from  reach ing  SAL Gateway.  If you clear the IPTABLE  
check box, you must update the iptables  manually. For more information, see 

Updating iptables . 

2.  Select the SYSLOG  check box.  

NN oo tt ee ::     

Syslog is the logging tool for SAL Gateway. The SAL Gateway installer edits the 

/etc/syslog.conf file if you select the SYSLOG  check box. If you clear the check 
box, you must edit the /etc/syslog.conf file. If you fail to edit the file,  the SAL 

Gateway components may not writ e syslog and logging after the installation.  For 

more information, see Editing the syslog configuration file . 

3.  Click Next . 

If you select the SYSLOG  check box on the Change system configuration files panel 
during a SAL Gatewa y installation, the SAL Gateway installer automatically edits the 

/etc/syslog.conf file if Local0, Local4 and Local5 are not already configured. If the 
facilities are configured, the installer displays the following warning on the Installation 
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Progress pan el:  The box also displays the explanation: 

SAL Gateway syslog log files are mixing with the customer syslog log files.  

The panel provides two options:  

¶ No : Rolls back the installation  

¶ Yes : Continues the installation  

Identify SAL Gateway panel 

The system displays the Identify SAL Gateway panel (Figure 2 -4).  

 

Figure 2 - 4 : Identify SAL Gateway   

1.  Enter the credentials for the SAL Gateway server identification: Solution Element ID, 

Alarm / Inventory ID , and  I P Address .  

Field Label  Description  

Solution Element ID  
Avaya Solution Element ID is a unique 
identifier in the form at  (NNN)NNN-NNNN where 

N is a digit  from 0 to 9 . 

Alarm/Inventory ID  Avaya Alarm ID , also called Product ID , is a 
unique 10 -char acter ID assigned to a device, 

mailto:infodev@avaya.com
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for example, this SAL Gateway, and is used to 

report alarms to Avaya.  

IP Address  
IP address of the server where the SAL 
Gateway is being installed . The SAL Gateway 

takes both IPv4 and IPv6 addresses as input.  

  

If you fail t o enter a value for the Solution Element ID  field, the system displays the 

Input Problem  message: . 

If you fail to  enter a value for the Alarm/Inventory ID  field, the system displays 

the Input Problem  message: . 

2.  Click  Next . 

NN oo tt ee ::   

¶ If you have not yet submitted your request to Avaya for your Avaya Solution Element 

ID and Product/Alarm/Inventory ID, see step 2 in Registering SAL Ga teway , in 
Chapter 2 . You cannot  proceed from  this point until you have an Avaya Solution  

Element ID and Product/Alarm/Inventory ID. SAL Gateway starts operations  only if  
you perform this step and enter these values.  

¶ SAL Gateway and the Concentrator Servers, if deployed, are assigned Solution 
Element IDs and Product IDs and are treated as managed devices. These values help 

Avaya Services to uniquely identify your managed device  if it raises an alarm. These 
values also help the Ava ya Secure Access Concentrator Enterprise Remote Server 

facilitate remote access to these products.  

Identify SAL Gateway User panel 

The system displays the Identify SAL Gateway User panel (Figure 2 -5).  
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Figure 2 - 5 : Identify SAL Gateway User  

The User Name  field displays the default SAL user name, . 

The User Group  field displays the default SAL user group, . 

¶ Click Next . 

You can edit the default user and user group names.  The installer uses the names entered 
here to create a user and user grou p with these names. SAL Gateway employs these users to 

start its components.  The saluser owns the SAL Gateway file system.  

NN oo tt ee ::   

The username provided, if existing, must  have the execute permissions to the Bash shell 

for the Gateway services to run suc cessfully.  

Concentrator Core Server Configuration panel 

The system displays the Concentrator Core Server Configuration  panel .  

SAL Gateway requires the following information to establish a connection to a Secure Access 

Concentrator Core Server for deliv ery of alarms and inventory information. If you use the 
default values , your SAL Gateway establishes a connection to the Avaya Secure Access 
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Concentrator Core Server . The panel displays  the Primary and Secondary  location details for 

the  Secure Access Conce ntrator Core Server .  

¶ The Platform Qualifier  field displays the default value: . 

Unless you are explicitly instructed, you must not change the default.  

¶ The Primary destination  field  displays the default host name:  
. The fully qualified host name of the Secure Access 

Concentrator Core server is the host name that SAL Gateway first contacts.  

¶ The Port  field displays the default port number for the primary destination : . 

¶ The Secondary destination  field  displ ays the default host name . 

¶ The Port  field displays the default port number  for the secondary destination.  

¶ Click Next . 

NN oo tt ee ::   

Entries for the secondary  destination server and port are mandatory.  

Concentrator Remote Server Configuration panel 

The system disp lays the Concentrator Remote Server Configuration  panel (Figure 2 -6) . 

SAL Gateway requires the information provide d here to contact the Secure Access 

Concentrator Remote Server  for remote access.  
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Figure 2 - 6 :  Concentrator Remote Server  Configuration  

¶ The Primary destination  field displays the default host  name: . 

The hostname sl1  has a lower case letter L and the number 1  following the letter s . 

¶ The Port  field d isplays the default port number:  . 

¶ The Secondary destinat ion  field  displays the default host name.   

¶ The Port  field d isplays the default port number . 

You can edit the default values on the panel if the defaults are not required.  

Á Click Next . 

Proxy Settings panel 

The system displays the Proxy Settings panel  (Figure  2-7).  
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Figure 2 - 7 : Proxy Settings  

1.  Select the Proxy Required  check box for Internet access outside the firewall of the 
customer . 

The system displa ys the Proxy server fields . 

NN oo tt ee ::   

The use of the customer proxy server is optional  and depends  on the loca l 
configuration . This proxy works the way a proxy that is required for browsing  

does . If you have a company proxy in your Web browser, you may need  one in 

this context too.  

I f there is no direct communication between SAL Gateway and the Concentrator  

Server s, SAL Gateway uses the proxy server for communication with the se 
server s. 

2.  Enter your proxy server details.  

a.  Select one of the following proxy  type s according to your requirement:  

½ HTTP  -  For a HTTP proxy witho ut authentication  

½ Authenticated HTTP  -  For a HTTP proxy with authentication  

½ SOCKS  -  For a SOCKS proxy without authentication  
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b.  In the Hostname  field, e nter the host name or the IP address of the proxy 

server.  
SAL Gateway takes both IPv4 and IPv6 addresse s as input.  

If you fail to  enter a host name for the proxy, the system displays the 
following Input Problem message: 

c.  In the Port  field, enter the port number of the proxy server.  

If you fail to enter a port number  for the proxy , the system displays the 
following Input Problem message: 

SAL does not support SOCKS proxies that use authentication.  

3.  Click Next . 

Proxy Authentication Settings panel 

If you select the Au thenticated HTTP  option  on the Proxy Settings panel , the system 

displays the Proxy Authentication Settings panel  (Figure 2 -8) . 

1.  In the User  field, enter the user name . 

If you fail to  enter a user name for the proxy, the system displays the following Input 
Problem message: 

2.  In the Password  field, enter the password to be associated with the user name.  

If you fail to  enter a password for the proxy, the system displays the following Input 

Problem message: 

3.  Click Next . 
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Figure 2 - 8 :  Proxy Authentication S ettings  

Model Package Installation panel 

The system displays the Model Packa ge I nstallation panel (Fig. 2 -9).  

You can  install  the  model package  using one of the following two modes :  
¶ Online  

The SAL Gateway installer attempts to download the models from the SAL Enterprise  
that hosts  the models package:  https://<hostname>:<port>/repository . 

In the URL :  
-  Hostna me  is the host name of the Primary SAL Enterprise . 

-  Port is the port number of the Primary SAL Enterprise port as provided on the 
SAL Enterprise panel.  

¶ Offline  

Before the actual installation, you must  download  the model package from a glob al 
URL, for example ,  https:// secure.alarming.avaya.com /repository/ . 

This is the mode of model installation if  the installer f ails to connect to the Enterprise  
server . 

 

https://alarming.esp.avaya.com/repository/
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Figure 2 - 9 : Model Package I nstallation  

1.  To select the online mode of model ins tallation, c lick Download latest m odels from 
Avaya or B usiness Partner . 

If SAL Gateway fails  to validate the server certificate of the Enterprise, the system 
displays an O nline Connection Failed message:   

é 

The installer provide s two options  to continue wi th the installation :  

a.  Click OK  to trust the Enterprise.  

b.  Click Cancel  to  quit the installation . 

2.  To select the offline mode of model installation, c lick Install the models from local 
drive . 

3.  Click Next . 

If you select the Install t he models from local drive  option, t he system displays 

the Model Package Selection panel . 

 On the Model Package Selection panel , in the Path to Models Package  field, enter 
the path to the model package. To select the path , click Browse .  
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If the path you enter  is invalid, t he installer displays the following message: 

5.  Click Next . 

Policy Server Configuration panel 

The system display s the Policy Server Configuration  panel (Figure 2-10 ) .  

 

Figure  2 - 1 0 :  Policy Server Configuration  

The use of the policy server is optional. If you decide to use a policy server , enter the values 

for the host name and the port fields.  

1.  In the Hostname  field, enter the host name or the IP address of the policy server.  

SAL Gateway takes both IPv4 and IPv6 addresses as input.  

2.  In the Port  field, enter the port number of the policy server.  

3.  Click Next . 

A policy server can be used without an LDAP server.   

LDAP Server Configuration panel 

The system displays the LDA P Server  Configuration panel (Figure 2 -11).  
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Figure 2 - 1 1 : LDAP Server Configuration  

An LDAP server is necessary if you want group -based policies such as whitelists and 

blacklists. You must enter the details for the LDAP server.  

1.  In the Server Address  field, ente r the host name or the IP address of the LDAP 
server.  SAL Gateway takes both IPv4 and IPv6 addresses as input.  

2.  In the Port  field, enter the port number of the LDAP server.  

3.  In the  Bind DN  field, enter the Bind Distinguished Name of the LDAP server.  

This  is the DN to use in binding to the LDAP server. The Bind operation authenticates 
SAL Gateway to the LDAP server.  

4.  In the Password  field, enter the password to be used in conjunction  with the Bind 
Distinguished Name.  

5.  In the Base DN  field, enter the Base  Distinguished Name of the LDAP server.  

Base = base object search .  

This is the DN of the branch of the directory where all searches should start. At the 

very least, this must be the top of your directory tree, but could also specify a subtree 
in the direc tory.  

Example of Base DN: uid=people,dc=stanford,dc=edu . 
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6.  In the Group Base DN  field, enter the Group Base Distinguished Name of the LDAP 

Server.  

Example of Group Base DN: uid=groups,dc=stanford,dc=edu . 

7.  Click Next . 

SNMP SubAgent Configuration panel 

The sys tem displays the SNMP SubAgent Configuration panel  (Fig. 2 -12) . 

  

Fi gure 2 - 1 2 : SNMP SubAgent Configuration  

1.  In the Master Agent Host name  field, enter the host name of the Master Agent to  
which  the  SNMP SubAgent needs connect ion . The default host name is . 

2.  In the Master AgentX Port field, enter the listener port the Master Agent  uses with 

AgentX . The default port number is . 

NN oo tt ee ::   

The SNMP Agent co -exists with masters and subagents using  the Agent 
Extensibility (Agent X) protocol.  Change in eith er , or both , of the values requires a 

restart of the SAL Gateway  SNMP SubAgent . 

3.  Click Next . 
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SAL Gateway Truststore Directory panel 

The system displays the SAL Gateway Trusts tore Directory panel (Figure 2 -13).  

 

Figure 2 - 1 3 :  Select SAL Gateway Truststore  Directory  

1.  Keep the default path or enter a new path for the SAL Gateway truststore directory. 
You can also browse to the location where you want the SSL subdirectory installed.  

The default path is <<INSTALL -PATH>>/SSL. The system displays a box  that 
confirms the target directory would be created.  

2.  Click OK . 

II mm pp oo rr tt aa nn tt ::   

The truststore that SAL uses is installed in th e selected subdirectory.  However, i f you 

select a location other than the default location, the saluser or the installation user 
requires certain permissions to make SAL Gateway function al. For more information 

on changing the SSL directory permission, see the section Postinstallation 
configuration . Ensure that you grant these permissions  immediately after you install 

SAL Gateway.  
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Administration access for Avaya panel 

The system displays the Administration access for Avaya panel (Figure 2 -14).  

 

Figure 2 - 1 4 :  Administra tion access for Avaya  

This panel is used to assign a role that defines permissions to the Avaya support personnel 

who may have to access the managed device to provide service.  

1.  From  the Role  field, select one of the following  role s for the Avaya support personnel . 

¶ Administrator  

This role grants the user  all permission s on all  UI pages except the following ones:  

ˈ LDAP (Read -only)  

ˈ Policy Server (Read -only)  
ˈ PKI Configuration (Read -only)  

ˈ OCSP/CRL Configuration (Read -only)  
ˈ Certificate Management (Read -only)  

The Administrator role excludes  permissions to edit security settings. Only a 

Security Administrator can change security settings and this role is not available 
to  Avaya support  personnel.  

¶ Bro wse  

This role grants the user  the read -only permission to  access all pages.  
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NN oo tt ee ::   

If you  select Deny  from the options, the user is denied access  to the SAL Gateway 
user interface . 

2.  Click Next . 

Pack Installation Progress panel 

The system displays the Pack I nstallation Progress panel (Figure 2 -15).  

 

Figure 2 - 1 5 : Pack I nstallation Progress  

The bar s on the panel display the pack installation progress and the overall installation 
progress. During pack installation, the installer copies, parses and executes files.  The 

installer also creates the uninstaller pack and the uninstaller wrapper.  

Installation Summary panel 

When all the files are unzipped and installed, t he system displays the Installation Summary  
panel  (Figure 2 -16) . 
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Figure 2 - 1 6 :   Installation Summary  

The panel  displays  the following information:  

¶ The installation status to show whether  the i nstall ation process is complete  or has 

failed  

¶ The package or packages that have been installed  

¶ The name of the installed SAL Gateway  

¶ The location details of the Uninstaller program  

If you click Quit  during a SAL Gateway installation, the system displays a box w ith the 
warning:    

1.  Click Yes  only if you want to quit the installation.  

2.  Click Done .  

The SAL Gateway installer completes the installation procedure and reverts to the 
command mode.  

NN oo tt ee ::     

¶ The installer automatically makes the following two changes to the /etc/sudoers file 

on the host computer  to add saluser to the list of sudoers .  
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½ Disable s the requiretty flag. When  this flag is disabled, a process can  issue sudo 

commands  from a shell script . 

½ Adds the following r ule to the /etc/sudoers file :  

During uninstallation, the permissions given to saluser inside /etc/sudoers file are 
removed.  However, t he requiretty flag remain s disabled after uninstallation.  

¶ An Uninstaller director y is created under  the installation directory,  in the default 
directory  <Install -Path>>/Uninstaller . You can u se the uninstaller  script  if you want 

to uninstall SAL Gateway.  To uninstall  SAL Gateway , see Uninstalling SAL Gateway 
using the GUI . 

¶ You may occasionally have to back up the configuration and the data files, or make 
regular backups in accordance with company policies. In such cases, use the inherent 

capabi lities of Red Hat Enterprise Linux 5.0 to back up the SAL Gateway installation.  

The SAL Gateway installation command 

The following is the SAL Gateway inst aller  command :  

./ runInstaller.sh [ - m gui/ unattended] [ - i <input responsefile > ]  

[ ïo <output response file> ]  [ ïp abort/ignore]  

Where :  

ˈ m is the parameter for the mode  of installation .  

You can specify either the  or the  mode for the installation.  If you do 

not mention the mode, the installer runs in the GUI  mode ,  

ˈ i  is the parameter for the input response file . 

This is the response property file with key -value pairs that the installer can use in the 

unattended or GUI  mode to override the values specified in the default configuration 
file.  

The input response file, AgentGateway_Response.properties, is delivered with the 
installation software. The values in the file are representative examples and not 

accurate.  You mu st m odify this file to enter values for the SAL Gateway  configurations  

that suit your environment . For more information, see 
AgentGateway_Response.properties file .  

ˈ o  is the parameter for the output response file .  

This is the path of the response file generated by the installer that could be used for 

an unattended installation.  

ˈ p has the options abort and ignore.  

This c ontinues or cancel s the ins tallation in the event of a pr erequisite failure in the 
unattended mode of installation.  

Examples: the SAL Gateway installation command 

To view Help, execute the following command:  
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./ runInstaller.sh -- help  

Use the following command if you want to ignore a preinstall audit failure during an  
unattended  installation:  

./ runInstaller.sh - m unattended - i AgentGateway_Response.properties  

- p ignore  

Use the following command to exit an unattended installation in the event of a preinstall 
audit failure :  

./ runInstaller.sh - m unattended - i AgentGateway_Response.properties  

Installing SAL Gateway in the unattended mode 

For a non -graphical host computer, use the unattended mode of installation.  

1.  Modify the AgentGateway_Response.properties  file to replace the default or 

representative values with  values that suit your environment.   
See AgentGateway_Response.properties file . 

2.  Execute the following command:  

./ runInstaller.sh - m unattended - i AgentGateway_Response.properties  

[ ïo <output response file> ]  

NN oo tt ee ::   

When you install SAL Gateway in the command line mode, and your devices and t he host 

computer  on which you want to install SAL Gateway are configured with IPv6 settings, 
replace the default IPv4 values with IPv6 values in the 

AgentGateway_Response.properties  file.  
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 AgentGateway_Response.properties file 

SAL provides an AgentGateway _Response.properties file with the SAL Gateway software. If 

you use the command line mode for a SAL Gateway installation, y ou can use this file to enter 
values for the SAL Gateway  configurations done during an installation . 

CCaa uu tt ii oo nn ::   

The values in the file  are representative examples and not accurate. You must modify this 

file to enter values that suit your environment.  

Information in the file  Additional information  

# Language selection code  

localeISO3=eng  

English is the default language the 

installer uses . 

# Please read the License Agreement under the 
'license' folder at the location of 'SAL.zip' 

extraction  

agreelicence=Agree  

To continue with the installation , the value 
of the  attribute  must be 

. 

# Installation Path Information  

INSTALL_PATH=/opt/avaya/SAL/gateway  

You can change the default inst allation 

path, /opt/avaya/SAL/gateway. If you 

specify a new directory path, the installer 
creates the target directory on the 

system.  

For more details, see the Installation path 

panel  in the section óInstalling SAL 
Gateway using the GUI ô. 

# pack name is f ixed  

packs=AgentGateway  

The pack name is fixed. Do not change 

this information.  

# If following values are true then Gateway 

Installer update the IPTABLE and SYSLOG  

IPTABLESelect=true  

SYSLOGSelect=true  

Keep the value s for  and 

 as . 

If the installation fails due to some syslog 

errors , change the value for 
 to  and reinstall SAL 

Gateway.  

If you set  the value for  to 

, you must edit the /etc/syslog.conf 

file  manually after the installation . If you 
fail to edit the file, the SAL Gateway 

components may not write syslog and 
logging after the installation. For more 

information, see Editing the syslog 
configuration file . 

For more det ails, see the Change System 
Configuration Files  panel in ñInstalling SAL 

Gateway using the GUI .ò 
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Information in the file  Additional information  

# Agent Gateway Configuration mandatory 

fields  

GATEWAY.SOLUTION.ELEMENTID= (777 )000 -

9999  
SPIRIT.ALARMID=1234567890  

AGENTGATEWAY_IPADRESS= 19 2.168.1.10  

You must replace the representative 

values  for  and  with 

the actual Solution Element ID and the 

Alarm  or  Product ID  obtained from Avaya. 
For the procedure to obtain these 

numbers for your SAL Gateway, see 
Registering SAL Gateway .  

You must replace the representative value  
for  with the 

actual IP address of the host server where 
SAL Gateway is being installed.  

For more details, see the Identify SAL 
Gateway panel in th e section ñInstalling 

SAL Gateway using the GUI .ò 

# Select the USER_ACCOUNT and 

USER_GROUP of Agent Gateway mandatory 
fields  

AGENTGATEWAY_USERNAME=saluser  
AGENTGATEWAY_USERGROUP=salgroup  

The username provided, if existing, must 
have the execute permis sions to the Bash 

shell for the Gateway services to run 
successfully.  

For more details, see the Identify SAL 
Gateway User panel  in the section 

óInstalling SAL Gateway using the GUI ô. 

# Avaya Enterprise Configuration mandatory 
fields  

PRIMARY_AVAYA_ENTERPRI SE_PASSPHRASE=E

nterprise -production  

PRIMARY_AVAYA_ENTERPRISE_URL= secure.ala

rming.avaya.com  

PRIMARY_AVAYA_ENTERPRISE_PORT=443  

PRIMARY_AXEDA_ENTERPRISE_URL=sl1.sal.av
aya.com  

PRIMARY_AXEDA_ENTERPRISE_PORT=443  

 

Unless you are explicitly instructed, do not 

chan ge the se default  values .  

For more details, see the Concentrator 

Core Server Configuration panel  and the 
Concentrator Remote  Server Configuration 

panel  in the section óInstalling SAL 
Gateway using the GUI ô. 

# Avaya Enterprise Configuration Optional fields   

SECONDARY_AVAYA_ENTERPRISE_URL= secure
.alarming.avaya.com  

SECONDARY_AVAYA_ENTERPRISE_PORT= 443  

SECONDARY_AXEDA_ENTERPRISE_URL= sl1.sal
.avaya.com  

SECONDARY_AXEDA_ENTERPRISE_PORT= 443  

If you have s econdary Concentrator Core 
and Remote Servers for your 

environment, replace these values with 

actual values for the secondary 
destination s.  




































































































































































































































































































