Security request type

Disconnect the equipment

Active Attack

from the network, but do
not shut it off.

Contact law enforcement.

Contact customer account team or
Avaya services to open a support
ticket to assist with returning the

system online

Avaya does not provide
forensic services,
however will participate
as appropriate in

Toll Fraud

Experiencing active Toll

Fraud on Avaya system.

Contact Avaya Toll
Fraud Hotline at
1800-643-2353

Request security services

Request for Security Services

(server hardening,

Contact Avaya Professional

Request security services through sales
channels:
* New install — security acceptance

h 4

* Existing deployment — security
assessment

* Existing deployment — hardening
request

Operational Security Questions

Vulnerability Concerns about an Avaya Product

> e s et ST » Services (APS) or Account
firewalls, etc.) Manager APS reviews security service request
and provides quote for service.
General questions Customer - | .
R Contact Avaya . . If contract with Avaya for security
about Avaya’s J \| representative will work - . L
. . » Account Manager or > services, security service is
internal security with Avaya Corporate )
L. Channel Partner . provided.
policies Security
VULNERABILITY CONCERN (NOT AN ATTACK)
fevi Search support.avaya.com using Standard maintenance does not include interpretation
N Inz\:;et:'vl't a keyword for the vulnerability, of raw vulnerability scan reports. Contract with an
v datal Y "l e.g. RHSA-2015-0674, CVE-2014- outside company or engage Avaya Professional Services
8159, kernel, MS15-061, etc. (APS).

Refer to PCN and/or
PSN for mitigation of
the security issue.
If only an ASA exists, [Hyag
refer to the product
actions for details of the
mitigation plan.

Does an ASA,
PCN or PSN

Reference policy on support.avaya.com.
A

Yes

Create a Service Request (SR).

Provide detailed information about the
product, product version, vulnerability
and any other important information
necessary for proper security escalation
handling.

Nob|

ulnerability
details a scan
report?

No

Avaya Su p'por‘t Team

Information about Avaya’s security mitigation and classification refer to:
Avaya’s Product Security Vulnerability Response Policy and Avaya’s Security Vulnerability Classification

member will be in
contact.
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