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Notice

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at
the time of printing, Avaya assumes no liability for any errors. Avaya reserves the right to make changes and
corrections to the information in this document without the obligation to notify any person or organization of such
changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying mediums which may include product
information, operating instructions and performance specifications that Avaya generally makes available to users of
its products.

Documentation does not include marketing materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of documentation unless such modifications, additions, or
deletions were performed by Avaya. End User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or
documentation provided by Avaya. Avaya is not responsible for the accuracy of any information, statement or
content provided on these sites and does not necessarily endorse the products, services, or information described or
offered within them. Avaya does not guarantee that these links will work all the time and has no control over the
availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software (“Product(s)”). Refer to your sales agreement to
establish the terms of the limited warranty. In addition, Avaya’s standard warranty language, as well as information
regarding support for this Product while under warranty is available to Avaya customers and other parties through
the Avaya Support website: http://www.avaya.com/support

Please note that if you acquired the Product(s) from an authorized Avaya reseller outside of the United States and
Canada, the warranty is provided to you by said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel Partner, whether as stand-alone products or pre-
installed on hardware products, and any upgrades, updates, bug fixes, or modified versions thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE,
http://support.avaya.com/Licenseinfo ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR
ANAUTHORIZED AVAYA RESELLER (AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA R ESELLER. UNLESS OTHERWISE AGREED TO BY AVAYA IN
WRITING, AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM
ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA AUTHORIZED RESELLER,;
AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING
OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR USING
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THE SOFTWARE, OR AUTHORIZING OTHERSTO DO SO, YOU, ON BEHALF OF YOURSELF AND THE
ENTITY FOR WHOM YOU ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO THESE
TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC.
OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants you a license within the scope of the license types described below, with the exception of Heritage
Nortel Software, for which the scope of the license is detailed below. Where the order documentation does not
expressly identify a license type, the applicable license will be a Designated System License. The applicable number
of licenses and units of capacity for which the license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other materials available to you. “Designated
Processor” means a single stand-alone computing device. “Server” means a Designated Processor that hosts a
software application to be accessed by multiple users.

License type(s)

Designated System(s) License (DS). End User may install and use each copy of the Software only on a number of
Designated Processors up to the number indicated in the order. Avaya may require the Designated Processor(s) to be
identified in the order by type, serial number, feature key, location or other specific designation, or to be provided by
End User to Avaya through electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on multiple Designated Processors or
one or more servers, so long as only the licensed number of Units are accessing and using the Software at any given
time. A “Unit” means the unit on which Avaya, at its sole discretion, bases the pricing of its licenses and can be,
without limitation, an agent, port or user, an e-mail or voice mail account in the name of a person or corporate
function (e.g., webmaster or helpdesk), or a directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software. Units may be linked to a specific, identified Server.

Database License (DL). End User may install and use each copy of the Software on one Server or on multiple
Servers provided that each of the Servers on which the Software is installed communicates with no more than a
single instance of the same database.

CPU License (CP). End User may install and use each copy of the Software on a number of Servers up to the
number indicated in the order provided that the performance capacity of the Server(s) does not exceed the
performance capacity specified for the Software. End User may not re-install or operate the Software on Server(s)
with a larger performance capacity without Avaya’s prior consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use the Software on a single Designated Processor or Server
per authorized Named User (defined below); or (ii) install and use the Software on a Server so long as only
authorized Named Users access and use the Software. “Named User”, means a user or device that has been
expressly authorized by Avaya to access and use the Software. At Avaya’s sole discretion, a “Named User” may be,
without limitation, designated by name, corporate function (e.g., webmaster or helpdesk), an e-mail or voice mail
account in the name of a person or corporate function, or a directory entry in the administrative database utilized by
the Software that permits one user to interface with the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance with the terms and conditions of the
applicable license agreements, such as “shrinkwrap” or “clickthrough” license accompanying or applicable to the
Software (“Shrinkwrap License”).
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Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by Avaya as part of its purchase of the Nortel
Enterprise Solutions Business in December 2009. The Heritage Nortel Software currently available for license from
Avaya is the software contained within the list of Heritage Nortel Products located at
http://support.avaya.com/Licenselnfo/ under the link “Heritage Nortel Products”. For Heritage Nortel Software,
Avaya grants Customer a license to use Heritage Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose specified in the Documentation, and solely as
embedded in, for execution on, or (in the event the applicable Documentation permits installation on non-Avaya
equipment) for communication with Avaya equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation,
Software, or hardware provided by Avaya. All content on this site, the documentation and the Product provided by
Avaya including the selection, arrangement and design of the content is owned either by Avaya or its licensors and
is protected by copyright and other intellectual property laws including the sui generis rights relating to the
protection of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or distribute in any
way any content, in whole or in part, including any code and software unless expressly authorized by Avaya.
Unauthorized reproduction, transmission, dissemination, storage, and or use without the express written consent of
Avaya can be a criminal, as well as a civil offense under the applicable law.

Third-party components

“Third Party Components” mean certain software programs or portions thereof included in the Software that may
contain software (including open source software) distributed under third party agreements (“Third Party
Components™), which contain terms regarding the rights to use certain portions of the Software (“Third Party
Terms”). Information regarding distributed Linux OS source code (for those Products that have distributed Linux
OS source code) and identifying the copyright holders of the Third Party Components and the Third Party Terms
that apply is available in the Documentation or on Avaya’s website at: http://support.avaya.com/ThirdPartyL icense/.
You agree to the Third Party Terms for any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for example, a
person who is not a corporate employee, agent, subcontractor, or is not working on your company's behalf). Be
aware that there can be a risk of Toll Fraud associated with your system and that, if Toll Fraud occurs, it can result
in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud and you need technical assistance or support, call
Technical Service Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. For
additional support telephone numbers, see the Avaya Support website: http://www.avaya.com/support.

Suspected security vulnerabilities with Avaya products should be reported to Avaya by sending mail to:
securityalerts@avaya.com.

Trademarks
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The trademarks, logos and service marks (“Marks”) displayed in this site, the Documentation and Product(s)
provided by Avaya are the registered or unregistered Marks of Avaya, its affiliates, or other third parties. Users are
not permitted to use such Marks without prior written consent from Avaya or such third party which may own the
Mark. Nothing contained in this site, the Documentation and Product(s) should be construed as granting, by
implication, estoppel, or otherwise, any license or right in and to the Marks without the express written permission
of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners, and “Linux” is a registered trademark of
Linus Torvalds.

Downloading documents
For the most current versions of documentation, see the Avaya Support website:

http://www.avaya.com/support

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product notices and articles, or to report a problem
with your Avaya product.

For a list of support telephone numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com, scroll to the bottom of the page, and select Contact Avaya Support.
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1. Introduction

The IEEE 802.1X is a standard for a port based network access control, providing
authentication mechanism to devices connected to a wired or wireless network. It
defines the encapsulation of EAPOL (Extensive Authentication Protocol Over LAN) as
the authentication protocol.

The EAPOL defines an interaction among three entities:

- Supplicant - End user device (i.e. the phone)
- Authenticator (i.e. network switch)
- Authentication server

It begins with the supplicant trying to access a certain restricted network resource,
and upon successful authentication by the authentication server, the supplicant is
granted access.

The process of authentication is aided by the authenticator. It communicates with
the supplicant via L2 packets, since the supplicant might not even have an IP
address. To forward the requests to the authentication server, the authenticator
repackages the information in a different format, usually by RADIUS protocol, and
forwards it to the authentication server.

In case of EAP-TLS, authentication is done through certificates. Both supplicant and
authentication server authenticate each other. So the phone and the authentication
server should trust a common certificate authority (CA) for this purpose.

This document is a step-by-step guide of how to configure the various network
components in order to obtain a successful 802.1X EAP-TLS authentication of a
9600 phone (H.323 or SIP) to the network.

This document is focused on the Microsoft Active Directory environment based on
Windows Server 2008 R2 Enterprise. The configuration shown here is a simple
example aimed to show the scope of work that needs to be done in order to
implement EAP-TLS authentication with Avaya 9600 series phones. In our example
the same Windows server has the Active Directory Server, Certificate Authority
Server and RADIUS Server (NPS) roles. In real world implementations these
servers may be installed on different machines, so the actual configuration might be
different than shown.

Avaya 9600 series phones are environment independent and can support other
environments than described here, as long as standard protocols are being used
(802.1X, EAP, RADIUS, HTTP, SCEP).




2. Authentication Workflow

In a production network, when connecting a supplicant (could be an IP phone, a PC
or any other end user device) to the network, the authentication is done according
to the following workflow:

Supplicant or Authenfticator Authentication
Client Server
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EAP Request TLS Start EAP Request TLS Start
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' EAP Response TLS Client Hello

EAF Reguest TLS Server Hello, Server Certificate, Key Exchange
' Certificate Request,.Server Hello Done '

L

EAFP Response TLS Client Certilicale, Key Exchange
Certificate Vierify, Change Cipher Spec, TLS Finished

EAP Request TLS Change f:}ipher Spee, TLS Finished

EAP Response X EAP Response

EAP Success/Fail

Protected
Tunnel

EAP Success/Fail

4
i
S

1. An IEEE 802.1X supplicant client initiates a connection request to the
network by sending an EAPOL Start message to the authenticator (LAN
switch).

2. The authenticator sends an EAP Identity Request message to the supplicant.

3. The supplicant replies with an EAP Identity Response to the authenticator.
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4. The authenticator forwards the EAP Identity Response message to the
authentication server encapsulated in RADIUS protocol.

5. The authentication server sends an EAP-TLS Start message to the

authenticator, while the authenticator forwards it to the supplicant in Layer
2.

6. The supplicant replies with an EAP-TLS Client Hello message to the
authenticator, which forwards it to authentication server over TCP protocol.

7. The authentication server replies with an EAP-TLS Server Hello message and
includes its own server certificate and requests for the supplicant’s
certificate.

8. The supplicant verifies the server certificate using the server public key,
sends the client certificate to the server, and sends the cipher trust protocol
set.

9. The server verifies the client certificate, confirms the cipher trust protocol
set, and validates the client credentials.

10.TLS tunnel is established and sends an EAP Success or Fail message to the
supplicant via the protected tunnel.

Based on the authentication server reply (Pass or Fail), the authenticator (LAN
switch) enables the port connected to the supplicant.

This workflow is achieved by properly configuring the following entities:

- Certificate Authority (CA) Server - A trusted service signing the certificates
- A RADIUS based authentication server

- File server - Providing the phone its settings file

- LAN switch - The authenticator

- Phone - Supplicant




3. Certificate Authority Server

This document relates to Certificate Authority Server running on Windows Server
2008 R2 Enterprise, named AD CS - Active Directory Certification Services.

Notes:

- This section doesn’t relate to Certificate Authority server on Windows Server
2003 or any other Microsoft Windows Server version than the one stated
above.

- This section doesn’t relate to Certificate Authority server on Linux.

1) Installation Pre-Requisite:

Windows Server 2008 R2 Enterprise must be installed, with the following roles:

e Active Directory Domain Services
e Web Server (IIS)

Note:

The person performing the activities described in this section must login to the server with
administrator privileges.

2) Install Active Directory Certification Service

Step 1: Add a user into IIS_IUSRS group
This will be the user name under which the IP clients that access the Web Server
for Network Device Enrollment. In our example the username will be “ipclients”.
To add the ipclients user, follow these steps:
Start Menu->Administrative Tools->Active Directory Users and Computers

Right-click Users->New->User

User logon name: ipclients
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- Active Directory Users and Computers !El
File  Acton View Help
e @i RE o= HEIdaETah
: Active Directory Users and Comput | Mame | Type | Description |
[ saved Queries 2. Administrator Lser Built-in account for admini...
o e Blicuobyect-vser R
] Builtin ‘%
] Computers &
[2] Domain Controllers & 3 Createin:  il.cpe.avaya.com/Users
| ForeignSecurityPrincipals ‘% L
| Managed Service Accounts ‘%
=l iﬂ First name: Iipdieﬂts Initials: I
i Last name: I
‘%; Full name: Iipdients
&
2
‘i User logon name:
% Iipdient5| I@il_cpe.avaya.com j
; User logon name (pre-Windows 2000):
' IIL\ Iipdients
< Back Mext > Cancel |
<] | *l
Click Next.

The next screen is a password definition of the user. Give the user a password, and
uncheck User must change password at next logon and check Password
never expires.

11 |




B Active Directory Users and Computers 1 =]
File  Action View Help
e | HElalHo= BE3 a7 a%

j Active Directory Users and Comrutt [T [ I |

|| Saved Queries New Object - User [ %] |'||
n

= '}F'j il.cpe.avaya.com
|71 Builtin -
7] Computers % Createin:  il.cpe.avaya.com/Users "
|2 Domain Controllers e
7] ForeignSecurityPrincipz .
"] Managed Service Accor Fassword: I.u..u.u I:hm
7 Users
Confirm password: Iiooooooooo
rs...
I User must change password at next logon e
[~ User cannot change password n...
¥ Password never axpires .
™ Accourt is disabled
re...
rs...
« Back MNeat = Cancel

Click Next.

Click Finish.
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Now assign the new added user to the IIS_IUSRS group:

Right-click user ipclients->Properties.
Click the Member Of tab, and then click Add.

In the appearing text box type:
IIS_IUSRS;RAS and IAS Servers

. Active Directory Users and Computers

Fle Acton View Help
e rm ¢ 0RO 50 0D T
] Active Directory Users and Comput | Name | 7 Select this object type:
(] saved Queries 2, Administrator U |Gmups or Buittdn security principals Object Types... |
&l & i.cpe.avaya.com B AlowedROD... S¢ oo
[ Builtin 83 CertPublishers S¢ m this Jocation:
_“_| Computers 2 Denied ROD... ¢ I|I.cpe.avaya.c:om Locations... |
i.| Comain Controllers #2,DrsAdmins o ;
[ ForeignSecurityPrincipals 82 DnsUpdatePr... S¢ Enter the object names to select {mamples):
_| Managed Service Accounts %Domain Admins St IIS_IUSRS; RAS and IAS Servers| Check Names
i = %Domain Com... 5t
%Domain Cont... 5¢
2, Domain Guests  Se pE— | ITI E— |
83 Domain Users 5S¢ — 4
%Enterprise A S
%Enterprise R... 5t I
%Gmup Policy ... Se
3_. Guest (] — | Pz |
2 ipdients u:
BLRASandIAS ... St Primary group: Domain Users
83 Read-onlyD... S
82, 5chema Admins St S ot Primary | There is no need to change Primary group unless
Ll you have Macintosh clients or POSIX-compliant
applications.
I i
| oK Cancel Apply Help

Click OK.

Click OK.

Now you can close the Active Directory Users and Computers window.
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Step 2: Add Active Directory Certificate Services (AD CS)

Launch the Server Manager application by clicking its icon on the task bar:

(Or via the start menu: Start Menu->Administrative Tools->Server Manager)

Navigate to the Server Roles and click Add Roles.

E.,_ Server Manager

IS[=1 E3
File Action View Help
5| 7E 3

i‘ Roles

Features

T Diagnostics ?_ View the health of the roles installed on your server and add or remove roles and features.
_ﬁ& Configuration 4

5 storage

-
(~| Roles Summary Roles Summary Help

Add Roles

Te= Remove Roles
/v, Active Directory Domain Services

(~) Roles: 3 of 17 installed

(i) Network Policy and Access Services
Web Server (II5)

(A Arkiua Niractarn Nomain Sansicac Fl srnzuain s

The Add Roles Wizard opens.

In the Before You Begin window, click Next.
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Select Active Directory Certificate Services in the Server Roles window, and
then click Next.

Add Roles Wizard E3 I

Select Server Roles

Before You Begin Select one or more roles to install on this server.

Server Roles Roles: Description:
AD CS Active Directory Certificate Services
. . = AD C5)is used to create certification
Role Services 2 y services (Instaled) authorities and related role services
P |:| Active Directory Federation Services that allow you to issue and manage
LS [] Active Directory Lightweight Directory Services certificates used in a variety of
CA Type [] Active Directory Rights Management Services applications.
Private Key ] Application Server
|:| DHCP Server
Cryptography |:| DMS Server
CA Name |:| Fax Server
validity Period L] File Services
|:| Hyper-¥
Certificate Database Network Policy and Access Services (Installed)
Confirmation [] Print and Document Services
[ "] remote Desktop Services
Progress Weh Garyvar 1187 [Tnat
Results [] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Mext = I Install | Cancel

The Add Roles Wizard is displayed. Click Next in the welcome window.
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In the Select Roles Services window select the following roles:

Certification Authority
Certification Authority Web Enrollment
- Online Responder

Add Roles Wizard E r

Select Role Services

Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
e s
clients in complex network
Online Responder environments.
[] Metwork Device Enrolment Service
CA Type [ certificate Enrollment Web Service
Private Key [ certificate Enrollment Policy Web Service
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results
More about role services
< Previous | Mext = I Install Cancel
Click Next.
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In the Specify Setup Type window select Enterprise and click Next.

Add Roles Wizard

Eg}' Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of

certificates. Spedfy whether you want to set up an Enterprise or Standalone CA.

Server Roles

REER g Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
- certificates.
Setup Type
CAT
BEs " Standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of 3 domain.
Cryptegraphy
CA MName
Validity Period
Certificate Databasze
Confirmation
Progress
Results

More about the differences between enterprise and standalone setul

< Previous I Mext = Install

Cancel

W
i

17 |



In the Specify CA Type window select Root CA and click Next.

Add Roles Wizard

Eg}' Specify CA Type

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure

Before You Begin
(PKI). A root CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
AD C5
Role Services ¥ RootCA

Select this option if you are installing the first or only certification authority in a public key infrastructure.

Setup Type

" Subordinate CA
Select this option if your CA will obtain its CA certificate from another CA higher in a public key

infrastructure.

Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

More about public key infrastructure (PKT)

< Previous | Mext = I Install Cancel
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In the Set Up Private Key window select Create a new private key and click
Next.

Add Roles Wizard E3

=
! Set Up Private Key

Before You Begin To generate and issue certificates to dients, a CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

Server Roles
AL & Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a oryptographic service provider and spedify a key length for the private key.
To issue new certificates, you must also select a hash algorithm.

Setup Type
CA Type

" Use existing private key
Private Key Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Cryptography ¥ Select

cate on this computer or if you want to import a

certifi

CA MName
certificate and use its assodated private key.
Validity Period " Selectan existing privat y on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
) key from an alternate source,
Confirmation
Progress
Results

More about public and private keys

il
a

< Previous | Mext = I Install Cancel

In the next screen you will have to configure the cryptography for the CA to meet
your organization security standards and policy.

Select the appropriate cryptographic service provider (CSP), the key length and the
desired hash algorithm.

Selecting a higher value for key length will result in stronger security, but increases
the time needed to complete signing operations.

When done, click Next.
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Configure the CA Name.
This name is added to all certificates issued by the CA.

The screen below is just an example. Make sure you enter values according to your
organization.

Add Roles Wizard E3 l
& Configure CA Name
Before You Begin Type in & common name to identify this CA. This name is added to all certificates issued by the CA.

Distinguished name suffix values are automatically generated but can be modified.
Server Roles

AD CS Common name for this CA:
Role Services ITC-CPE-CA|
Setup T
Ple= Distinguished name suffix:
CA Type DC=il,DC=cpe,DC=avaya,DC=com
Private Key
Cryptography

CA Name Preview of distinguished name:
CMN=ITC-CPE-CA,DC=il, DC=cpe,DC=avaya,DC=com

Validity Period

Certificate Database
Confirmation
Progress

Results

More about configuring & CA name

< Previous | Mext = I Install Cancel

When done, click Next.
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Set Validity Period for the certificate generated for this CA.

Add Roles Wizard

;S}' Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.
ADCS
Role Services Select validity period for the certificate generated for this CA:
50¥ =
Setup Type Ears
CA Type CA expiration Date:  11/17/2018 3:24FPM
Note that CA will issue certificates valid only until its expiration date.
Private Key
Cryptography
CA Mame

Validity Period

Certificate Database
Confirmation
Progress

Results

More about setting the certificate validity period

Cancel

i
i

< Previous | Mext = I

Then click Next.
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Configure Certificate Database location and database log location on the server.

Add Roles Wizard

ES}' Configure Certificate Database

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Mame
Validity Period

Certificate Database

Confirmation
Progress

Results

The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor management activity for a CA.

Certificate database location:
IC:‘l,Windows‘l;ystemSZ‘l,Cerﬂ_og Browse...

IC:‘l,Windows‘lsystemSZ‘l,Cerﬂ_og Browse. .. |

< Previous | Mext = I Install Cancel

When done, click Next..

After the confirmation screen appears, click Install.
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When installation is done the Installation Results screen will appear with Installation
Succeeded message.

Add Roles Wizard

Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

AD CS #| Active Directory Certificate Services C_l' Installation succeeded
Pole Bervices The following role services were installed:
Certification Authority

SEUDAPE Certification Authority Web Enrollment
CA Type Online Responder
Private Key

Cryptography

CA MName

Validity Period

Certificate Database
Confirmation

Progress

Print, e-mail, or save the installation report

< Previous Mext = | Cloze I Cancel

Click Close.
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Step 3: Add Network Device Enroliment Service to the AD CS

Launch the Server Manager and navigate to the Server Roles.

Right-click Active Directory Certificate Services.

Select Add Role Services.

- Server Manager

File Action View Help

IS[=1 B3

&= |75FH

Web Server (I15)
ﬁ:j Features

i Diagnostics

i} configuration

ﬂ Storage

000 |

|add role services to this role.

Active Directory Dome
%& Network Policy and Ac
|

A

= Sy Roles

| [l 3
dd Role Servic
Remove Role Services

i‘uealih of the roles installed on your server and add or remove roles and features.

Refresh
Y ﬂ Roles Summary Help
Help
#! Roles: 4of 17installed 5;5 Add Roles
N 3: Remove Roles
3 Active Directory Certificate Services
/¥, Active Directory Domain Services
) Metwork Policy and Access Services
(i) Web Server (115)
+~| Active Directory Certificate Services AD CS Help

Active Directory Certificate Services (AD CS) is used to create certification autherities and related role services that allow you to issue and manage
certificates used in a variety of applications.

+| Role Status E Go to Active Directory Certificate

Services
Messages: None
System Services: All Running
&4 Events: 6 errors, 3 warnings, 8 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role's homepage and dick Scan this Role

~! Role Services: 4installed _Eﬁé Add Role Services

= B
o= R Role 5
Role Service | status | S Remove Role Services

Ca Certification Authority Installed
&. Certification Authority Web Enrollment  Installed
i . . e

LI ?:: Last Refresh: Today at 9:28 PM  Configure refresh

The Select Role Services window will appear.
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Check Network Device Enrolilment Service.

Add Role Services E3

r:JI:IIér Select Role Services

Select the role services to install for Active Directory Certificate Services:
User Account Role services: Description:

Netwark Device Enrollment Service
makes it possibleto issue and manage

RA Information

Cryptography certificates for routers and other

Confirmati network devices that do not have
onfirmation \ Enrallment network accounts.

Progress [] certificate Enrollment Web Service

Results [] certificate Enrollment Policy Web Service

More about role services

< Previous | Mext = I Install Cancel

Click Next.
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Specify User Account for Network Device Enrollment. This is the account which was
defined in step 1 above. Click Select User and enter the user name and the
password as assigned in step 1.

In our example the user is ipclients.

= 2
! '#}' Specify User Account

Role Services Select the user account Network Device Enrollment Service should use when authorizing certificate reguests.
The user must be a member of the Domain and must be added to the local IIS_IUSRS group.

User Account

RA Information ¢ sSpedfy user account (recommended)

Cryptography IIL‘u'pdients Select User... I

Confirmation
Tracyass ™ Use the application pool identity instead of a user account
Results
< Previous Mext = Install Cancel
Click Next.
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Specify Registration Authority Information which will be setup to manage Network
Device Enrollment Service certificate requests.

Add Role Services

& l:ﬂir Specify Registration Authority Information

Role Services

User Account

RA Information

Cryptography

A registration authority will be set up to manage Metwork Device Enrollment Service certificate requests. Enter

the requested information to enroll for an RA certificate.

Required Information

Confirmation RA MName: I\“J'IN-LMF‘QBFAESIPNSCEF‘-RA
Progress Country/Region: IIL (Israel) j
Results

Optional Information

E-mail: Ieshmulen@:avaya.cnm

Company: I.ﬁ.vaya

Department: ICPE L

City [Tel Aviv

StateProvince: IIsraeI|

< Previous | Mext = I Install Cancel
Click Next.
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Configure Cryptography for Registration Authority, which will be used for the
signature key and the encryption key to sign and encrypt communication between
the device and the CA.

Select the parameters that fit your organization policy.

[ Rote serces ———
o

: {3
; ! E;IIE Configure Cryptography for Registration Authority

Role Services To configure cryptography, you have to select cryptographic service providers and key lengths for the
signature key and the encryption key used to sign and encrypt communications between the device and the
User Account CA.

RA Information

Signature key is used to avoid repetition of communication between the CA and the RA.

Cryptography
Confirmation Signature key CSP: Key character length:
Progress Microsoft Strong Cryptographic Provider ﬂ |2I2I4B j
Results
Encryption key is used for secure communication between the RA and the network device.
Encryption key CSP: Key character length:
Microsoft Strong Cryptographic Provider j |2|3l43 j

More about signature and encryption keys

< Previous | Mext = I Install Cancel

When done, click Next.

Confirm installation selections and click Install.
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After installation is complete, make sure Installation succeeded message displayed.

Add Role Services E3

%ﬁ.}' Installation Results

Role Services ; : ;
The following roles, role services, or features were installed successfully:
User Account

RA Information ~) Active Directory Certificate Services '1@' Installation succeeded
Cryptography The following role services were installed:
Network Device Enrollment Service
Confirmation
Progress

Print, e-mail, or save the installation report

< Previous Mext = | Close I Cancel

Click Close.
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Step 4: Verify Four Role Services Have Been Installed in AD CS Role

By now the following four roles should have been installed in the AD CS role:

- Certificate Authority

- Certificate Authority Web Enroliment
- Online Responder

-  Network Device Enrollment Service

For varification, launch the Server Manager and click Roles. Then scroll down to the

Active Directory Certificate Service section. You should see the four above services
as Installed.

E. server Manager

File Action View Help

=l E3 |

o A ol 7]

&l Features
3 Diagnostics

=3 Storage

<

_:'j.' Roles

jﬁ’é Configuration

| B

&ﬁ_, < View the health of the roles installed on your server and add or remove roles and features.
=

~| Active Directory Certificate Services lid 4D cs Help -]
Active Directory Certificate Services (AD CS) is used to create certification authorities and related role services that allow you to issue and manage
certificates used in a variety of applications.

~ Go to Active Directory Certificate
Role Status Services

Messages: Mone

System Services: All Running
4 Events: 4errors, 3warnings, 12 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role's homepage and dick Scan this Role

+| Role Services: 4installed _Ef} Add Role Services

=] }
I & Remove Role Services

Role Service | Status
Cw Certification Authority Installed

Cw Certification Authority Web Enrollment  Installed

Cw Online Responder Installed

_w Metwork Device Enrollment Service Installed
Certificate Enrollment Web Service MNotinstalled

Certificate Enrallment Policy Web Service Notinstalled
Description:

Certification Autharity (CA) is used to issue and manage certificates. Multiple CAs can belinked toform a
public key infrastructure.

*~| Active Directory Domain Services E AD DS Help

Strree dirertary data and mananes camminicatinn hehween neere and dnmaine indidinn neer Inonn nrnceeess anthenticatinn and dirertnre esarches J

?:‘( Last Refresh: Today at 2:30 PM  Configure refresh

If one of these services doesn’t appear to be installed then make sure to complete
previous steps 2-3.
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3) Export the Root Certificate from the AD CS

Open a Web Browser and go to the following URL:

http://<server ip address>/certsrv

When prompted for user/password, enter the ipclients user credentials.

Click Download a CA certificate, certificate chain, or CRL.

r
6@ & hitp://149.49130.115 certsry p-BEX

File Edit View Faverites Tools Help

& Wicrosoft Active Directory .. | | kR

Microsoft Active Directory Certificate Services — [T

Welcome

Use this Web site fo request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with
over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a cerfificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerfificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certiicate, certificate chain. or CRL

Select Base 64 as the Encoding Method.

Click Download CA certificate and save it as a file on your local machine. Make
sure you save it with .cer extension.

- ¥ 5 » EE—
af\‘:’/\' @ http://149.49.139.115 certsny/ certcarc.asp O ~ B X H @ Microsoft Active Directory . X _ ai 5af £83

File Edit View Favorites Tools Help

Microsoft Active Directory Certificate Services - [T

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [ITC-CPE-CA]

Encoding method:

©DER

@ Base 64
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL
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4) Verify Details of the Root Certificate

You can view the details of the downloaded certificate on any Windows PC by
double-clicking on the previously downloaded .cer certificate file.

General |De13ils | Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ITC-CPE-CA

Issued by: ITC-CPE-CA

Valid from 13/11/2013 to 13/11/2013

[InsEII Certificate. . ] Issuer Statement

Learn more about cerfificates

Click the Details tab to see the full certificate details.

By viewing the certificate details you can asure the certificate is valid and built with
the desired characteristics.
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4. RADIUS Server

The authentication function is performed by the RADIUS server - the authentication
server. It's purpose is to authenticate the supplicants and grant or deny their
access to the network resources. It has to hold the proper certificate so that the
supplicant will be able to validate that it is being authenticated by a trusted
authenticator.

There are many authentication servers that suppport RADIUS protocol out there. In
this document we will describe how to use Microsoft Network Policy Server
(NPS).

1) Installation Pre-Requisite:

Windows Server 2008 R2 Enterprise must be installed.

Note:

The person performing the activities described in this section must login to the server with
administrator privileges.

2) NPS Installation:

Launch the Server Manager application by clicking its icon on the task bar:

)&

|

(Or via the start menu: Start Menu->Administrative Tools->Server Manager)
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Navigate to the Server Roles and click Add Roles.

E,: Server Manager

File Acton WView Help

= |x=d

M= |

f}! Roles
i Diagnostics
=5 Storage
+~| Roles Summary
~/ Roles: 3 of 17 installed
. Active Directory Domain Services

(i) Network Policy and Access Services
Web Server (I15)

. Artive Diractnru Nnmain Sarvicrec

The Add Roles Wizard opens.

In Before You Begin, click Next.

and then click Next.

/| Features

{ View the health of the roles installed on your server and add or remove roles and features.
it Configuration Ed

E Roles Summary Help

Add Roles

i:' Remove Roles

i anne Heln

In Select Server Roles, in Roles, select Network Policy and Access Services,

In Network Policy and Access Services, click Next.
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l Add Roles Wizard

Select Server Roles

Before You Begin Select one or more roles to install on this server,

Roles: Description:

Netwaork Policy and Access Services
provides Network Policy Server (NPS),

Network Policy and Access Services

Role Services Routing and Remote Access, Health
Confrmation : : ! : : . Registration J_Jluthority _[HR_A}, and
|:| Active Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [ Active Directory Rights Management Services (HCAP), which hglp safequard the
Results [] Application Server health and security of your network.

[] DHCP server

DMS Server
[] Fax server
[] File services
D Hyper-V

(Installed)

D Print and Document Services
[] remote Desktop Services

Web Server (IIS) (I

[] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel

In Select Role Services, in Role Services, select Network Policy Server, and
then click Next.
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Add Roles Wizard E

15}' Select Role Services

Before You Begin Select the role services to install for Metwork Policy and Access Services:
Server Roles Role services: Description:

Netwark Policy Server (NPS) allows
you to create and enforce

Metwork Policy and Access Services

o wer

& [ Routing and Remote ACC.ESS Services organization-wide network access
Confirmati [] remate Access Service policies for client health, connection
onnrmaton [] routing request authentication, and
Progress [] Health Registration Authority con;ectmn request Iauthdonzlatmn.
. . With NP5, you can also deploy
Rests [ Host Credential Authorization Protocol Network Access Pratection (NAP), a

client health policy creation,
enforcement, and remediation
technology.

More about role services

< Previous | Mext = I Install Cancel

In Confirm Installation Selections, click Install.

When done, in Installation Results, review your installation results, and then click
Close.
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3) Configure Template and Auto-enroliment
Follow the steps described by Microsoft in:

http://technet.microsoft.com/en-us/library/cc754198.aspx

Some related example screen shots are presented here:

Properties of New Template Properties of New Template
lzsuance Requirements I Superseded Templates | Extensions | Security " General | Request Handling | Cryptography | Subject Name I Server |
General | Reguest Handling I Cryptography I Subject Name I Server lssuance Reguirements | Superseded Templates I Exensions ~ Security
Template display name: Group or user names:
|Avaya RAS and IAS Server i, Authenticated Users

-;‘ Administrator
Mirimum Supported CAs: Windows Server 2008 Erterprise ‘_"3 Domain Admins (ILDomain Admins)

‘3 Errterpnse Admins (IL% Errterpnse Admins)

Template name:

IAva*_.'aFASand |ASServer
Validity period: Benewal period: Add... | Bemove |
I 1 I ars ’l I 6 Iweeks ’l
e Pemissions for RAS and IAS Servers Allow Derry
Full Corttral O O
[~ Publish certificate in Active Directory Read O O
[T Do not automatically reerrollit 2 duplicate certificate exists in dotive Wirite O O
Direchony Enrall O
Autoenroll O
r For automatic renewal of smart card cerificates, use the exdisting key
if @ new key cannot be created

For special pemissions or advanced settings, click et |
Advanced. —

Leam about access control and permissions

ok [ Cancel | ooy Help ok |[[cance | mwy | Hee |

= Consolel - [Console Root\Certification Authority (Local) \ITC-CPE-CA\Certificate Templates]
File Acton View Favorites Window Help | =l |
- ) el NENEN 2 o
=] (_Ionsole Root MName | Intended Purpose I Actions
B & C_EfﬁﬁCﬂﬁﬂn Autherity {Local) 5| Avaya RAS and IAS Server Server Authentication, Client Authentication o £ e R T oy
El gl TTC-CPE-CA 1] CEP Encryption Certificate Request Agent :
— Revoked Ce.rhﬁcates E‘ Exchange Enrollment Agent (Offiine req... Certificate Request Agent More Actions »
- Issue.d Certificates 5 1PSec (Offline reguest) IP security IKE intermediate
= PETdcllng Requests E‘ Directory Email Replication Directory Service Email Replication
- Fai E_ Requests ] Domain Contraller Authentication Client Authentication, Server Authenticatio. ..
<l Eeniiie eyl E EFS Recovery Agent File Recover
] Certificate Templates (WIN-B4( | = — VA overy
E‘ Basic EF5 Encrypting File System
5] Domain Contraller Client Authentication, Server Authentication
] web Server Server Authentication
i) Computer Client Authentication, Server Authentication
E User Encrypting Filz System, Secure Email, Clien...
E‘ Subordinate Certification Authority <all>
4 | | _>| 5 Administrator Microsoft Trust List Signing, Encrypting File...
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4) Register the NPS in Active Directory Domain Services

When Network Policy Server (NPS) is a member of an Active Directory Domain
Services (AD DS) domain, NPS performs authentication by comparing user
credentials that it receives from network access servers with the credentials that
are stored for the user account in AD DS. In addition, NPS authorizes connection
requests by using network policy and by checking user account dial-in properties in
AD DS.

For NPS to have permission to access user account credentials and dial-in
properties in AD DS, the server running NPS must be registered in AD DS:

Click Start Menu->Administrative Tools->Network Policy Server.

Right-click NPS (Local), and then click Register server in Active Directory.
When the Register Network Policy Server in Active Directory dialog box
appears, click OK.

Note:
Alternative register options are desctibed by Microsoft in the following URL:

http://technet.microsoft.com/en-us/library/cc754878.aspx
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5) Create a New Certificate Template

The new certificate template is based on the existing Workstation Authentication
template.

Start Menu->Run

Type: mmc

Click OK.

Click File->Add/Remove Snap in...

Select Certificate Templates and click Add>.

7= Consolel - [Console § Add or Remove Snap-ins E3 I
File  Action  View ‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For |;Ii|£|
]| g extensible snap-ins, you can configure which extensions are enabled.
el '
= Console Root Available snap-ins: Selected snap-ins: |
Snap-n | Vendor | e [ Console Root Edit Extensions. .. |
&5 Active Directory Do...  Microsoft Cor... 5] Certificate Templates _

[ Active Directory Site.,, Microsoft Car... HEMOYE | Ictions »

: Active Directory Use... Microsoft Cor...
:__' ActiveX Control Microsoft Cor,.. — Mave Up |
2 ADSI Edit Microsoft Cor...

Authorizah'on Manager Microsoft Cor... [aye Down |
@ Certificate Templates ~ Microsoft Cor...
ﬂCerﬁﬁcahes Microsoft Cor...
T Certification Authority  Microsoft Cor...
i’o_Component Services Microsoft Cor...
:ﬁCOmputer Managem... Microsoft Cor...

EDevice Manager Microsoft Cor...

=7 Disk Management Microsoft and... . :

2 pns Microsoft Cor... j LI
Description:

The Certificate Templates snap-n allows you to create and manage certificate templates.

oK Cancel

[ [

Click OK.
Click Certificate Templates.

Right-click Workstation Authentication and select Duplicate Template.
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ﬁ File

Action View Favorites

cpe.avaya.com)]

Window

Help

s 2mIE=H

7] Console Root
H] Certificate Templates (WIN-LMF

KN |

| Minimum Supported CAs I Version | Intended Purpos AI | Actions

Template Display Mame
5| Directory Email Replication
F Domain Controller
5l pomain Controller Authentication
E EFS Recovery Agent
E Enrolment Agent
' Enroliment Agent {Computer)
)| Exchange Enrollment Agent (Offine request)
E Exchange Signature Only
E Exchange User
] tPsec
E IPSec (Offline request)
T Kerberas Authentication
E Key Recovery Agent
E QICSP Response Signing
F RAS and 1AS Server
5 Root Certification Authority
E Router (Offline request)
E Smartcard Logon
F smartcard User
' subcrdinate Certification Authority
E Trust List Signing
E User
E User Signature Only
' web Server

4

Windows Server 2003 Ent...

Windows 2000

Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows Server 2008 Ent...
Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

115.0
4.1
110.0
6.1
4.1

Directory Service

Client Authentic:

Certificate Templates (WIN... &«
More Actions

Workstation Authentication &

5.1 More Actions »

4.1
6.1
7.1
8.1
7.1
110.0
105.0
1010
1010
5.1
4.1
6.1
111
5.1
31
3.1

Client Authentic:
Key Recovery A
QCSP Signing

Client Authentic:

) te Template
Reenroll All Certificate Holders

|U5ing this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs

All Tasks

Properties

Help

Select Windows Server 2008 Enterprise for minimum supported CA for the
duplicate certificate template.

Click OK.
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Consolel - [Console Root\Certificate Templates (WIN-LMPQBFAESIP.il.cpe.avaya.com)]

More Actions

Workstation Authentication &

More Actions

ﬁ File Action View Favorites ‘Window Help

e #@IE =8

7| Console Root Template Display Name = | Minimum Supported CAs I Version | Intended Purpos AI I

T Certificate Templates (WIN-LM | ] Directory Email Replication Windows Server 2003 Ent... 115.0  Directory Service
5 Domain Contraller Windows 2000 4.1
E Domain Controller Authentication Windows Server 2003 Ent...  110.0 Client Authentic:
E EFS Recovery Agent Windows 2000 8.1
G
2 envoliment Duplicate Template B3
] Enroliment /
H Exchange E
E h g ‘You can create certificate templates with advanced properties. However,
JExchange S ot o)l Windows CAs support all certificate template properties.Select the
E Exchange L version of Windows Server (minimum supported CAs) for the duplicate
& 1rsec certificate template.
E IPsec (Offli ~ )
] Kerberos AL AT e AR RS nt Authentic:
| Key R : + R A
ey Recove % Windows Server 2008 Enterprise; e(.:ov.ery 1
E OCSP Respr BP Signing
= )
Hras and 14 Learn more about Certificate Template Versions. nt Authentic:
] Root Certifi
G
:l Router (Off ,TI Cancsd
] Smartcard L
E Smartcard Liser TS 2000 ILT
E Subordinate Certification Authority Windows 2000 5.1
E Trust List Signing Windows 2000 3.1
] User Windows 2000 3.1
E User Signature Only Windows 2000 4.1
] web Server Windows 2000 4.1
@ Workstation Authentication Windows Server 2003 Ent... 101.0 Client Authentici—]
-
| | e | 3|

A Properties of New Template window will be displayed.

Under the General tab, assign a template name. In this example we’ll give the

name “mycert”.

Properties of New Template

lssuance Requirements I Superseded Templates I Bxtensions I Security I

General I Request Handling | Cryptography I Subject Name I Server
Template display name:
fmycer

Minimum Supported CAs: Windows Server 2008 Enterprise

Template name:

et
Validity period: Benewal period:
I 1 Iyears j I 6 Iweeks j

[~ Publish certficate in Active Directory

I™ Do rot autamatically reennol it & duplicate certificate exists in Active
[irectony

For automatic renewal of smart cand cerificates, use the existing key

r if @ new key cannot be created

[[ Cancel | Apply

Help
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Under the Cryptography tab, change the Minimum key size to the desired value.
We'll use 2048 in our example.

Select the desired request hash. We will use SHA256 in our example.

Properties of New Template E3

lssuance Requirements | Superseded Templates | Extensions | Security
General | Request Handling ~ Cryptography | Subject Name | Server

Algorithm name: IHSA ﬂ
Minimum key size: IQME

Choose which cryptographic providers can be used for requests
¥ Beguests can use any provider available on the subject’s computer
{~ Reguests must use one of the following providers:

Frowiders:

[ IMicroscft Smart Card Key Storage Provider
[ 1Microsoft Software Key Storage Provider

Reguest hash:

[ Use altemate signature format.
For more information about restrictions and compatibility click here.

ok |[ Canced | popy Help
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Under the Subject Name tab, select Supply in the request.

Properties of New Template E |

lssuance Reguirements | Superseded Templates I Extensions I Security
General | Request Handling I Cryptography ~ Subject Name | Server

r Use subject information from existing cerificates for autoenrolment
renewal requests.

™ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

IHDne j

™| Include e-mailname in subject name

Inzlude this information in altemate subject name:
[™ | E-mail ame

[ NS name

[T User prinicipal name [UEH]

[T Sewice principal name [SEHI

ok [ cancd |  Aeny Help
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Under the Security tab, in the Group or user name list select Authenticated
Users. In the Permission for Authenticated Users list sellect Allow for Enroll and

Read.
mycertproperges |
Cryptography I Subject Mame I lzsuance Requirements
General I Request Handling
Superseded Templates I Bdensions Security | Server
Group or user names:
3; Administrator
;ﬂ’_ Domain Adming {IL%Domain Admins)
i}?‘ Domain Computers (IL%Domain Computers)
i}?‘ Enterprise Admins (IL\Enterprise Admins)
Add | Bemove |
Pemissions for Authenticated Users Allow Deny
Full Control O (M|
Read O
Write D D
Enroll O
Autoenrall O O
For special pemissions or advanced settings, click et |
Advanced. =
Leam about access control and pemissions
ok |[ canced | oz | Hem |
Click OK.
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Now you should see the newly added template in the template list.

‘Console Root\Certi

te Templates (WIN-LMPQBFAEST

@ Flle Action View Fawvorites Window Help

pe.avaya.com)]

&= HmIRE =]
| Console Root

Template Display Name =~
E Certificate Templates (WIN-LMF | % Domain Contraller

5 Domain Controller Authentication
E EFS Recovery Agent

E Enrolment Agent

E Enroliment Agent (Computer)

E Exchange Enroliment Agent (Offiine request)
E Exchange Signature Only

@ Exchange User

& 1psec

@ IPSec (Offline request)

] Kerberos Authentication

E Key Recovery Agent

E QCSP Response Signing

5 RAS and IAS Server

E Root Certification Authority

E Router {Offline request)

E Smartcard Logon

5 smartcard User

@ Subordinate Certification Authority
E Trust List Signing

@ User

E User Signature Only

] web server

] workstation Authentication
mycert

<| | _>| |

Windows 2000

Windows Server 2003 Ent...

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows Server 2003 Ent...

Windows Server 2003 Ent...

Windows Server 2008 Ent...

Windows Server 2003 Ent...

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows 2000

Windows Server 2003 Ent...
Si Ent...

Windows Server 2

4.1
110.0
6.1
4.1
5.1
4.1
6.1
7.1
8.1
7.1
110.0
105.0
101.0
101.0
5.1
4.1
6.1
11.1
5.1
31
31
4.1
4.1
101.0
100.1

Client Authentic:
More Actions

Maore Actions 4

Client Authenticz
Key Recovery A
QCSP Signing

Client Authenticz

Client Authentic:
Client Authentic

|33 certificate templates
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6) Enable The Certificate Template

From the Management Console, add the Certification Authority by:
File->Add/Remove Snap-in...

Select Certificate Authority and Click Add>

Select Local Computer.

Click Finish.

Consolel - [Console Root\Certificate Templates (WIN-LMPQBFAESIP.il.cpe.avaya.com)]

ﬁ File Action View Favorites Window Help
|

| Console Root

) ‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
5 Certificate Templat  extensible snap-ins, you can configure which extensions are enabled.

X | |

Available snap-ins: Selected snap-ins:
Snap-n | Vendor | e [ console Root Edit Extensions. .. |
l%#\cﬁve Directory Do...  Microsoft Cor... E Certificate Templates (WIN-LMF
ﬁﬂ#\cﬁve Directory Site,.. Microsoft Cor... Remave |
: Active Directory Use... Microsoft Cor...
_ rtification Authoril
=] ActiveX Control Microsoft Cor... = ertification Authority X
(2 ADSI Edit Micrasoft Cor...
[T autharization Manager  Microsoft Cor... Select the computer you want this snap-n to manage.
5] Certificate Templates  Microsoft Cor... Ad This snap-n will always manage:
ol Certificates Microsoft Cor... ; ;
C E———— fc % Local computer: {the computer this console is running on;
ertification ori icrosoft Cor...
.fﬂs_ Component Services  Microsoft Cor... € Another computer: | Bowse. . |
;gCompuher Managem... Microsoft Cor...
gDevioe Manager Microsoft Cor...
\=% Disk Management Microsoft and... [~ Allow the selected computer to be changed when launching from the command line. This
= only applies if you save the console.
5 Enterorise PKI Microsoft Car... 7| ly apples f yo
Description:
Allows you to configure certification authority properties

cgack [ Fmsh | Cancel | Help
‘ | sl
| |

Click OK.
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Browse to Console Root->Certificate Authority->SEVER _NAME->Certificate

Templates

Right-click Certificate Templates.

Select New->Certificate Template to Issue

E‘ IPSec (Offfine request)

E Directory Email Replication

5 Domain Contraller Authentication
E‘ EFS Recovery Agent

5 Basic EFs

Manage |

Bl gi ITC-CPE-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
Certificate Templgizs

MNew Window from Here tion Authority

New Taskpad View...

Refresh
Export List...

Help

KN — 3|

Certificate Template to Issue

IP security IKE intermediate

Directory Service Email Replication

Client Authentication, Server Authenticatio...
File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

tication, Server Authentication
Encrypting File System, Secure Email, Clien...
<All=

Microsoft Trust List Signing, Encrypting File. ..

= Console1 - [Console Root\Certification Authority (Local)\ITC-CPE-CA\Certificate Templates]
&y File  Action View Favorites Window Help | -5 x|
bl A ] ] DN ?
| Console Root Mame | Intended Purpose I Actions
_E| Certificate Templates (WIN-LMF | 5 CEP Encryption Certificate Request Agent e i "y
El L) Certification Autherity (Local) | 5] Exchange Enrolment Agent (Offiine req...  Certificate Request Agent
More Actions »

|Er1ab|e additional Certificate Templates on this Certification Authority

In the Enable Certificate Templates window select the template created in
previous step. In our example it is mycert.
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Console Root\Certification Authority

ﬁ File

Action  View Favorites

Window  Help

Local)\ITC-CPE-CA\Certificate Templates]

|2 o= |H

] Console Root

El gi ITC-CPE-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

5 Cernﬁane Templates (WIN-LME

) £ Ctcton Aoty 0o [ P

MName

| I.ntended Purpose

[

I.N:Iinns

Select one Certificate Template to enable on this Centification Authority.
Mote: i a cerificate template that was recently created does not appear on this list, you may need to wait uritil
information about this template has been replicated to all domain cortrollers.

All of the certfficate templates in the organization may not be available to your CA.
For more information, see Cerificate Template Concepts.

& IPSec
T Kerberos Authentication
j Key Recovery Agert

ﬁl Smartcard Logon
4

Name: Intended Purpose:
E Exchange Signature Only  Secure Email
E Exchange User Secure Email

IP security |KE intermediate
Client Authentication, Server Authentication, Smart Card Logon, KDC Authent
Key Recovery Agent

m','n_ ert Client Authentication
j (OCSP Response Signing QCSP Signing
T RAS and IAS Server Client Authentication, Server Authentication
E Router (Offline request) Client Authentication

Client Authentication. Smart Card Loaon

More Actions .4

K

Click OK.

Consolel - [Console Root\Certification Authority (Local)\ITC-CPE-CA\Certificate Templates]

ﬁ File Action View Favorites

Window  Help

&= |

FEIXE = H

|| Console Root
F] Certificate Templates (WIN-LMPQE
fé] Certification Authority (Local)
El g ITC-CPE-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

KO F—

E CEP Encryption

E Exchange Enrollment Agent (Offiine reg...

E IPSec (Offline request)

E Directory Email Replication

5] Domain Controller Authentication
E EFS Recovery Agent

E Basic EFS

E Domain Controller

] web Server

E Computer

E User

E Subordinate Certification Authority
] Administrator

Intended Purpose

Certificate Request Agent
Certificate Request Agent

1P security IKE intermediate
Directory Service Email Replication

Client Authentication, Server Authenticatio. ..

File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication

Encrypting File System, Secure Email, Clien...

<All=

Microsoft Trust List Signing, Encrypting File...

Certificate Templates

More Actions

Maore Actions »
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7) Modify Registry

First, we have to check which template is currently active on the server. This is
done by looking into the server’s registry. Make sure you are logged into the server
with administrator previliges and run the Registry Editor (regedit) to access the
registry:

Start menu->Run

Type: regedit

Click OK. Browse to:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP

Modify the parameters EncryptionTemplate, GeneralPurposeTemplate and
SignatureTemplate to the newly created template (in our example: mycert).

&'’ Registry Editor
File Edit View Favorites Help

(=-78& Computer | | Name Type | Data |
[+ | HKEY_CLASSES_ROOT ab| (Default) REG_SZ (value not set)
J HKEY_CURRENT_LISER ab]Enu'ypﬁonTemplahe REG_S5Z mycert

[+ 0 HKEY_LOCAL_MACHINE aﬂGeneraIPurposeTemplate REG_SZ mycert

| BCDOOD00D0O ab iy REG_5Z mycert
| COMPONENTS

. HARDWARE

. SAM

""" . SECURITY

=~ | SOFTWARE

[ |, ATI Technologies
""" . CBSTEST

[+ | Classes

B | Clients

= | Microsoft

- | NETFramework

[ | Active Setup

[~ [, ADs

- |, Advanced INF Setup
[~ |, ALG
[+

[

. ASP.NET
. Assistance
- . BestPractices
----- . BidInterface
[ |, COM3
----- . Command Processor
- |, Cryptography
- | AutoEnrollment
- | Calais
----- , CatalogDB
----- | CatDETempFiles
[~ |, CertificateTemplateCache
(- | Defaults
=1 | MSCEP
. CAType
. CertsInMYStore
| EnforcePassword
| PasswordVDir
| UseSinglePassword

«| oo | »

|Compuher\.}-IKEY_LOCAL_MACHINE‘\SOFFWARE\Microso&‘l,CryphographyWSCEP v
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Browse to:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePasswo

rd

Modify the parameter EnforcePassword from 1 to 0. This will prevent the server
from requesting a password during certificate enrollment.

File Edit View

&' Registry Editor

Favorites  Help

omputer

4

. HKEY_CLASSES_ROOT

51 | HKEY_CURRENT_USER

Bl |, HKEY_LOCAL_MACHINE
[+~ |, BCDOOOOOOO0

[+ |, COMPONENTS

[~ |, HARDWARE

- [ SAM

""" . SECURITY

= | SOFTWARE

- || ATI Technologies

. CBSTEST

- | Classes

t- | Clients

- | Microsoft

- . MNETFramework

- ) Active Setup

"\ ADs

- |, Advanced INF Setup

|»

, ALG
. ASP.NET
. Assistance
. BestPractices
| BidInterface
. COM3
. Command Processor
. Cryptography
- | AutoEnroliment
- | Calais
----- , CatalogDB
----- | CatDBETempFiles
[#- . CertificateTemplateCache
B | Defaults
MSCEP
. CAType
. CertsInMY5Store
. EnforcePassword
) PasswordVDir

. UseSinglePassword ILI
| »

Mame Type | Data |
3_‘_'] (Default) REG_5Z (value not set)
§Er|ﬁ:nrn:EF'ass';'-.'u:nrd REG_DWORD 0x00000000 (0)

|Computer\,HKEY_LOCAL_MACHINE‘\SOFI’WAREWicroso&\CryphographyWSCEP\EnforcePassword

After making the changes, exit from regedit application and restart the server.
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8) NPS Configuration:

Step 1: Configure RADIUS clients

The RADIUS clients are the authenticators — The 802.1X enabled switched that
request for autTLS+hentication in order to grant users (supplicants) access to
network resources.

Launch the Network Policy Server application:

Start Menu->Administrative Tools->Network Policy Server
Browse to RADIUS Clients and Servers->RADIUS Clients
Right-click RADIUS Clients

Select New

In the New RADIUS Client window:

Check Enable the RADIUS client checkbox

Give a friendly name and provide the IP address or the DNS name of the RADIUS
client you want to add.

Define a shared secret manualy.
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%4 Network Policy Server _[O] x|

File Action View Help
&= 1w HE

St st | e

=[] RADIUS Clients and Servers ¥ Enable this RADIUS cliert

New RADIUS Client

2 RADIUS Clients =W RADIUS clie
jﬂ Remote RADIUS Server G K [ Select an existing template;
_EJ Policies
5 Metwork Access Protection W I j :I:
B, Accounting N 4 Add
* Templates Management =me an =ss
; Friendly name:
JLAN Switch1
Address (IP or DNS):
|149.48.138.130 Verify...
r Shared Secret
Select an existing Shared Secrets template:
INone j

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-senstive.

¢ Manual " Generste
Shared secret:
I.......

Confirm shared secret:

1 I I ﬂ I.......|

|Ach'on: In progress...

— ==

Click OK when done.

Repeat the above step for each RADIUS client on the network.

You have to define all your 802.1X access control network devices (network
switches, access points, etc.) as clients.

Eventually all defined RADIUS clients should be listed under RADIUS Clients.
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Step 2: Define Connection Request Policies

Connection request policies tell the server how to treat connection requests.
From the Network Policy Server appplication browse to Policies

Right-click Connection Request Policies.

Select New.

In the New Connection Request Policy window give a policy name.

In Type of network access server, select Unspecified.

Secure Wired (Ethernet) Connections Properties

Overview |Conditions| Settings |

Palicy name: Secure Wired (Ethemet) Connections

— Policy State
If enabled. MPS evaluates this policy while processing connection requests. If disabled, MP.S does not evalue this policy.

¥ Palicy enabled

— Metwork connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type ar Vendor specific, but neither is required. I your networlc access server is an 802.1X authenticating switch or wirsless access point,
select Unspecified.

% Type of network access server:
IUnspec'rfied j
" Vendor specfic:

10 =

OK I Cancel Apply

Click Next.
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In the following screen you need to specify the conditions that determine this
connection request.

Click Add...
From the presented conditions list, select NAS Port Type and click Add...

Select the Ethernet checkbox under Common 802.1X connection tunnel types.

Secure Wired (Ethernet) Connections Properties x|
"Overview Conditons | Settings |
Configure the conditions for this netwark policy.

ff conditions match the connection request, NP5 uses this policy to authorize the connection request. i conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, if additional policies are configured.

Select condition

Select a condition, and then click Add.

ﬁj MAS Identifer
T The NAS Identifier condition specifies a charac  Specify the access media types required to match this policy.
= can use pattern matching syntax to specify MA comman dial-up and VP tunnel types

NAS Port Type

ai‘}—l MAS IPy4 Address [ Async (Modem)
L gat. The NAS IP address condiion specifies a cha  |[] 1SDN Sync
matching syntas bo specify [P nebworks. [] Syne (T1 Line}
) NASIPYGAddress [ Virtual (VPN)
L gat. The NAS IPvE Address condition specifies 5 ¢ Common 802.1X connection tunnel types

pattern matching syntas to specify 1PvE network vEE

~ MAS Port Type [] FDDI
. T_lhr_se 5 by [] Token Ring
ISDM. tunnels or wirtual private net [] Wireless - IEEE 802.11
Cthers
[ ADSLACAP - Asymmetric D5SL Camiedess Amplitude Phase Modulation ﬂ
] ADSL-DMT - Asymmetric D5L Discrete Multi-Tone

1 Async (Modem)
[] Cable |

ok | cancel |

QK Cancel Spply

Click OK.

There are additional conditions you can add, based on your organization security
policy.

When done click Next.

In case no connection request forwarding is required, in the following screen select
Authenticate requests on this server and click Next.
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MNew Connection Request Policy

. Specify Connection Request Forwarding
]

'ﬂ, The connection request can be authenticated by the local server or it can beforwarded to RADIUS servers in a
remote RADIUS server group.

if the policy conditions match the connection request, these settings are applied.

Settings:

Forwarding Connechon
Request

B Accounting

Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.

¥ Autherticate requests on this server

£ Fomward requests to the fallawing remate BADIUS server group for authentication:

<not configured > j Mew... |

= Accept users without validating credentials

Previous | Mead Eirish Cancel
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In the Authentication Methods window, check Override network authentication
settings.

Click Add...

Select Microsoft: Smart Card or other certificate, and click OK.

[iewcomectionRequestpoby @
| l Specify Authentication Methods

"

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP.

~ A

—I¥ Ovemide network policy authertication settings

These authentication settings are used rather than the constraints and authentication settings in networl policy. For VPN and 802.1X
connections with MAP, you must configure PEAFP authentication here.

EAP types are negotiated between NP5 and the client in the order in which they are listed.

EAP Types:
1 Microsaoft: Smart Card ar other certfficate fave |
fdiove e |
Add.. | Edi. Remove

Less secure authentication methods:
[~ Microsoft Encrypted Authentication version 2 (MS-CHAP+2)

™| User can change passward|after it has expired
[~ Microsoft Encrypted Authentication (MS-CHAP)
™| User can change password|atter it has expired
[~ Encrypted authentication (CHAP)
™ Unencrypted authentication (PAP, SPAF)
[~ AMlow clients to connect without negotiating an authentication method.

: Previous | Mext Eirizh Cancel

Click Next.
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The following screen requests for attributes definition. In our application there is no

need for attributes so just click Next.

New Connection Reguest Policy

MPS applies settings to the connection request if all of the connection request policy conditions forthe policy are

matched.

I Configure Settings
! ]
| *,4

Configure the settings for this network policy.
f condtions match the connection request and the policy grants access, settings are applied.

Edit

Bemove

fdiwe 1@

0L ik

limne e

Cancel

Settings:
Specify afiealm Name Select the attributes to which the following rules will be applied. Rules are processed in
the order they appear in the list.
RADIUS Attributes
Attribute: -Station-
| @ Standard riute: | Called-Station-ld |
“endar Specific Rules:
Find | Replace With |
Previous Mext

[[ Erisn ]
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Click Finish in the policy completion screen.

l Completing Connection Request Policy Wizard
L]

—

You have successfully created the following connection request policy:
Secure Wired (BEhemet) Connection

Policy conditions:
Condition | Value
iNAS Port Type  Ethemet

Policy settings:
Condition | Value
Authentication Provider Local Computer
Ovemide Authentication Enabled
Authentication Method EAF

Edensible Authertication Protocol Method  Microsoft: Smart Card or other cerificate

To close this wizard, click Finish.

Previous et | Finish I Cancel
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Now you should see your newly defined policy in the Connection Request

Policies section.

4 Network Policy Server
File Action View Help

=] B3

&= 2n|H=E

€b NPS (Local)
= ] RADIUS Clients and Servers
g RADIUS Clients
3 Remote RADIUS Server G
=l [ Polices
|~ Connection Request Polici
[ Metwork Policies
|| Health Policies
B8, Network Access Protection
., Accounting
Ml Templates Management

Connection Request Policies

~ Connection request policies allow you to designate whether connection requests are processed locally or
. forwarded to remote RADIUS servers. For NAP WPN or 802.1X, you must configure PEAP authentication in
©  connection request policy.

Palicy Name | Status | Processing Drderl Source
EﬁSecure Wired (Ethemet) Connections Enabled 1 Unspecified

Conditions - If the following conditions are met:

Condition | Value |
MNAS Port Type Ethemet

Settings - Then the following settings are applied:

Setting | Value -
Authentication Provider Local Computer | _ILI
3

Step 3: Associate TLS Network Policy with Windows Groups

Launch the Network

Policy Server application:

Start Menu->Administrative Tools->Network Policy Server

Browse to Policies

Right-click Network Policies

Select New

Type in your preferred policy name.

Click Next.
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%5 Network Policy Server 9 =] S
File Action View Help

&= 2zlB= |

Mew Network Policy
PS (Local)

|| RADIUS Clients and Servers Specify Network Policy Name and Connection Type
! '

3 RADIUS Clients
55 Remote RADIUS Server Gi
EJ’ Policies

| Connection Request Polici
(£ Network Policies

You can specify a namefor your netwark palicy and the type of connections to which the palicy is applied.

: th Poi Policy name:
| Health Polices
Metwork Access Protection ITLS‘EAH
Accounting _ .
Templates Management LB TIE IR AL

Select the type of network access serverthat sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. | your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

¥ Type of network access server:
IUnspec'rfied j
™ Vendor specific:

10

Kl

|Acﬁon: In progress...

Erevious | Mendt I Eirizh Cancel

In the following window you have to specify conditions that determine whether this
network policy is evaluated for a connection request.

Click Add...
Select Day and Time Restrictions and click Add...

Select the days and time to the system to permit or deny access. In our example
we will permit access all days at all times.
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Hew Network Policy

l Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. &
of one condition is required.

— |

Select condition
Select a condition, and then click Add.

|

minimum

Dray and time restrictionz

D ay and Time B eztrictions

Day and Time Re ify the daws and b en connection attemnpts are and are not allowed. These

tione are baged on the time Ell:lrlEe where the NP | ],

Metwork. Access Protection

* Identity Ty Day and time restrictions E3 |

.'&. The ldentity T

= zuch az MAP i | '.:J

i 12-2-4:-6-8-10-12-2-4-6-8-10-12
L‘. M5-Service

The MS5-Servi
zoope that me

Health Polic
W The Health P

policy. -
ncel
e |
Sunday through Saturday from 12:00 AM to 12:00 AM
o |
Click OK.

Click Add...

Select Windows Groups and click Add...

Click Add Groups...

Enter the following group: RAS and IAS Servers
Click Check Names to make sure this group exists.

Click OK.
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Select condition

New Network Policy

M

Specify Conditions

Select a condition, and then click Add.

Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum
of one condition is required.

]

Eroupz

e

Machine Groups
The Machine Group
2 Uszer Groups
&1) The User Groups oo

HCAP

Location Groups

The HCAP Locatior
required to match t
nebwork, access zer

Select this object type:

IEmup

From this location:

Iil.cpe.avaya.cnm

Enter the object name to select (examples):

BAS and IAS Servers|

Cancel
Advanced... | oK | Cancel |
=
T Tarcer | CELE
s Next Faeh Cancel |

Click OK.

Click Next.

Select Access granted radio button in the Access Permission screen.
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MNew Network Policy

l Specify Access Permission
]

Configure whether you want to grant network access or deny network access if the connection request matches this
policy.

—

¥ Access granted
Grant access if client connection attempts match the conditions of this policy.

i~ Access denied
Dery access f client connection attempts match the conditions of this policy.

[~ Accessis determined by User Dialin properties (which overide NP5 policy)
Grant or dery access according to user dialin properties if client connection attempts match the conditions of this policy.

Previous | Mext FEirizh Cancel

Click Next.

In the Authentication Methods window, click Add...
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Select Microsoft: Smart Card or other certificate, and click OK.

Hew Network Policy

']

d Configure one or more authentication methods reguired for the connection request to match this policy, For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection request policy, which overrides netwark policy authentication settings.

. Configure Authentication Methods

EAP types are negotiated between NP5 and the client in the order in which they are listed.

EAP Types:
agw |
Authentication methods:

Microsoft: Smart Card or other certificate
Microsoft: Protected EAF (PEAF)
Microsoft: Secured password (EAP-MSCHAP v2)

add.. | Edn. |

Less secure authenticationr |4 | _pl
[~ Microsoft Encrypted Authentic
[™ | User can change passwon OK I Cancel I

™ Microsoft Encrypted Authertic
™| Uzer can change password|after it has expired

™ Encrypted authentication {CHAP)

™ Unencrypted authertication (PAP, SPAP)

[~ Allow clients to connect without negotiating an authentication method.

[~ Perform machine health check only

Previous et Fimizh Cancel

Uncheck all other Less secure authentication methods.

Click Next.

The following screen allows you to configure constraints, which are additional

parameters of the network policy that required to match the connection requests.

If none are required then just click Next.
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New Network Policy E |

Configure Constraints
]
‘ Constraints are additional parameters of the network policy that are required to match the connection reguest. If a

»” 4 constraint is not matched by the connection reguest, NPS automatically rejects the request. Constraints are
optional; if you do not want to configure constraints, click Mesxt.

Corfigure the constraints for this network policy.
if all constraints are not matched by the connection request, network access is denied.

Constraints:

Lonstraints Specify the maximum time in minutes that the server can remain idle before the connection
i Idle Timeout is disconnected

u, Session Timeout [T Disconnect after the madmum idle time
|=| Called Station 1D

= Day and time
restrictions

l MAS Port Type

Previous Mend | Einizh I Cancel

Click Next.
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Select NAS Port Type and select Ethernet checkbox under Common 802.1X
connection tunnel types.

New Network Policy E3

Configure Constraints
'
‘d Constraints are additional parameters of the network policy that are required to match the connection request. If a
il constraint is not matched by the connection request, MPS automatically rejects the request. Constraints are

optional; if you do not want to configure constraints, click Mext.

Corfigure the constraints for this network palicy.
If all constraints are not matched by the connection request, networ access is denied.

Constraints:

Constraints
'-'.z Idle Timeout

Specify the access media types required to match this policy

3, Session Timeout Common diglup and VPN tunnel types

[] Async (Modem)
e Called Station 1D [ ISDN Sync
5 Day and time [ Sync (T1 Line)
restrictions [ irtual (VP N)

Common 802.1X connection tunnel types
[ FDDI

[] Token Ring

[ Wireless - IEEE 802.11

Others

[[] ADSL-CAP - Asymmetric D51 Camedess Ampltude Phase Modulation il
[] ADSL-DMT - Asymmetric DSL Digcrete Multi-Tone

[] Async (Modem)

[] Cable |

' MAS Port Tupe

Previous Mext | Eirizh I Cancel

Click Next.
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New Network Policy

vy

~ are matched.

Configure Settings

Corfigure the settings far this netwark policy.
i conditions and constraints match the connection request and the paolicy grants access, settings are applied.

Settings:

MPS applies settings to the connection requestif all of the network policy conditions and constraints forthe policy

| RADIUS Attributes

Yendor Specific
Hetwork Access Protection
B, NAP Enforcement

(8 Extended State

Routing and B emote
Access

3 Muiltilink. and
Bandwidth Allocation
Protocol [BAP)

% IP Filters

sty Encryption
IP Settingz

To send additional attributes to RADIUS clierts, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS clients. See
your RADIUS cliert documentation for required attributes.

Attributes:
Name | Value |
Framed-Protocol PFP
Service-Type Framed
Add... Edit... Bemaowve

Previous Mext

[ Ersn ]

Cancel
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Click NAP Enforcement setting on the left.
Select the Allow full network access radio button.

Check the Enable auto-remediation of client computers checkbox.

- Configure Settings

'
NPSapplies settings to the connection requestif all of the network policy conditions and constraints forthe policy
are matched.

— |

Corfigure the settings for this network policy.
i conditions and constraints match the connection request and the policy grants access, settings are applied.

Seitings:-
RADIUS Attributes = Allow full networs access for a limited time ;I
@ Standard Allows unrestricted network access until the specified date and time. After the specified
- date and time, health policy iz enforced and non-compliant computers can access only
Yendor Specific the restricted networkc.
Network Access Protecthon
L3 MAP Enforcement Date: 12/10/2013 e Tirne: 10:30:01 PM

/B Extended State = Alow limited access

Routing and Remote Mor-compliant clients are allowed access only to a restricted network for updates.
Access
Remediation Server Group and Troubleshooting URL

3 Multilinl_c. atd . To corfigure a Remediation Server Group, @ Troubleshooting URL, or both, click
Bandwidth Allocation Corfigure.

Pratocal [BAP)
) Canfigure... |
% IP Filters

(}' £ . Auto remediation
nieryptian
4 . ¥ Enable autotemediation of client computers
IF* Settings Automatically remediate computers that do not meet health requirements defined
in this policy. —

Previous Mead | Eirish I Cancel
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Click Multiple Bandwidth Allocation Protocol (BAP) setting on the left.

Select Server settings determine Miltilink usage.

Mew Network Policy E3

l Configure Settings

i
- MPS applies settings to the connection requestif all of the network policy conditions and constraints forthe policy
= are matched.

Corfigure the settings for this network palicy.
if conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Attributes Multiink =]
@ Standard Specify how you would like to handle multiple connections to the netwark.
Wendor Specific ¥ Server settings determine Multiink usage
Metwork Access Protection = Do not allow Muttilink connections
h NAP Enforcement ™ Specify Muliink settings
18 Extended State Magimum number of ports allowed: 2 -
Routing and B emote
Access r Bandwidth Allocation Protocol
f the lines of a Multiink connection fall below the following percentage of capacity for
ocation the specffied period of time, reduce the connection by one line.
Protocal [BAP]
% IP Filters
Percentage of capacity: Bl =
&1 E meryphion
IF Settings Perod of time: Iz ﬁ Imin j |
[ Reguire BAP for dynamic Muttilink requests ;l

Previous Mead | Eirizh I Cancel |
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Click IP Filters setting on the left.

New Network Policy E3

l Configure Settings

i
MPS applies settings to the connection requestif all of the network policy conditions and constraints forthe policy

= - are matched,

Corfigure the settings for this network palicy.
if conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:

RADIUS Attributes (=
I Select an existing IP Filter template:

@. Standard — j

Wendor Specific

Hetwork Access Protechon |Pyvd
h MAF Enforcement To control the [Pv4 packets this interface sends, click Input Fiters. . |
Input Filters. =
(B Extended State
Routing and R emate To control the [Pv4 packets this interface receives, click Output Fitters |
AcCCess Output Fitters. =
2 Multilink. and
B andwidth Allocation IPvE
Protocol (BAF] To control the IPvE packets this interf ds, click
o control the |PvE packets this interface sends, clic
L 1P Fiers Input Fiters. put Fters.. |
ﬁd Encryption To control the |PvE packets this interface receives, click Output Fitters... |
Output Fitters. =

IP Settings

~|

Previous Mext | Eirzh I Cancel |
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Click Encryption setting on the left.
Check the following checkboxes:

- Basic encryption (MPPE 40-bit)

- Strong encryption (MPPE 56-bit)

- Strongest encryption (MPPE 128-bit)
- No encryption

! New Network Policy E3 |
1

l Configure Settings
]

- MPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy
i are matched.

Configure the settings for this networl policy.
f condtions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
BADIUS Attril The encryption settings are supported by computers running Microsoft Routing and
@. Standard Remote Access Service.
Wendaor Specific if you use different network access servers for dial-up or VPN connections, ensure that
i the encryptions settings you select are supported Ll SEMVEns .
Metwork Access Protechon Tyt g e PP by yo
.h MAP Erforcement f Mo encryption is the only option selected, traffic from access clients to the netwark
access server is not secured by encryption. This corfiguration is not recommended.

(B Extended State

Routing and Bemote
Access
& bultilink, and ) o )
= Bandwidth Allocation ¥ Basic encryption (MPPE 40-bit)
Frotocol [BAP) ¥ Strong encryption (MPPE 56-bit)
& IPFiters ¥ Strongest encryption (MPPE 1284t)

Enciyption M Mo encryption
IP Setiings

Previous Mext | Eirizh I Cancel
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Click IP Settings setting on the left.

Select the Server settings determine IP address assignment radio button.

e - |
l Configure Settings

]
- NPSapplies settings to the connection request if all of the network policy conditions and constraints forthe policy
= are matched.

Configure the settings for thiz netwar palicy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADIUS Attributes
@ Standard
Yendor Specific ™ Server must supply an IP address

Specify the client |P address a assignment rules for this policy.

Metwork Access Protechon " Cliert may request an IP address
h MAF Enforcement %" Server settings determing |P address assignment

18 Extended State " Assign a static |Pv4 address

Routing and Remote I
Access

& pultilink and ) ) )
= B ardwidth Allacation To corfigure |PvE settings, go to the Standard page of RADIUS Attributes.

Protocal (BAP)
% IP Filters

fd Emerpption

IF Settingz

Previous Mend | Einizh I Cancel

Click Next.
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MNew Network Policy E |

l Completing New Network Policy

—

You have successfully created the following networl policy:

TLS_EAP
Policy conditions:

Condition | Value |
WWindows Groups IL\RAS and |AS Servers

Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursday 00....

Policy settings:

Condition | Walue -
Authentication Method EAP

Access Permission Grant Access

Update Noncompliart Clients True

MNAP Enforcemert Allow full network access b
Framed-Protocal PPF

Service-Type Framed

To close this wizard, click Finish.

Previous et | Finigh I Cancel

Click Finish in the competion screen.
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5. Phone User Definition

All phones (supplicants) that are required to be authenticated with 802.1X network
access should be defined as users in the Active Directory server.

The Avaya 9600 series phones can be distinguished by their MAC address or serial
number. So the user names for the phones should be based on one of those, hence
must be unique.

Note:

- All user names should be based either on phone’s MAC address or serial number.

- For EAP-TLS authentication, phone passwords can be alphanumeric. For MD5 authetication the
phone’s passwords must be numeric only (MD5 is out of scope of this document).

- Make sure your phone’s password alignes with the domain password policy.

Step 1: Create a New Phone User

Here is an example how to define a phone in the Active Directory based on its MAC
address:

Launch the Active Directory Users and Computers application on the Windows
2008 Server:

Start Menu->Administrative Tools->Active Directory Users and Computers
Right-click Users section on the right.

On the drop down menu, select New->User.

74 |



- Active Directory Users and Computers !E[
File  Action View Help
=" — -~ 5 = = =1
&z | M| H o= HFE 3R 5TFa%
: Active Directory Users and Comput | Name | Type | Description
" Saved Queries ~| Builtin builtinDomain
B & “-‘_:F'E-EVEYB-'I'N | Computers Container Default container for upgr...
sl Builtin =] Domain Controllers Organizational ...  Default container for dom...
- Cnmpf.mers | ForeignSecurityPrincipals Container Default container for secu...
— 'E)Dm‘_aln;:ont'_ollsr_s inal | Managed Service Accounts Container Default container for man...
- areign ecurlt.y rincpats | Users Container Default container for upar...
_| Managed Service Accounts
- Delegate Contral...
Find...
Conputer
All Tasks 2 Contact
Group
Refresh
InetOrgPerson
Properties msImaging-PSPs
Hel MSMQ Queue Alias
en Printer
Shared Folder
KN I— i

|Create a new object...

In the New Object-User screen enter the following:
First name: Enter a name
Last name: You can leave it empty

Full name: It will copy the entered first name by default.

User logon name: Should be phone’s MAC address or the phone’s serial humber.
In our example we will use the MAC address CC:F9:54:A6:CD:8E to authenticate a
phone.

Notes:

- Phone’s MAC address and serial number are labeled on the back of the phone. They also can be
viewed on the phone’s user interface:
o On Non-touch phones: Menu/Home button->Network Information. Then browse left to
see the Miscellaneous screen.
o On Touch phones: Home button->Settings->Network Information. Then browse left to
see the Miscellaneous screen.
- The user name must not include spaces, colons or dashes.
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New Object - User

; Createin:  il.cpe.avaya.comsLsers

i

First name: I-:u:fﬂﬁ-iaﬁ:dEe Initials: I
Last name: I

Full name: |ccf954aﬁcdse

User logon name:
[ocfa54a60dce | @il.cpe avaya.com =]

IUser logon name (pre-Windows 2000):
IIL‘x Iccfﬂlﬁ-iaﬁche

< Black Mexdt = Cancel

Click Next.
Enter password and confirm it in the following field.

Check only the Password never expires checkbox.
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Mew Object - User

; Createin:  il.cpe avaya.comsUsers
]

Password: I------

Confirm password: I“““l

[~ User must change password at next logon
™ User cannot change password
¥ Password never expires

[T Accourt is disabled

< Back Mead = Cancel
Click Next.
Mew Object - User |
; Createin:  il.cpe avaya.comsUsers

re

When you click Finish, the following object will be created:

Full name: ccfSh4abcde
User logon name: cof354abod8e @il cpe.avaya.com

The password never expires.

< Back I Finish I

Cancel |

Click Finish.
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Step 2: Assign the Phone User to Windows Groups

On the Active Directory Users and Computers application window double click
the phone’s user as created in the previous step.

Go to the Member Of tab and click Add...
Type in the following groups:

RAS and IAS Servers ; Windows Authorization Access Group

ccf954a6od8e Properties |

Dialdn | Ervironment | Sessions I Remote control I
_ Remote Deslktop Services Profile | Personal Virual Deslktop | COM+ |
General I Address I Account I Profile I Telephones I Organization Member Of

Member of:
Mame | Active Directory Domain Services Fo
Administrators il.cpe avaya .com. Builtin
Domain Admins il.cpe avaya.com/sers
Domain sers il.cpe avaya.com/sers
RAS and I1AS Servers il.cpe avaya.com/sers

ation Access

Windows Authoriz G... il.cpeavaya.com/Builtin

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSEX-compliant
applications.

Set Prmary Group

QK I Cancel Lpply Helm

Click OK.
Click OK.

Repeat the above steps for each phone that needs to be authenticated.
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6. File Server

The file server is used to hold the phone’s firmware, settings and certificate files
which the phone will read during its initiation. The phone uses HTTP or HTTPS to
access the file server and read these files.

Notes:

- Firmware files are read via HTTP only (default port is 80).
- Settings and cerificate files can be read via HTTP or HTTPS (default port 411).

- File server IP address can be manually configured on the phone’s CRAFT menu or via DHCP
option 242 (HTTPSRVR or TLSSRV parameters). See 96XX Administrator Guide for details.

The file server could be any preferable web server application.

Make sure to place the following files in the web server’s document (home)
directorty:

- Current firmware files (.bin)

- Preferale language files (mlf) - optional

- signatures directory

- Avaya default certificate files (_pem_)

- 96xxupgrade.txt or 96x1Hupgrade.txt scripts

- 4dbxxsettings.txt file

- Root certificate (.cer) file, as exported from the CA server in section 1 of this document.

The firmware files, language files, signature directory, Avaya certificates and
upgrade scripts should be extracted from the firmware packaged zip or tar.gz file
(can be ontained from http://support.avaya.com website).

Note:

The file server configuration is out of scope of this document.

The description and the content of the 46xxsettings.txt file is explained in the
section 8.
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7. LAN Switch Configuration

The LAN switch is the device responsible, among its other duties, to provide access
control to the network. It acts as RADIUS client by asking the phone for credentials
and requesting the access permission from the RADIUS server on behalf of the
phone.

Below is a configuration example for Avaya Ethernet Routing Switch 4000 series
(only 802.1X relevant configuration is shown here):

! Embedded ASCII Configuration Generator Script
! Model = Ethernet Routing Switch 4850GTS-PWR+
! Software version = v5.6.0.008

! Configure the RADIUS server IP address:
radius server host 149.49.139.115

! Configure the RADIUS server shared key:
radius server host key "123456789"

!

eapol enable
interface FastEthernet ALL

! The uplink port with forced authentication:
eapol port 25 re-authentication enable re-authentication-period 60

! The supplicant port with EAP-TLS 802.1X authentication, the phone will be
connected to:

eapol port 1 status auto re-authentication enable re-authentication-period 60
quiet-interval 10

Notes:

- Make sure that only client attached ports are enabled with 802.1X authentication. Defining
uplink ports with 802.1X authentication may cause network outage.

- Avaya 9600 series phones support other vendor 802.1X standard compliant LAN switches, not
just Avaya branded LAN switches.
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8. Phone’s Configuration and Settings

The relevant phone’s configuration parameters are defined in the phone’s setting
file — 46xxsettings.txt. As stated in the previous section, this file has to be placed
on the file server and be available for the phone to download it when it initiates.

This section describes how to set up the Avaya 9600 phone to work with EAP-TLS
authentication for 802.1X.

The phone configuration will be performed in two phases: Staging and
Production.

During the staging phase we will configure the phone to load the required settings
from the file server, obtain the required certificates and store them in the NVRAM,
ready for use from now on. This stage is required in most cases, as usually
production networks with access control (i.e. 802.1X) will not allow access to
network resources without successful authentication. But since in order to
authenticate the phone needs to have the certificates first, it will obtain them
through the staged network. When all certificates and the configurations are in
place we will be ready to connect the phone to the production network.

This document will guide you through both phases.
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Step 1: Configure the Settings File for Staging

This step describes the parameters that are required to be included in the
46xxsettings.txt file:

Note:

There are many other related parameters that are optional. They are not described in this
section. For a description of all available configuration parameters please refer to the 96XX
Administrators Guide.

- Configure 802.1X to EAP-TLS authentication:
SET DOT1XEAPS TLS

- Configure the identification method.
The following example is indentification based on phone’s MAC address in the domain
il.cpe.avaya.com:
SET MYCERTCN S$MACADDR@il.cpe.avaya.com

The following example is identificatation based on phone’s Serial Number in the domain
il.cpe.avaya.com:
SET MYCERTCN S$SERIALNO@il.cpe.avaya.com

Note:

Only one identification method is supported at a time (MAC based or serial number based).

- Configure the phone to download its own certificate using SCEP from the CA server and store it in its
NVRAM. The following example relates to Microsoft AD CS which uses 149.49.139.115 IP address:
SET MYCERTURL http://149.49.139.115/certsrv/mscep/mscep.dll

- Provide the phone the CA root certificate, as was downloaded from the CA server in previous section.
This certificate file must be available for the phone on the file server. In the following example the
certificate file name is certnew.cer:

SET TRUSTCERTS certnew.cer

- Configure the key length, which is 2048 bits in our example (default is 1024 bits):
SET MYCERTKEYLEN 2048

- Enable 802.1X:
SET DOT1XSTAT 2
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Note:

- The valid values for DOT1XSTAT paramter are:
0 - Supplicant disabled (default, unless indicated otherwise below)
1 - Supplicant enabled, but responds only to received unicast EAPOL messages
2 - Supplicant enabled; responds to received unicast and multicast EAPOL messages

- Another option is to enable 802.1X through the phone’s CRAFT menu. This setting will be stored in
the phone’s NVRAM. But that has to be done after passing through the staging phase in step 2
below.
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Step 2: Connect the Phone to a Staged Network

Connect a new phone (or a phone with cleared values , by selecting CLEAR in the
CRAFT menu) to a staged network. The staged network should have no 802.1X
authentication and it should allow the phone with HTTP/HTTPS access to the file
server and the CA server. Make sure phone’s IP settings are configured properly.

Note:

You can configure the phone’s IP parameters manually (as well as the file server address)
from the phone’s CRAFT menu or setup DHCP for automatic IP allocation. In that case the
file server should be configured via DHCP option 242 by using the HTTPSRVR or TLSSRVR
parameter (see 96XX Administrator Guide for details).

When the phone initiates on the staged network it will download the
46xxsettings.txt file and the root certificate from the file server and obtain its own
certificate from the CA server using SCEP protocol.

During the phone’s initiation process, it will display the files it tries to download and
the download result. A "HTTP: 1 200” result means a successful download. You
should track the phone’s display and make sure you see "HTTP: 1 200" response
after each download attempt of the following files:

- 96xxupgrade.txt or 96x1Hupgrade.txt file
- 46xxsettings.txt file
- Root certificate (certnew.cer file in our example)

If one of the above failed to download successfully, check your file server
configuration and repeat this step until successful completion.

Note:

Any other response code than “"HTTP:1 200" means unsuccessful file download. You will not
be able to proceed until all the above files are downloaded successfully.

After the phone has successfully completed downloading the root certificate it will
proceed to the certificate entollment.

Upon successful enrollment the phone will display the following message:

SCEP: Successful
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You can also see the cerificate allocation on the AD CS server:

Launch the Cerification Authority application by clicking on Start Menu-
>Administrative Tools->Certification Authority

Click Issued Certificates.

All issued certificates are listed, as well as the phone’s based on its MAC address (or

serial number).

Eile Action View Help

[ certsrv - [Certification Authority (Local)\ITC-CPE-CA\Issued Certificates] [_ o]

®@=| 7| o= H

;J Certification Authority (Lov |y Certificate Certificate Template Serial Number Certificate Effective Date Certificate Expiration Date Issued Country/Region Issued Organization Issued Organization Unit Issued Common I+
= g ITCCPECA EGIN CERTL... Exchange Errollmen... 6121ad08000... 12/19/2013 3:22PM 12/19/2015 3:22 PM L Avaya CPEIL WIN-B40_CADCH

| Revoked Certifical pEGIN CERTI... CEP Encryption (CE...  6121acbd000... 12/13/2013 3:22PM 12/19/2015 3:22PM hil Avaya CPEL WIN-B40_CADCH
| Issued Certificates becy CERTIL.,  Directory Email Repli...  6154670e000...  12/19/2013 4:18 FM 12/19/2014 4: 18 PM
| Pending Requests beciy ceRTL...  Domain Controller A...  6154698000... 12/19/2013 4:18 PM 12/19/2014 4:18 PM
| FaledRequests  hreny crprr AvayaRASandIAS.. 61016cbf000.. 12/22/2013 3:15PM 12/22/2014 3:15PM WIN-B40_CADC i
1 Certificate Templa ooy ceptr.. Directory Email Repli..  61017191000...  12/22/2013 3:15PM 12/22/2014 3:15PM
EGIN CERTL.. Domain Contraller A... 61017809000... 12/22/2013 3:15PM 12/22/2014 3:15PM
EGIN CERTL.. AvayaRASand IAS... 61016bbS000... 12/22/2013 3:18PM 12/22/2014 3:18 PM WIN-B40_CADC.i
EGIN CERTL.. mycert(L3.6.14.L.. 143c8813000... 12/23/2013 11:01AM 12/23/2014 11:01 AM B4B0178605F 7@
EGIN CERTL.. mycert (L3.6.14.1.. 143d162a000... 12/23/2013 11:01AM 12/23/2014 11:01 AM CCFI54A6CEDD@
EGIN CERTL.. mycert (L3.6.14.1.. 14402827000... 12/23/2013 11:17 AM 12/23/2014 11:17 AM CCFI54A6CEDD@
EGIN CERTL.. mycert (L3.6. L4, L., 1458772e000... 12(23/2013 1L:31AM 12{23(2014 11:31 AM CCFI54AGCEDD@

EGIN CERTL.. mycert (1.3.6.1.4.1... 14807f4e000... 12/23/2013 12:15PM 12/23/2014 12:15PM CCF954A6CE00@
.. mycert(1.3.6.1.4.1... 1485f948000... 12/23/2013 12:21PM 2{23/2014 12:21PM

The phone will store the root certificate and its issued certificate in its non-violated
memory (NVRAM) and use them until these files are overwritten, the phone is
cleared to factory defaults or certificate renewal is required.

Note:

In case of certificate issuing failure the phone will display "SCEP: Failed” message. This will
be logged in Certification Authority application under Failed Requests screen. Use the
Event Viwer application, under Windows Logs\Application, for more detailed logs.
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Step 3: Place the Phone on the Production Network

Take out the phone from the staged network and place it on the production
network. Make sure phone’s IP settings are configured properly.

Note:

You can configure the phone’s IP parameters manually (as well as the file server address)
from the phone’s CRAFT menu or setup DHCP for automatic IP allocation. In that case the
file server should be configured via DHCP option 242 by using the HTTPSRVR or TLSSRVR
parameter (see 96XX Administrator Guide for details).

In the production network your LAN switch the phone is attached to, should support
802.1X authentication and should be properly configured as a RADIUS client on the
RADIUS server (see section 7 for LAN switch configuration example).

In EAP-TLS authentication method, the phone is authenticated with its obtained
certificate based on its serial number or MAC address. So the user will not be
prompted for 802.1X user/password (as in MD5).

Upon successful authentication the phone will communicate with the file server,
check for the latest available firmware, download the 46xxsettings.txt file and
register to Comminication Manager.
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9. Troubleshooting

If things don’t work as expected, there are few procedures you can do in order to
troubleshoot the problem, or at least to obtain information that will assist in the

troubleshooting process.

Problem

Action

The phone is displaying
“HTTP: 1-1" message
during start up

The phone has failed to reach the file server.

Check for HTTP or HTTPS server configuration in the phone’s IP
settings (manual setting or DHCP option 242).

Check the file server reachability.

Make sure the HTTP service is up and running and with the
correct TCP port (default port for HTTP is 80 and for HTTPS is 411).

The phone is displaying
“HTTP: 1 404” message
during start up

The phone has failed to download a file from the file
server.

Before it displayed this message the phone displayed a message
indicating which file it tried to download. Reboot the phone and
track which file it tried to download before displaying this
message.

Make sure the requested file exists on the file server’s home
directory.

The phone is displaying
“SCEP: Failed” message

The phone has failed to obtain the valid certificate from
the CA server (AD CS).

Open a web browser on your PC, and go to the following URL:
http://CA-SERVER-IP/certsrv/mscep/mscep.dll. Enter ipclients
user credentials. If you are not getting “Network Device
Enroliment Service” page then your CA server is not working
properly. Go back to section 3 and make sure you have completed
all the steps.

Make sure to connect the phone to an open switch port (where
802.1X authentication is disabled) and that the phone can reach
the CA server, as required in the staging state (see section 7). Ping
the phone from the CA server to make sure the network
connection is good. If ping fails check the network connectivity.
On the AD CS server, go to Start Menu->Administrative Tools-
>Certification Authority. Click CA name and browse to Failed
Requests. Look at the Request Common Name column and find
the phone’s MAC address or serial number to locate the relevant
entry. The Request Status Code column should state the reason
for the certificate allocation failure.

Review the 46xxsettings.txt file.

Upon successful certificate allocation, the phone’s details will be
recorded in the Issued Certificates section.

The phone is displaying
“802.1x Failure” message

Phone fails to successfully perform 802.1X authentication.

Open the Active Directory Users and Computers application and
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make sure you have the correct phone user definition, as
described in section 5.

- Make sure the phone has successfully loaded the valid root
certificate file from the CA server during the staging phase in
section 7.

- All successful and failed access attempts are logged on the server
and can be reviewed by the Event Viewer application, under
Custom Views\Server Roles\Network Policy and Access Services

section.
The phone is displaying The phone is expecting the LAN switch to send EAPOL to
“Waiting for 802.1x initiate the 802.1X authentication process.
authentication...” message - Check the LAN switch 802.1X (EAPOL) configuration on the

physical port the phone is attached to.

- Check the LAN switch RADIUS server configuration and its
reachability.

- Go back to staging state (section 7) and make sure your
46xxsettings.txt file includes SET DOT1IXWAIT 0. It will make the
phone to continue its normal initiation process without waiting
for 802.1X authentication to complete. It should resume to
normal operation after approximately one minute.

The phone is displaying The phone can't register to Communication Manager as it

“Discovering” message is unable to reach it.

- Check phone’s network connectivity and the validity of its IP
parameters as were obtained from DHCP server or as were
manually configured.

- Make sure the switch LAN port to which the phone is attached is
properly configured.

- Reboot the phone and follow its initiation. See if the 802.1X
authentication was successfully completed. If there were no
related 802.1X messages displayed then go back to the staging
phase (section 7) and make sure the phone has loaded the
required configuration.

Additional resources you can use:

- Avaya one-X Deskphone H.323 96x1 Administrator Guide, 13-300698
- Avaya one-X Deskphone SIP 96x1 Administrator Guide, 13-601944

- Avaya one-X Deskphone 9600 Series Administrator Guide, 16-300698
- Microsoft Windows Server 2008 R2 help:

http://technet.microsoft.com/en-us/library/dd851728.aspx
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