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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

For full support, please see the complete document, Avaya Support
Notices for Hardware Documentation, document number 03-600759.

For full support, please see the complete document, Avaya Support
Notices for Software Documentation, document number 03-600758.

To locate this document on our website, simply go to http://
www.avaya.com/support and search for the document number in the
search box.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating
instructions and performance specifications that Avaya may generally
make available to users of its products and Hosted Services.
Documentation does not include marketing materials. Avaya shall not
be responsible for any modifications, additions, or deletions to the
original published version of documentation unless such
modifications, additions, or deletions were performed by Avaya. End
User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: http://support.avaya.com or such successor site as
designated by Avaya. Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner outside of the United
States and Canada, the warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

“Hosted Service” means a hosted service subscription that You
acquire from either Avaya or an authorized Avaya Channel Partner
(as applicable) and which is described further in Hosted SAS or other
service description documentation regarding the applicable hosted
service. If You purchase a Hosted Service subscription, the foregoing
limited warranty may not apply but You may be entitled to support
services in connection with the Hosted Service as described further
in your service description documents for the applicable Hosted
Service. Contact Avaya or Avaya Channel Partner (as applicable) for
more information.

Hosted Service

THE FOLLOWING APPLIES IF YOU PURCHASE A HOSTED
SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO UNDER
THE LINK “Avaya Terms of Use for Hosted Services” OR SUCH
SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON

BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR
IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE. YOUR USE OF THE HOSTED SERVICE SHALL BE
LIMITED BY THE NUMBER AND TYPE OF LICENSES
PURCHASED UNDER YOUR CONTRACT FOR THE HOSTED
SERVICE, PROVIDED, HOWEVER, THAT FOR CERTAIN HOSTED
SERVICES IF APPLICABLE, YOU MAY HAVE THE OPPORTUNITY
TO USE FLEX LICENSES, WHICH WILL BE INVOICED
ACCORDING TO ACTUAL USAGE ABOVE THE CONTRACT
LICENSE LEVEL. CONTACT AVAYA OR AVAYA’S CHANNEL
PARTNER FOR MORE INFORMATION ABOUT THE LICENSES
FOR THE APPLICABLE HOSTED SERVICE, THE AVAILABILITY
OF ANY FLEX LICENSES (IF APPLICABLE), PRICING AND
BILLING INFORMATION, AND OTHER IMPORTANT
INFORMATION REGARDING THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS
OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The
applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use
each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this
purpose.
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Concurrent User License (CU). End User may install and use the
Software on multiple Designated Processors or one or more Servers,
so long as only the licensed number of Units are accessing and using
the Software at any given time. A “Unit” means the unit on which
Avaya, at its sole discretion, bases the pricing of its licenses and can
be, without limitation, an agent, port or user, an e-mail or voice mail
account in the name of a person or corporate function (e.g.,
webmaster or helpdesk), or a directory entry in the administrative
database utilized by the Software that permits one user to interface
with the Software. Units may be linked to a specific, identified Server
or an Instance of the Software.

Database License (DL). End User may install and use each copy or
an Instance of the Software on one Server or on multiple Servers
provided that each of the Servers on which the Software is installed
communicates with no more than one Instance of the same
database.

CPU License (CP). End User may install and use each copy or
Instance of the Software on a number of Servers up to the number
indicated in the order provided that the performance capacity of the
Server(s) does not exceed the performance capacity specified for the
Software. End User may not re-install or operate the Software on
Server(s) with a larger performance capacity without Avaya’s prior
consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server
so long as only authorized Named Users access and use the
Software. “Named User”, means a user or device that has been
expressly authorized by Avaya to access and use the Software. At
Avaya'’s sole discretion, a “Named User” may be, without limitation,
designated by name, corporate function (e.g., webmaster or
helpdesk), an e-mail or voice mail account in the name of a person or
corporate function, or a directory entry in the administrative database
utilized by the Software that permits one user to interface with the
Software.

Shrinkwrap License (SR). You may install and use the Software in
accordance with the terms and conditions of the applicable license
agreements, such as “shrinkwrap” or “clickthrough” license
accompanying or applicable to the Software (“Shrinkwrap License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the
list of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products” or such
successor site as designated by Avaya. For Heritage Nortel
Software, Avaya grants You a license to use Heritage Nortel
Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified
in the Documentation, and solely as embedded in, for execution on,
or for communication with Avaya equipment. Charges for Heritage
Nortel Software may be based on extent of activation or use
authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner

would like to install two Instances of the same type of products, then
two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: http:/
support.avaya.com/Copyright or such successor site as designated
by Avaya. You agree to the Third Party Terms for any such Third
Party Components.

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG
LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Note to Service Provider

The product or Hosted Service may use Third Party Components
subject to Third Party Terms that do not allow hosting and require a
Service Provider to be independently licensed for such purpose. It is
your responsibility to obtain such licensing.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: http://support.avaya.com or such
successor site as designated by Avaya. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, or other third parties. Users are not permitted to use such
Marks without prior written consent from Avaya or such third party
which may own the Mark. Nothing contained in this site, the
Documentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or otherwise, any
license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com, or such successor site as
designated by Avaya.
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Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
or Hosted Service notices and articles, or to report a problem with
your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com (or such successor site as designated by
Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.
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Chapter 1: Document changes since last
issue

Table 1: Change summary

Section

Summary of changes

Call Management >
Extensions > Edit
Extension > IP DECT
settings

The IP DECT extension settings page now states “These settings are
mergeable with the exception of the Reserve License setting. Changing the
Reserve License settings requires a reboot of the system.”

System Settings >
Alternate Route
Selection > Add/Edit
Alternate Route

The ARS Rout ID field can now be edited. The field description has been
updated as follows.

The default value is automatically assigned. Range = 0 to 99999.
For most deployments, do not edit this field.

For those conditions where it is necessary to edit this field,the value must be
unique within ARS and within the line Outbound GrouplDs.

Call Management >
Users > Add/Edit Users >
Self Administration

The login URL has been added to the User | Web Self Administration page.

Solution > Solution
Settings > User
Synchronization Using
LDAP

Additional details have been added to the field descriptions for User
Synchronization Using LDAP.

Two procedures have been created:

» Performing LDAP Synchronization on page 212

* Creating a User Provisioning Rule on page 213

February 2016
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Chapter 1: What’s New in Release 9.1

The Web Manager capabilities have expanded in this release as it continues to evolve into a single,
comprehensive management tool for IP Office.

Configuration Settings

Web Manager provides access to the most frequently used configuration settings, enabling
management of:

» Users

» Groups

+ Directory

* Extensions

Auto Attendant

* Incoming Call Route

+ Alternate Route Selection (ARS)
» Time Profiles

» Location
« Short Codes
 SSL VPN

Server Edition systems with a Select license can now provision users by synchronizing with an
LDAP database.

End users can manage personal configuration settings using the Web Self Administration portal.
System and Solution Management
Web Manager provides the following system and solution management capabilities.

» |P 500 V2 dashboard system display.

 Server Edition solution level global object management.

» Consolidated management of all servers in the Server Edition network, including Application
Servers and Unified Communication Modules (UCM).

* Voicemail Pro system preference management.
» Centralized backup, restore, and upgrade.
* Improved file management.

February 2016 Administering Avaya IP Office™ Platform with Web Manager
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Chapter 2: IP Office Web Manager

IP Office Web Manager is a browser based management tool designed to simplify the installation
and maintenance process by providing an intuitive and user-friendly management tool that runs on
most standard browsers. The IP Office Web Manager eliminates the need to have windows
operating system as it can run on any device that supports standard browsers.

A version of IP Office Web Manager is available for each type of IP Office operating mode. See
below for a description of IP Office operating modes. Web Manager provides access to most, but
not all, configuration settings.

Supported Web Browsers
IP Office Web Manager is currently supported with the following browser applications.
* Internet Explorer 10 and 11.
* Firefox
* Chrome
» Safari 7

Related links
IP Office operational modes on page 10

IP Office operational modes

IP Office systems can run in one of a number of modes depending on the capacity required and the

licenses purchased.
Basic Edition

Basic Edition is the default operating mode for IP500 control units. Basic Edition supports up to 32
analogue trunks and 100 users (100 if using a 3 digit dial plan, 48 if using a 2 digit dial plan).

Basic Edition has three modes:
* Quick Mode
* Norstar Mode
* PARTNER Mode

Functionally, each mode type is similar. The Basic Edition mode type used depends on the country

where the IP Office system is deployed.

February 2016 Administering Avaya IP Office™ Platform with Web Manager
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IP Office operational modes

Standard Mode

You can increase the capacity and functionality of a Basic Edition system by applying a Standard
Mode license. An Basic Edition system can be converted to Standard Mode by installing an
Essential Edition license. Additional features are enabled with Preferred Edition and Advanced
Edition licenses.

Server Edition

IP Office Server Edition is a scalable solution. A Server Edition solution can consist of only a
Primary Server. Additional components are an optional secondary server and optional expansion
systems. The primary server runs on the Linux operating system.

Shell Server Mode

An IP Office Shell Server is a single installation of selected IP Office applications running on Linux.
You can use Manager to configure and administer a Shell Server. Application Servers and Unified
Communications Modules (UCM) run on an IP Office Shell Server.

Since a Shell Server does not provide telephony, when you open a Shell Server configuration in
Manager, all telephony functions are disabled. The following Manager functions are supported for
Shell Servers:

* Discovery

+ Initial configuration utility.

» System status.

» Load, edit and save security settings.

» Load, edit, and save the configuration.

* Erase configuration and security settings.

Audit trail display.
» Web Control.

For more information on the management of an IP Office Shell Server, see Installing and
Maintaining Avaya IP Office™ Platform Application Server and Installing Avaya IP Office™ Platform
Unified Communications Module.

Related links
IP_Office Web Manager on page 10
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Chapter 3: Getting started with Web
Manager

Related links
Importing a certificate into the Firefox browser on page 12
Importing a certificate into the Internet Explorer browser on page 13
Logging in to Web Manager on page 14
Logging out of Web Manager on page 14
Web Manager User Interface on page 15
User Preferences on page 16

Importing a certificate into the Firefox browser

Importing a common certificate into the browser’s trusted store provides additional security. If you do
not install a certificate, you receive a message that the site is not trusted when logging in to Web
Manager. Web Manager is supported on Firefox 16+.

This procedure only needs to be preformed once.
Procedure

1. In a web browser, enter the IP address of the system in the format http://
<ip address>/index.html.

The index page for the server opens.
2. Click on IP Office Web Manager.

A page opens with the statement “This connection is untrusted”.
3. Click I understand the risks.
4. Click Add Exception.

5. Ensure that Permanently store this exception is checked and then click Confirm Security
Exception.

6. Continue to the log in procedure.
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Importing a certificate into the Internet Explorer browser

Related links
Getting started with Web Manager on page 12

Importing a certificate into the Internet Explorer browser

Importing a common certificate into the browser’s trusted store provides additional security. If you do
not install a certificate, you receive a message that the site is not trusted when logging in to Web
Manager. Web Manager is supported on Internet Explorer (IE) 10 and higher.

This procedure only needs to be preformed once.

Procedure

1.

o

® N o

10.
11.
12.
13.
14.
15.
16.

In a web browser, enter the IP address of the system in the format http://
<ip address>/index.html.

The index page for the server opens.

Click on IP Office Web Manager.

A page opens with the statement “There is a problem with this website’s security certificate”.
Click on Continue to this website (not recommended).

The Web Manager log in page opens.

At the top of the browser, the right hand side of the address field contains a Certificate
Error button. Click on Certificate Error to open the security report.

At the bottom of the security report, click View Certificates.

In the Certificate window, click Install Certificate.

In the Certificate Import Wizard, click Next.

Select Place all certificates in the following store and then click Browse.

In the Select Certificate Store window, select Trusted Root Certification Authorities.
Click Next and then Finish.

In the Certificate window, click OK to close.

In the browser window, on the menu bar, select Tools and then Internet Options.

In the Internet Options window, select the Advanced tab.

Uncheck Warn about certificate address mismatch.

Click OK.

Continue to the log in procedure.

Related links
Getting started with Web Manager on page 12
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Getting started with Web Manager

Logging in to Web Manager

Use this procedure to log in to Web Manager.

The first time you log in to an IP Office Server Edition server using Web Manager, the system
displays the Ignition menu. Use the ignition menu to configure the initial settings for the server. For
procedures and information on the ignition process, see Deploying IP Office Server Edition Solution.

© Note:

When you first log in to an IP Office system (with Web Manager or Manager), you must change
the default passwords for the Administrator, Security Administrator, and System accounts.

© Note:

In order to open a client application (for example Manager), you must log into Web Manager
using the IP Office LAN 1 IP address.

° Note:

In order to open the Platform page, you must log into Web Manager using the IP Office LAN 1
IP address or for other IP addresses, open a separate browser window and enter https://
<ip address>:7071.

Before you begin
* You must know the IP address of the IP Office system.
* You must have a user ID and password.

Procedure

1. In a web browser, enter the IP address of the system in the format http://
<ip_ address>.

The index page for the server opens.
2. Click on IP Office Web Manager.
3. On the login page, enter a user name and password and click Login.

Related links
Getting started with WWeb Manager on page 12

Logging out of Web Manager

Use this procedure to log out of Web Manager.
Procedure
1. In the upper right corner of the Web Manager interface, click Logout.

2. You receive a prompt to confirm the log out. Click OK.
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Web Manager User Interface

You are logged out of the current session. If the browser window remains open, you are
returned to the login screen.

Related links
Getting started with Web Manager on page 12

Web Manager User Interface

Solution  Call Management =~ System Settings  Security Manager ~ Applications

IP Office Web Manager

®

1 Menu bar selections.

Use these options to navigate to Web Manager pages.

2 Current user.
This menu displays the current user name. It also contains:
+ a link to the Preferences page for the current user

* Logout

3 The help menu contains:

* a link to the Documentation

* The About command that opens a window to display version information and in service details.

Web Manager pages
The table lists the Web Manager pages that can be accessed from the menu bar.

Menu Bar Option Page
Solution Solution
Call Management » Users

« Extensions

* Groups

System Settings » Short Codes

* Incoming Call Route
* Time Profiles

» System Directory

* Locations

» System-SNMP

Table continues...
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Getting started with Web Manager

Menu Bar Option

Page

* |P Route
« Services

« Alternate Route Selection

Security Manager

« Service Users

 Certificates

Applications « |P Office Manager

» Voicemail Pro — System Preferences
* Voicemail Pro — Call Flow Management
+ one-X Portal
* WebRTC Configuration
* Web License Manager
* File Manager

Related links

Getting started with

Web Manager on page 12

User Preferences

Navigation: Menu B

ar Current User Icon > Preferences

Field

Description

Password / Confirm
Password

Change the password of the currently logged in user.

Accessibility

Enables accessibility features.

Application Preference

S

Inactivity Timeout

Default = 30 seconds.

If no activity is detected, the time in seconds after which the Web Manager interface
will close and return to the login screen.

Web Manager
Logging Level

Default = DEBUG.

The level of logging information written to the Web Manager log file. The options are:
* INFO

+ DEBUG

*+ ERROR
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User Preferences

Field

Description

Set current user for
configuration
synchronization

Sets the current logged in user for all the background configuration synchronization
tasks.

Use Proxy

Enables communication with expansion systems using the Primary Server’s proxy.

IP Address

If Use Proxy is enabled and an IP address is specified, then the IP address is used
during the upgrade of expansion systems.

Consolidate Objects

Default = No.

When enabled, global objects are formed. Global objects are common across all
systems in the Server Edition solution.

Related links

Getting started with Web Manager on page 12
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Chapter 4: Solution page

Navigation: Solution

Main content pane

The Solution main content pane lists all the servers in the Server Edition solution.

Server type

Description

Primary Server

A single Server Edition Primary server provides IP Office, Voicemail Pro, and
Avaya one-X® Portal for IP Office.

Secondary Server

You can optionally add a Server Edition Secondary server to increase the
capacity and provide resilience.

Expansion Server

IP Office Server Edition supports expansion systems which provide additional
capacity, support analog or digital interfaces, and remote locations. A Server
Edition Expansion System can be an IP500 V2 that is optimized for an hybrid
of analogue/TDM and IP deployments or IP Office for Linux server that is
optimized for IP only deployments.

one-X® Portal

You can optionally configure a separate application server dedicated to Avaya
one-X® Portal to provide more one-X Portal user capacity above the
maximum that a Server Edition Primary Server supports.

Application Server

The Application Server is an external, rack mounted server that provides
scalability for larger IP Office installations and multi site deployments. The
Application Server supports the Voicemail Pro and one-X Portal for IP Office
applications.

Unified Communication
Module (UCM)

The UCM is an embedded server on the IP500 V2 that allows Linux based IP
Office applications to be run within the IP Office control unit rather than
requiring separate PCs. The UCM supports the Voicemail Pro and one-X
Portal for IP Office applications.

Contact Store

The standard call recording facilities provided with IP Office and Voicemail
Pro can be extended further by using Contact Store.

Solution filters

Click Configure filter to create a custom filter.

Filter Description
View All Display all control units.
Type Servers Display all Primary and Secondary servers.
Expansion Unit | Display all expansion units.
Table continues...
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Solution Objects

Filter Description
Status Online Display all currently active control units.
Offline Display all offline control units.
Related links

Solution Objects on page 19
Solution Settings on page 20
Actions on page 28

Server Menu on page 34

Solution Objects

Navigation: Solution > Solution Objects

Click the Global Objects down arrow to display a list of configured global objects. Clicking a list
item opens the configuration page for the object. The following global objects are listed.

* Users

* Time Profiles
* Groups

* Locations

» Short Codes
* Directory

© Note:

For release 9.1 and higher, record consolidation is no longer supported for Incoming Call
Routes.

By default, to maintain the configurations of the systems in a Server Edition solution, certain types of
configuration records are treated differently. Short Code, Time Profile, Account Code and User
Rights records are only shown at the solution level and cannot be edited in individual system
configurations. However, Manager invisibly replicates these records, adding a copy to the
configuration of each system in the solution and updating those copies when necessary.

In Web Manager, consolidated records are shown at the top the Solutions page, under Solution
Objects.

In Manager, operation of record consolidation is controlled by the File > Preferences >
Preferences setting Consolidate Solution to Primary Settings. By default that setting is selected.
The setting has the following effects.

If Consolidate Network to Primary Settings is selected:

* Entry and administration of Short Code, Time Profile, Account Code and User Rights
records is performed only at the solution level.

* Those records are then automatically replicated in the configurations of all the systems in the
solution but are still only visible and editable at the solution level.
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Solution page

* When the configurations are loaded into Manager or when this setting is changed to become
selected, if any inconsistency between records are found, a Consolidation Report is
displayed. This report allows selection of whether to update the system to match the primary or
to update the primary to match.

If Consolidate Network to Primary Settings is not selected:

Entry and administration of Short Code, Time Profile, Account Code and User Rights records
can be performed at both the solution and individual system levels.

* Records entered and edited at the solution level are automatically replicated in the
configurations of all the systems in the solution. Manager displays a label on the record
indicating that it is a record that is shared across the solution.

* If a shared record is edited at the individual system level, that copy of the record is no longer
shared with the other systems. It will not be updated by any changes to the solution level
version of the same record.

* No consolidation checking for inconsistencies is done by Manager when the configurations are
loaded.

Related links
Solution page on page 18

Solution Settings

Navigation: Solution > Solution Settings

Related links
Solution page on page 18
View Scheduled Jobs on page 20
Remote Server on page 21
Proxy field descriptions on page 22
Application Server field descriptions on page 23
User Synchronization Using LDAP on page 23

View Scheduled Jobs

Solution > Solution Settings > View Scheduled Jobs

Selecting Schedule Jobs from the Solution Settings list displays a table of existing scheduled
jobs.

Click the delete icon to remove a schedule option.
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Solution Settings

Field Description

IP Address IP address of the server on which the job is scheduled.

Operation The type of Operation.

Recurring When Yes is selected, the action will reoccur based on the value in the
Frequency field. When No is selected, the action will occur only once.

Frequency Schedule actions to reoccur Daily, Weekly, or Monthly.

Day The day on which the action occures. Presentation depends on the Frequency
setting.

* When Frequency is set to Daily, the field is disabled.

* When Frequency is set to Weekly, the range is the days of the week from
Monday to Sunday.

* When Frequency is set to Monthly, the range is 1 to 28.

Status

Related links
Solution Settings on page 20

Remote Server

Navigation: Solution > Solution Settings > Remote Server

Selecting Remote Server from the Solution Settings list displays current remote server entries.
Click the icons beside a record to edit or delete.

Click Add/Edit Remote Server to create a new remote server.

Related links
Solution Settings on page 20
Add Remote Server on page 21

Add Remote Server
Navigation: Solution > Solution Settings > Remote Server > Add/Edit Remote Server
Configuring a remote server may be required to
» download an ISO file from a remote server
* perform backup and restore actions on a remote server
Additional configuration information
For additional information on backup and restore, see Backup and Restore on page 203.
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Solution page

Configuration settings

Field

Description

Storage Type

This field is only displayed on virtual servers deployed in a Google cloud
environment. The options are:

» Google Storage: Select this option you are using a Google Storage server
inside the Google cloud.

» Custom Storage: Select this option if you are not using a Google Storage
server.

Server Name

A meaningful name for the remote server. Remote server names can be selected
from other windows.

Protocol

Protocol supported by the remote server. The options are

* http

* https

« ftp

» sftp

* scp

* When performing a backup to a Windows server with SCP, use OpenSSH.

» For backup and restore, you can use HTTP, HTTPS, SFTP and SCP to connect
to a remote IP Office Linux server.

HTTP and HTTPS can only be used to connect to an IP Office server. HTTP/
HTTPS backup to a non-IP Office server is not supported.

° Note:

To create a dedicated IP Office Linux server for backup and restore, install
an IP Office Application Server without enabling the Voicemail Pro and one-X
Portal for IP Office applications on that server.

Remote Server

IP address or Domain name of remote server.

Port Port of remote server.

Remote Path Default path on the remote server.

User Name If required, the user name for logging in to the remote server.
Related links

Remote Server on page 21

Proxy field descriptions

Solution > Solution Settings > Proxy

Configuring proxy details may be required to

» download an ISO file from a remote server
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Solution Settings

+ perform backup and restore actions on a remote server
Selecting Proxy from the Solution Settings list displays current proxy detail entries.
Click Add New Proxy to create a new proxy.
Click the edit icon to change the settings for an existing proxy.

Click the delete icon to remove an existing proxy.

Field Description
Proxy Name A meaningful name for the proxy. Proxy names can be selected from other
windows.
Proxy Server IP address or Domain name of proxy server.
Proxy Port Port used for the proxy server.
User Name If required, the user name for logging in to the proxy server.
Password If required, the password for logging in to the proxy server.
Related links

Solution Settings on page 20

Application Server field descriptions
Solution > Solution Settings > Application Server

If an application server is deployed in the network, select Application Server and enter the
Application Server IP Address.

Related links
Solution Settings on page 20

User Synchronization Using LDAP

Navigation: Solution > Solution Settings > User Synchronization Using LDAP

Lightweight Directory Access Protocol (LDAP) is a software protocol for enabling anyone to locate
organizations, individuals, and other resources such as files and devices in a network, whether on
the internet or on a corporate intranet. IP Office supports LDAP version 2.

LDAP synchronization allows an administrator to quickly configure the IP Office system with users
and extensions for the users based on an organization’s LDAP directory. An LDAP directory is
organized in a simple tree consisting of the following hierarchy of levels:

1. The root directory (the starting place or the source of the tree)
2. Countries
3. Organizations

4. Organizational units (divisions, departments, etc.)
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Solution page

5. Individuals (which includes people, files, and shared resources, for example printers)

An LDAP directory can be distributed among many servers. Each server can have a replicated
version of the total directory that is synchronized periodically. An LDAP server is called a Directory
System Agent (DSA). An LDAP server that receives a request from a user takes responsibility for
the request, passing it to other DSA's as necessary, but ensuring a single coordinated response for
the user.

LDAP directory synchronization allows the IP Office telephone number directory to be synchronized
with the information on an LDAP server. |IP Office interoperate with any server that supports LDAP
Version 2.

Related links

Solution Settings on page 20

Connect to Directory Service on page 24
Synchronize User Fields on page 25
View Jobs on page 27

Manage User Provisioning Rules on page 27

Connect to Directory Service

Navigation: Solution > Solution Settings > User Synchronization Using LDAP > Connect to

Directory Service

Use this page to define the connection to the LDAP server and to define the parameters for
searching the LDAP directory. All fields are mandatory.

Field Description
Host Default = Blank.
The host name or IP address of the LDAP server.
Port Default = Blank.
The listening port on the LDAP server. The standard ports used by the LDAP
directory are 389 or 90389.
User Name Default = Blank.
The user name used to log in to the LDAP server.
Password Default = Blank.

The password for the user account used to log in to the LDAP server.

User Schema

Default = Blank.

Specifies the type of resource in LDAP. For example, the type of user.

Search Filter

Default = Blank.

Specifies which objects under the base are of interest. The search is applicable to
the project name and location values for each employee.

Example search values:

» Search for all the names starting with “A”: name=A*
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Solution Settings

Field

Description

* Get all the phone numbers in a domain, either telephone number or mobile: (|
(telephonenumber=*)(mobile=*))

* 1. Search for a user who is a member of cn=group1, cn=user, dc=acme,dc=com
and with a telephone number:

(&(memberof=cn=group1,cn=users,dc=acme,dc=com)(telephonenumber=*))

Base Distinguished
Name

Default = Blank.

Specifies the point in the LDAP tree to start searching. Specify the hierarchy in
reverse order. For example:

OU=SBSUsers,OU=Users,0U=MyBusiness,DC=dnsroot,DC=ipoyvr,DC=ca

Use SSL

Default = No.

When set to Yes, a secure (SSL) connection must be used to connect to the LDAP
server.

Test Connection

When clicked, Web Manager attempts to connect to the LDAP server with the
specified credentials.

Save

If the Test Connection action is successful, Save is enabled. Click to save the
configuration.

Related links

User Synchronization Using LDAP on page 23

Synchronize User Fields

Navigation: Solution > Solution Settings > User Synchronization Using LDAP > Synchronize

User Fields

Use this page to map IP Office user fields to LDAP fields. The following IP Office fields can be

mapped.

» User Identification

Mandatory. This field must be unique for each user to be imported into IP Office.

* Name

Mandatory. The name of the user. User names must be unique across the system. If more than
one user has the same name, only the first name must be unique.

e Full Name

Optional. The full name of the user.

* Email

Optional. The email address for the user.

» Extension

Optional. The extension number of the user, if it is provided in LDAP.
* User Profile Template

Optional. Provide a user profile rule (UPR) for the users to be imported into IP Office. To create
and manage UPRs, see Solution > Solution Settings > User Synchronization Using
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Solution page

LDAP > Manage User Provisioning Rules. The name of the field in LDAP providing the UPR
must exactly match the name of the UPR created in IP Office.

» System Field
- LAN 1 Address

Optional. Provide the LDAP field that maps to the IP Office LAN1 IP Address field. If this
field is provided, users are created using this IP address.

- LAN 2 Address

Optional. Provide the LDAP field that maps to the IP Office LAN2 IP Address field. If this
field is provided, users are created using this IP address.

- System Name

Optional. Provide the LDAP field that maps to IP Office field System Name. If this field is
provided, users are created using this IP address.

- FQDN

Optional. Provide the LDAP field that maps to the IP Office field FQDN. If this field is
provided, users will be created to this IP-address.

IP Office user fields are described under Call Management > Users > Add Users > User

Field Description

Operations in Synchronization

New Use defined settings to create new users.

When a new user is created in LDAP, a new IP Office user is created the next time
synchronization occurs.

Update Use defined settings to update existing users.

When a user is edited in LDAP, the IP Office user is edited the next time
synchronization occurs.

Delete Use defined settings to delete users.

When a user is deleted in LDAP, the IP Office user is deleted the next time
synchronization occurs.

Schedule Options
Use Schedule Default = Off
Start Date Default = Blank.

Click the calendar icon to select a start date.

Start Time Click the arrow to select a start time.

Recurring Schedule | Default = No.

Setting to Yes displays the configuration options.

Frequency Default = Weekly.

Table continues...
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Solution Settings

Field Description
The options are:
+ Daily
* Weekly
* Monthly
Day of Week / Day of | Default = Blank.
Month

Depending on the Frequency setting, select a Day of Week or Day of Month.

Preview Results

Display a preview of the synchronization results based on the current settings.

Synchronize

Click to start the synchronization operation.

© mportant:

In order to perform the synchronization operation, you must set the current user
for background configuration synchronization tasks. If this was not done when
logging on to Web Manager, go to Menu Bar Current User Icon > Preferences
and set Set current user for configuration synchronization to Yes.

Related links

User Synchronization Using LDAP on page 23

View Jobs

Navigation: Solution > Solution Settings > User Synchronization Using LDAP > View Jobs

Field Description
Job Name A system generated name.
Start Time The scheduling information for the job based on the settings defined on the
R . Synchronize User Fields page.
ecurring
Frequency
Status The status can be

» Scheduled
* Running

+ Completed

Scheduled By

The user name of the user that scheduled the job.

Related links

User Synchronization Using LDAP on page 23

Manage User Provisioning Rules

Navigation: Solution > Solution Settings > User Synchronization Using LDAP > Manage User
Provisioning Rules
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Solution page

A user provisioning rule (UPR) provides a way to manage the users to be imported. A UPR can
provide the following properties for importing users.

« the IP Office system where the users are created

» starting extension

» extension template

* extension type

* user template

Field Description

User Provisioning Default = Blank.

Rule Name Enter a descriptive name for the rule.
IP Office Name Default = Blank.

Select the IP Office system from the list.

Start Extension

Default = Blank.

Specify the extension number from which to start. Extensions are created on IP Office
in ascending order, for example 1020, 1021, 1022, etc.

Select Extension
Template

Default = Blank.

Select an extension template from the list. You can define extension templates by
selecting Call Management > Extensions > Actions > Template Management.

Extension Type

Default = Blank.

The options are:

* H323 Extenstion

+ IP DECT Extension

» SIP DECT Extension

» SIP Extension

Select User Template

Default = Blank.

Select a user template from the list. You can define user templates by selecting Call
Management > Users > Actions > Template Management.

Related links

User Synchronization Using LDAP on page 23

Actions

Navigation: Solution > Actions

Related links

Solution page on page 18
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Actions

Backup on page 29
Restore on page 31

Transfer ISO on page 33
Upgrade field descriptions on page 33

Synchronize Service User and System Password on page 34

Backup

Navigation: Solution > Actions > Backup

Solution > Server menu > Backup

Additional configuration information

For additional information on backup and restore, see Backup and Restore on page 203.

Configuration Settings

You can backup multiple servers with the same action. Select the check boxes in the server list for
the servers you want to backup. When one or more of the server check boxes is checked, the
Backup option in the Actions menu is enabled. To perform a backup on a single server, select
Backup from the drop down list for the server.

To recover a failed server or a failed server upgrade the system backs up the configuration of the
server, application and user data in a single file set locally or remotely. You can use this backup file
to restore the server or a failed server upgrade. The system backs up the configuration of the
application to a local drive, in a predefined directory. You can take a backup of the primary server on
a local drive or a remote file server, which can optionally be the secondary server.

© security alert:

Backup and restore actions to a remote server using HTTP/HTTPS must only be performed
using servers inside a secure, trusted network. HTTP and HTTPS can only be used to connect
to an IP Office server. HTTP/HTTPS backup to a non-IP Office server is not supported.

© Note:

When managing a Server Edition solution with Web Manager, it must be managed from the
Primary Server if the Primary Server is active. If the Primary Server is not active, you can
perform management tasks from the Secondary Server, but not upgrade or backup and restore.

Field

Description

Backup Configuration

Select IP Office Sets

Default = Blank.
You can select IP Office Configuration.
When selected for IP500 V2 Expansion systems, backs up

 Configuration

» Security Settings
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Solution page

Field

Description

* DHCP Allocations
* Call log

When selected for Primary, Secondary, one-X Portal Server, and Linux Expansion
systems, backs up

* Linux Server Settings

+ Web Management Settings
+ Configuration

» Security Settings

DHCP Allocations

+ Call log

This backup set does not include any back data on the server itself.

Select one-X Portal
Sets

Default = Blank.

You can select one-X Portal Configuration. Backs up one-X Portal server settings.

Select Voicemail Pro
Sets

Default = Blank.
You can select from the following options.
* None
» Voicemail Pro Configuration: Backs up
- Voicemail Pro server preferences
- Call flows
* Messages & Recordings: Backs up
- Voice mailbox contents
- Call recordings
* Voicemail Pro Full: Backs up
- Voicemail Pro server preferences
- Call flows

- Voice mailbox contents

Call recordings

» Selective Voicemails

Select Contact
Recorder Sets

Default = Blank.

You can select IP Office Configuration.

Backup Label

Remote Server
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Actions

Field Description
Select Remote A list of defined remote servers. You can select Add a Remote Server to define a
Server server.

Remote servers can also be defined at Solution > Solution Settings > Remote
Server.

Proxy Settings

Use Proxy

Default = Off

Select Proxy

Schedule Options

Use these settings to schedule a backup event. You can configure a regular backup routine using the
Recurring Schedule options.

Use Schedule

Default = Off

Start Date Default = Blank.
Click the calendar icon to select a start date.
Start Time Click the arrow to select a start time.

Recurring Schedule

Default = No.

Setting to Yes displays the configuration options.

Frequency Default = Daily.
The options are:
+ Daily
* Weekly
* Monthly
Day of Week / Day of | Default = Blank.
Month Depending on the Frequency setting, select a Day of Week or Day of Month.
Related links

Actions on page 28

Restore

Navigation:

» Solution > Actions > Restore

» Solution > Server Menu > Restore

Additional configuration information

For additional information on backup and restore, see Backup and Restore on page 203.
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Solution page

Configuration Settings

You can restore multiple servers with the same action. Select the check boxes in the server list for
the servers you want to restore. When one or more of the server check boxes is checked, the
Restore option in the Actions menu is enabled. To perform a restore on a single server, select
Restore from the drop down list for the server.

You can restore the primary server using the backup file on a local drive or a remote file server,
which can optionally be the secondary server.

o

o

Security alert:

Backup and restore actions to a remote server using HTTP/HTTPS must only be performed
using servers inside a secure, trusted network. HTTP and HTTPS can only be used to connect
to an IP Office server. HTTP/HTTPS backup to a non-IP Office server is not supported.

Note:

When managing a Server Edition solution with Web Manager, it must be managed from the
Primary Server if the Primary Server is active. If the Primary Server is not active, you can
perform management tasks from the Secondary Server, but not upgrade or backup and restore.

Note:

To restore a Voicemail Pro backup taken from an earlier Voicemail Pro software version, you
must use Web Control to perform the restore. Do not use Web Manager.

To launch Web Control, open a browser window and enter https://
<IP Office ip address>:7071.

Do not use Web Control to restore backups taken from the current software version. Use Web
Manager.

Field

| Description

Restore Source

Select Remote Server |

Restore Points

Get Restore Points

Name

Node Type

IP Address

Version

Set

Time Stamp

Related links
Actions on page 28
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Actions

Transfer ISO

Solution > Actions > Download ISO

An ISO file of the IP Office software is required to perform an upgrade.

Field

Description

Available Version

Displays the release number and the build number in the format <release
number>-<build number>

Transfer From

You can transfer an ISO file from the following locations:
* Remote Location

* Primary Server Path

+ Client Machine

* DVD Primary Server

File path

Specify the path to the ISO file. Enabled when Remote Location or Primary
Server Path is selected in the Transfer From field.

Select Remote Server

Enabled when Remote Location is selected in the Transfer From field.

Use Proxy

Enabled when Remote Location is selected in the Transfer From field.

Select Proxy

Enabled when Use proxy is checked.

Select ISO

Enabled when Client Machine is selected in the Transfer From field.

Related links
Actions on page 28

Upgrade field descriptions

Navigation: Solution > Actions > Upgrade

You can upgrade multiple servers with the same action. Select the check boxes in the server list for
the servers you want to upgrade. When one or more of the server check boxes is checked, the
Upgrade option in the Actions menu is enabled. To perform a backup on a single server, select
Upgrade from the drop down list for the server.

When managing a Server Edition solution with Web Manager, it must be managed from the Primary
Server if the Primary Server is active. If the Primary Server is not active, you can perform
management tasks from the Secondary Server, but not upgrade or backup and restore.

For information on performing an upgrade, see Deploying IP Office Server Edition Solution.

Field Description
Upgrade from Primary server is the only option. All systems are upgraded from the Primary
Server.
Table continues. ..
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Solution page

Field Description

Schedule job You can schedule the upgrade. Select the Schedule check box to enable the
Select Schedule field.

Select Schedule The Select Schedule list contains upgrade schedules defined in the Schedule
Options window.

Related links
Actions on page 28

Synchronize Service User and System Password

Navigation: Solution > Actions > Synchronize Service User and System Password

Synchronizing the service user and system password enables single sign on for all systems and
applications across the solution. To enable single sign on, you must configure a service user with
security web service rights and with the same credentials (user ID and password) on each system in
the Server Edition solution. You then use this common user to manage all other service users.

Performing a security settings reset from Manager or Web Manager will disable single sign on since
there is no longer a common user with common credentials. In this case, reset the password of the
common user to the common value. To synchronize the password, select the Primary Server and
one or more additional systems on the Solution page and then select Actions > Synchronize
Service User and System Password.

If the password on one or more systems is not synchronized, the Provide Credentials window
opens. In this window, you can enter the common credentials for the service user on each system
that is not currently synchronized.

Related links
Actions on page 28

Server Menu

Navigation: Server Menu

The Solution page lists all the servers in a Server Edition network. To the left of each server listed,
there is

* The Server Menu

» A chevron that allows you to display or hide the server inventory. The server inventory provides
a summary of the objects provisioned on the server.
Related links

Solution page on page 18
Dashboard on page 35
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Server Menu

Platform on page 35
On-boarding on page 45
Launch SSA on page 45
Service Commands on page 46

Dashboard

Navigation: Server Menu > Dashboard

The Dashboard is a read only detailed inventory of the server. The following information is
displayed:

» Control Unit type

* Hardware Installed
» System Information
» Feature Configured
* Licenses Installed

» Users by Profile

Available Extensions
* Available Groups
Clicking a link brings you to the main page for the record type.

Related links
Server Menu on page 34

Platform

Navigation: Server Menu > Platform View

Related links
Server Menu on page 34
System on page 35
Logs on page 37
Updates on page 37
Settings on page 38

AppCenter on page 44
VNC on page 44

System

Navigation: Server Menu > Platform View > System
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Solution page

The System page provides a status overview of the server. The main content pain contains two
sections, Services and System.

Services

A list of the services being supported by the server and provides a status summary. Use the Start All
and Stop All buttons to start or stop all services on the server. The following status elements are

displayed.
Field Description
Start automatically When enabled, the service is configured to start automatically.
check box

Service name and
software version

The service name, software release number and build number.

Up Time

The system running time since the last server start.

Mem/CPU Usage

Displays the current memory and CUP usage. Clicking the current usage text
opens a summary graph.

Stop/Start

Click to stop or start the service. You can also use the Start All and Stop All
buttons.

Notifications

A summary of the most recent log messages generated by the services running
on the control unit. Detailed information is available on the Logs page.

System

Provides a general overview of the sever status and controls to shutdown or reboot the server. Note
that it may take up to 10 minutes for CPU usage data to appear after a server reboot.

Control

Description

Shutdown

Selecting Shutdown stops all the application services and then shuts down the
server. Use this process when it is necessary to switch off the server for any
period. Once the shut down is complete, power to the server can be switched off.
To restart the server, switch the power back on.

Reboot

Selecting Reboot stops all the application services and then stops and restarts
the server and services.

The left side of the display contains graphs for CPU Usage History, Memory Usage, Disk Usage.
The right side of the display contains the following status information.

Field Description

OS/Kernel The overall version of the Linux operating system installed on the server and the
version of the operating system kernel.

Up Time The system running time since the last server start.

Server Time

The current time on the server.

Average CPU Load

The average CPU load (percentage use) for the preceding minute, 5 minute and
15 minute periods.

Material Code

The material code for the server. This code is used as part of the system
registration with the Avaya Global Registration Tool (GRT).
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Server Menu

Field Description

Model Info The model information for the server.

System Manufacturer | The manufacturer's serial number for the server.
Serial No

Speed The processor speed.

Cores The number of processor cores.

Hard Disk Size The hard disk size.

RAM The amount of RAM memory.

Disk RAID Levels The RAID type, if any, being used.

Disk Array Types The type of disk array being used for RAID.
Virtualized Indicates if the server is running as a virtualized session.

Last Successful Logon | The date and time of the last successful logon, including the current logon.

Unsuccessful Logon A count of unsuccessful logon attempts.
Attempts

Related links
Platform on page 35

Logs
Navigation: Server Menu > Platform View > Logs

The Logs page contains a menu bar with the following items.

Log type Description
Debug Logs View the current log files for the server and the application services hosted by the
server.

Syslog Event Viewer View Syslog log records received or generated by the server.

Download Create and download archive files of existing log records.

Related links
Platform on page 35

Updates
Navigation: Server Menu > Platform View > Updates

The Updates page displays the versions of operating system files and application files available in
the file repositories for the server. The file repository locations are configured through the
Settings > General page.

The main content pain contains two sections, System and Services.
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Solution page

A Warning:

Before using any upgrade, refer to the IP Office Technical Bulletin for the IP Office release to
confirm that Avaya supports the upgrade path. Some releases include changes that require
additional steps. In all cases, always backup all application data before upgrading.

System
The System section displays operating system details and available updates.
Control Description
Check Now Click to recheck the version of update files available in the file repository.

Normally, this occurs automatically when the Updates page is loaded.

Review updates

Click to display a list of the available update files. You can select the updates you
want to install.

Update All

Click to install all available updates.

Services

The Services section displays details of the current version of each application installed and the
latest version available. The Change Version, Update, Update All, and Install buttons are only
enabled when appropriate update files are available in the applications software repository.

Control

Description

Check Now

Click to recheck the version of update files available in the file repository.
Normally, this occurs automatically when the Updates page is loaded.

Clear Local Cache

Click to remove older update installation files and other material that may
accumulate on the server over time.

Update All

When selected, applications that support upgrading without being uninstalled are
updated to the latest versions available in the application file repository.

Change Version

Click to show the update files available for the related application in the server's
file repository. The current version is selected. Select another version and click
Apply to upgrade or downgrade to the selected version.

Update

Click to update the application to the latest version available in the application file
repository.

Install/Uninstall

The button toggles depending on if there are application files available in the
repository. Click to install or uninstall the selected application.

Related links
Platform on page 35

Settings

Navigation: Server Menu > Platform View > Settings

The Settings page contains a menu bar with the following items.

* General: General server settings such as the locations of software update repositories.

+ System: View and manage the server settings.
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Related links

Platform on page 35

Server Menu

Settings — General on page 39
Settings — System on page 41

Settings — General

Navigation: Server Menu > Platform View > Settings > General

The General page displays server settings, such as the locations of software update repositories.

Field / Control

Description

Software Repositories

The sever can use either remote or local software repositories to store software update files. Separate
repositories are configured for operating system updates, IP Office application installation files and Windows
client files. The files uploaded or present in the file repositories are used on the Updates and Apps Center

pages.

URL If the Local option is not selected, this field is used to set the URL of a remote HTTP
file repository. Note that each repository must be different, the same URL must not
be used for multiple repositories.

Local This checkbox is used to set whether the file repository used is local or remote (a

folder on a HTTP web server specified in the Repository field).

File / Browse / Add

If the Local option is selected, the File field and adjacent buttons can be used to
browse to a specific update file. When the file is located and selected, click Add to
upload the file to the file store on the server.

Syslog

The Syslog section controls the receiving and forwarding of Syslog records. These options are not shown for a
Server Edition Linux Expansion systems.

Log files age (days)

Set the number of days each type of record is retained on the server before being
automatically deleted. Separate settings are available for each log type.

Apply general settings
to all file types

If selected, the setting for General log files is applied to all file types.

Max log size (MB)

Set the maximum total size of each type of records retained on the server before the
oldest records of that type are automatically deleted. Separate settings are available
for each log type.

Apply general settings
to all file types

If selected, the setting for General log files is applied to all file types.

Receiver Settings

These settings control if and how the server can receive Syslog records.

» Enable: If selected, the server is able to receive Syslog records using the port
configured below.

» TCP Port: Sets the port number used for receiving Syslog records if the Protocol
is set to TCP.

* UDP Port: Sets the port number used for receiving Syslog records if the Protocol
is set to UDP.
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Solution page

Field / Control

Description

Forward Destination 1

These settings control whether the server forwards copies of Syslog records it
receives to another server. If enabled, the server will forward copies of the Syslog
records it receives.

* IP Address: Sets the address of the destination server.
» Port: Set the destination port for the forwarded records.

* Protocol: Set the protocol, UDP or TCP, for the forwarding.

Forward Destination 2

These settings control wether the server forwards copies of the Syslog records it
receives to a second server. The settings are the same as for the first forwarding
destination.

Select Log Sources

These options allow selection of which server reporting to include in the Syslog
reports. The available options are:

» Authentication and authorization privileges
* Information stored by the Linux audit daemon (auditd)
* NNTP(News)/UUCP(Usenet) protocols

» Apache web server access_log and error_log

Certificates
Certified Authority The options are:
Settings * Create CA

* Import CA

Generate/Download

Certificate Settings

The options are:
* Renew automatically

« Create certificate for a different machine

Generate/Apply

Web Control

Inactivity Timeout

Select the period of inactivity after which the web session is automatically logged
out. Changing this value will require you to login again. The options are 5 minutes,
10 minutes, 30 minutes and 1 hour.

Voicemail Settings

Debug Level

This setting can be used to set the debug logging level used by the Voicemail Pro
application if running. For the one-X Portal for IP Office application, the logging level
is set through the applications own web administration menus. Log files are
retrievable through the Logs | Download menu. The options are None, Critical,
Error, Warning, Information and Verbose. The default level is Critical.

Contact Recorder
Settings

Debug Level

This setting can be used to set the debug logging level used by the Contact
Recorder application if running. Log files are retrievable through the Logs |
Download menu. The options are None, Critical, Error, Warning, Information and
Verbose. The default level is Critical.

February 2016

Table continues...

Administering Avaya IP Office™ Platform with Web Manager 40

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya IP Office™ Platform with Web Manager

Server Menu

Field / Control Description

Watchdog Sets the number of days that log file records are retained. This does not affect log
file archives. Not applied to one-X Portal for IP Office which performs its own log file

Log files age (days) size limitation.

Set Login Banner Default = Blank.

The login menu can include custom text. For example, to indicate the server's role in
a network. This may be useful in a network with multiple servers. Use this field to set
the text that should be displayed on the login menu. After changing the text click
Save.

one-X Portal Settings The location of the one-X Portal for IP Office server, normally running on the
Use Local IP Primary Server, is required by other applications in a Server Edition network.

Select Use Local IP if the Primary Server is hosting the one-X Portal for IP Office
application.

Related links
Settings on page 38

Settings — System
Navigation: Server Menu > Platform View > Settings > System

On the System page, view and manage the server settings for the server.

Field / Control Description

Network

Network Interface Allows selection of network interfaces is currently being configured by the web form.
Within the IP Office configuration, EthO matches LAN1, Eth1 matches LAN2.

Host Name Sets the host name that the system should use. This setting requires the local
network to support a DNS server. Do not use localhost.
A Warning:

For a virtualized server, shown by the Virtualized value on the Home menu,
this field is part of the System Identification (SID) used for licensing. Changing
this value also changes the System Identification and so invalidates any
current licenses. If that happens, new licenses need to be obtained using the
new System Identification.

Use DHCP If selected, the IP address, subnet mask and default gateway information is
obtained by the server making DHCP requests. The related fields are greyed out
and cannot be set manually, instead they show the values obtained in response to
the DHCP request.

IP Address Displays the IP address set for the server. If DHCP is not being used, the field can
be edited to change the setting.

Subnet Mask Displays the subnet mask applied to the IP address. If DHCP is not being used, the
field can be edited to change the setting.
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Solution page

Field / Control

Description

Default Gateway

Displays the default gateway settings for routing. If DHCP is not being used, the
field can be edited to change the setting.

System DNS

Enter the address of the primary DNS server. This option is greyed out if the
address of the DNS server is set to be obtained from the DHCP server.

Automatically obtain
DNS from provider

This setting is only used if Use DHCP is also selected. If selected, the server
attempts to obtain DNS server details from the DHCP server.

Avaya Office LAN Settings

Avaya Office LAN1

These settings are used for the LAN1 interface of the server. LAN1 is also referred
to as LAN.

Enable traffic control

Select whether the web control menus should be used to adjust the IP Office LAN
settings.

Network Interface

Use the drop-down to select which port on the server should be used for LAN1.

Avaya Office LAN2

These settings are used for the LAN2 interface of the server. LAN2 is also referred
to as WAN.

Date and Time

These settings are used to

set or obtain a UTC date and time value for use by the system and services.

Date

Shows the current date being used by the server. If Enable Network Time Protocol
is selected, this is the date obtained from the NTP server and cannot be manually
changed.

For virtual servers this field is not used. If not using NTP, the virtual server takes its
date from the virtual server host platform.

Time

Shows the current UTC time being used by the server. If Enable Network Time
Protocol is selected, this is the time obtained from the NTP server and cannot be
manually changed. The current time being used by the server is shown on the
Home menu.

For virtual servers this field is not used. If not using NTP, the virtual server takes its
time from the virtual server host platform.

Timezone

In some instances the time displayed or used by a function needs to be the local
time rather than UTC time. The Timezone field is used to determine the appropriate
offset that should be applied to the UTC time above. Note that changing the
timezone can cause a Session expired message to appear in the browser.

A Warning:

For a virtualized server, shown by the Virtualized value on the Home menu,
this field is part of the System Identification (SID) used for licensing. Changing
this value also changes the System Identification and so invalidates any
current licenses. If that happens, new licenses need to be obtained using the
new System Identification.

Enable Network Time
Protocol

If this option is selected, the system will attempt to obtain the current UTC time from
the NTP servers listed in the NTP Servers list below. It will then use that time and
make regular NTP requests to update the date and time. The following options are
only used if Enable Network Time Protocol is selected.
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Server Menu

Field / Control

Description

NTP Servers

This field is used to enter the IP address of an NTP server or servers which should
be used when Enable Network Time Protocol is selected. Enter each address as a
separate line. The network administrator or ISP may have an NTP server for this
purpose. A list of publicly accessible NTP servers is available at http://
support.ntp.org/bin/view/Servers/\WebHome, however it is your responsibility to
make sure you are aware of the usage policy for any servers you choose. Choosing
several unrelated NTP servers is recommended in case one of the servers you are
using becomes unreachable or its clock is unreliable. The operating system uses
the responses it receives from the servers to determine which are reliable.

The IP Office system can also use NTP to obtain its system time.

Authentication

Enable referred
authentication

HTTP Server

Enable HTTP file store
for backup/restore

Change Root Password

New Password

Enter the new password for the server's root account. Enter again to confirm.

Change Local Linux Account Password

Account Name

The user name for the local Linux account.

New Password

Enter the new password for the server's root account. Enter again to confirm.

System ldentification

These settings are shown are for information only.

System ID (SID)

This is the unique system reference that is used to validate licenses issued for this
particular system. For a physical server this is a unique value based on the server
hardware. For a virtual server this value is based on several factors including the
LAN1 and LANZ2 IP addresses, the host name and the timezone. If any of those are
changed, the System ID changes and any existing licenses become invalid.

Licensing Mode

Indicates the licensing method being used by the system. Internal indicates that the
system uses the unique system ID. Currently Internal is the only supported option.

Firewall Settings

Status

Active

Enable Filtering

Enable TCP ports

Enable UDP ports

Additional Hard Drive
Settings

Related links
Settings on page 38
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Solution page

AppCenter

Navigation: Server Menu > Platform View > AppCenter

The AppCenter page is used to download files for use on the local PC. The file repository location
is configured through the Settings > General page.

The files included in the installation may vary. Typical files are listed below. Note that some
packages require the addition of licenses to the system and configuration changes. Refer to the
specific installation manuals for those applications.

Application Description

VmPro...ClientOnly.exe | The installation package for the Voicemail Pro client application used to administer
the Voicemail Pro server application.

VmPro...Mapi.exe The installation package for the MAPI proxy. This can be installed on a Windows
PC in the same network as the Windows Exchange server. It allows the Linux
based Voicemail Pro server to access UMS services. Refer to the Voicemail Pro
installation manual.

Admin... the installation package for the Manager application. Note that this is an installer for
Manager, System Monitor and System Status Application tools only. It is not the full
IP Office Administration and User package used with other IP Office systems.

DLink... The installation package for the IP Office DevLink 3rd-party TAPI interface.

Flare... The installation package for the IP Office Flare application.

TAPI... The installation package for the IP Office 1st -party TAPI interface.

Softconsole... The installation package for the IP Office SoftConsole application. This is an
application used by receptionist and operator type users to answer and distribute
incoming calls.

...Softphone... A SIP softphone application for use by individual users. Separate installation
packages are provided for Windows and Mac PCs.

Related links

Platform on page 35

VNC

Navigation: Server Menu > Platform View > VNC

The VNC page allows you to configure VNC access to the servers graphical desktop. You then have
VNC access either through these menus or by using third-party software.

Menu Description
Settings Used to start and stop the VNC service supported on the server. The password
used is the root password for the server. The Port settings must be matched by the
VNC client used to access the desktop.
View Used to connect to and display the desktop using VNC. Once the password is
accepted, the operating system desktop is displayed.
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Server Menu

Related links
Platform on page 35

On-boarding
Navigation: Solution > Server Menu > On-boarding

Additional configuration information

 For a procedure on configuring IP Office for Avaya support through an SSL VPN, see On-
boarding on page 214.

* For full details on how to configure and administer SSL VPN services, refer to Deploying Avaya
IP Office™ Platform SSL VPN Services.

Configuration settings

On-boarding refers to the configuration of an SSL VPN service in order to enable remote
management services to customers, such as fault management, monitoring, and administration.

A Warning:

The process of 'on-boarding automatically creates an SSL VPN service in the system
configuration when the on-boarding file is uploaded to the system. Care should be taken not to
delete or modify such a service except when advised to by Avaya.

Field Descriptions

TAA series hardware Set to On if your catalog description ends with the letters "TAA". For example: IP
OFFICE 500 VERSION 2 CONTROL UNIT TAA. This assists in creating an accurate
install base record. If you are unsure whether the catalog description ends in TAA or
not, leave this box unmarked.

Get Inventory File When you configure the SSL VPN service on a new system, you must begin by
generating an inventory of the IP Office system.

Register IP Office Opens a browser window for the GRT web site. You are prompted for a user ID and
password. On the GRT web site, enter the required data for the IP Office system.

Upload On-boarding The inventory file that you generated is uploaded to the GRT and the inventory data
file is populated in the Avaya Customer Support (ACS) database.

Related links
Server Menu on page 34

Launch SSA

Navigation: Server Menu > Platform View > Launch SSA

The System Status Application is a diagnostic tool for system managers and administrators and is
used to monitor and check the status of systems. Select Launch SSA from the menu for a server to
check the status of that server. For more information, see IP Office Using System Status.
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Solution page

Related links
Server Menu on page 34

Service Commands

Navigation: Server Menu > Platform View > Service Commands

Related links
Server Menu on page 34
Restart IP Office Service on page 46
Erase Configuration on page 46
Erase Security Settings on page 46
In Service Release/Date on page 47

Restart IP Office Service

Navigation: Server Menu > Platform View > Service Commands > Restart IP Office Service

When this command is selected, the Reboot window opens. When the reboot occurs can be
selected as follows:

* Immediate Send the configuration and then reboot the system.
* When Free Send the configuration and reboot the system when there are no calls in progress.

» Timed The same as When Free but waits for a specific time after which it then waits for there
to be no calls in progress. The time is specified by selecting a time from the drop down list.

Related links
Service Commands on page 46

Erase Configuration
Navigation: Server Menu > Platform View > Service Commands > Erase Configuration

The Erase Configuration command returns the configuration settings of a system back to their
default values. It does not affect the system's security settings or audit trail record.

Related links
Service Commands on page 46

Erase Security Settings
Navigation: Server Menu > Platform View > Service Commands > Erase Security Settings

The Erase Security Settings command returns the security settings of a system back to their
default values. This action does not affect the system's configuration or audit trail record.

Note that any security certificates stored and being used by the system are deleted. Any services
currently using those certificates are disconnected and disabled until the appropriate certificates are
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Server Menu

added back to the system's security configuration. That includes SSL VPN connections being used
to perform system maintenance.

The name and password required to use this command are those used for security configuration
access.

For IP500 and IP500 V2 control units, if the security settings cannot be defaulted using this

command, they can be defaulted using a DTE cable connection to the system. Refer to the IP Office
Installation manual for details.

Related links
Service Commands on page 46

In Service Release/Date

Navigation: Server Menu > Platform View > Service Commands > In Service/Release Date
Describe this action.

Related links
Service Commands on page 46
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Chapter 5: Call Management

Related links
Users on page 48
Extension on page 97

Groups on page 111
Auto Attendant on page 134

Users

Navigation: Call Management > Users

Main content pane

The Users main content pane lists provisioned users. The contents of the list depends on the filter
option selected.

User Filters
Filter Description
Show All List all provisioned users on all systems.
Systems List the users provisioned on a specific system.
User Type List a specific provisioned user type on all systems.
User Rights List users provisioned with specific user rights on all systems.
Hunt Groups List users that are members of a hunt group.
Related links

Call Management on page 48
User Actions on page 48
Add Users on page 50

User Actions

Navigation: Call Management > Users > Actions
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Users

Related links
Users on page 48
Import Users on page 49

Export users on page 49
User Template Management on page 49

Create From Template on page 49

Import Users
Navigation: Call Management > Users > Actions > Import Users

Bulk provision users by importing a xml or csv file. You can download example files.

Field Descriptions

Import To Specify the system where the file will be imported to.
Select a File Select the file on the local machine.

Sample Import Files Download a sample user file.

Related links
User Actions on page 48

Export users

Navigation: Call Management > Users > Actions > Export Users

Export a list of users to an .xml file on the local machine. When the Export window opens, you have
the option to export all users or only the users currently listed in the main content pane.

Related links
User Actions on page 48

User Template Management

Navigation: Call Management > Users > Actions > Template Management

Select the Template Management action to open the User Templates page. Click Add to define a
user template.

Related links
User Actions on page 48
Create From Template
Navigation: Call Management > Users > Actions > Create From Template

Use this page to add users using a template. You can define user templates by selecting Call
Management > Users > Actions > Template Management.

When you click Create From Template, the Select Template window opens.
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Field Description
Enter number of Enter the number of records you want to create.
records
Enter starting Enter the extension number of the first record.
extension
Select Template: Select a template from the list.
User
Related links

User Actions on page 48
Provision Users on page 50

Provision Users

Navigation: Call Management > Users > Actions > Create From Template > Select Template >
Provision Users

This page displays the user records that will be created based on the values entered in the Select
Template window.

At the top of the page, the Preview Users Data area indicates the server on which the users will be
created, the number of records (Total Records Read) and the Records with Error.

The table lists the user records that will be created and the values that have been populated based
on the template. You can remove records from the list using Delete Selected Records. You can
modify the display by turning Show Error Records on or off.

You can modify a record by clicking the edit icon for the record to open the User - Edit window.

When you are ready to create the new user records, click Create.

Related links
Create From Template on page 49

Add Users

Navigation: Call Management > Users > Add/Edit Users

Click Add/Edit Users to open the Users window where you can provision a user. When you click
Add/Edit Users, you are prompted to specify the system where the user will be added.

Related links
Users on page 48
Users on page 51
Voicemail on page 57
Button Programming on page 61

Telephony on page 62
Short Codes on page 71

Forwarding on page 72
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Mobility on page 7

Users

5

Group Membership on page 83
Voice Recording on page 84

Do Not Disturb on

page 85

Announcements on page 86
Personal Directory on page 88

SIP on page 89

Menu Programming on page 90

Dial In on page 92

Source Numbers on page 93

Web Self Administration on page 96

Users

Navigation: Call Management > Users > Add/Edit Users > User

Users are the people who use the system or are Dial In users for data access. A system User may
or may not have an Extension Number that physical exists - this is useful if users do not require a
physical extension but wish to use system features, for example voicemail, forwarding, etc.

NoUser is used to apply settings to extensions which have no associated user. Remote Manager is
used as the default settings for dial in connections.

For Server Edition

, this type of configuration record can be saved as a template and new records

created from a template. See Templates.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, = symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Name

Range = Up to 15 characters.

This is the user's account name used for RAS Dial In, Caller Display and voicemail
mailbox. As the display on Caller Display telephones is normally only 16 digits long it is
useful to keep the name short. Only alphanumeric characters and space are supported in
this field. This field is case sensitive and must be unique.

Names should not start with a space. Do not use punctuation characters such as #, ?, /,
A >and,.

Voicemail uses the name to match a user to their mailbox. Changing a user's name will
route their voicemail calls to a new mailbox. Note however that Voicemail Pro is not case
sensitive and will treat names such as "Steve Smith", "steve smith" and "STEVE SMITH"
as being the same.
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Call Management

Field

Description

Do not provision a user with the Name "admin". The user name "admin" is a reserved
value on the one-X Portal Instant Message (IM) and Presence server. An IP Office
"admin" user will not have IM and presence services.

For Outbound Contact Express deployments, when an agent logs in to an extension, the
user name associated with the extension is changed to the agent ID.

Password

Default = Blank. Range = Up to 31 alphanumeric characters.

This password is used by user applications such as SoftConsole and TAPI. It is also
used for user's with Dial In access. Note that this is not the user's voicemail mailbox
password (see User | Voicemail | Voicemail Code) or their phone log in code (see User
| Telephony | Supervisor Settings | Login Code).

Password complexity rules can be set through the General security settings. If complexity
is not met, an error is displayed. The configuration can still be saved, except if system
locale is set to France2.

Conference PIN /
Confirm
Conference PIN

Default = Blank. Range = Up to 15 numeric characters.
Use this field to configure PIN access for meet me conferences.

An L in this field indicates that the unscheduled meet-me conference feature is disabled
for this user.

Account Status

Default = Enabled.
Use this setting to Enable or Disable a user account.

You can also require a password reset by selecting Force New Password. A user can
only set a new password through the one-X Portal user interface. This option should not
be used if one-X Portal is not available.

The Account Status can also be Locked - Password Error or Locked - Temporary.
The user account enters these states automatically based on the password settings
configured in the Security Settings General tab. If a user exceeds the Password Reject
Limit, then the Password Reject Action is implemented. If the Password Reject
Action is Log and Disable Account, then the account status is changed to Locked -
Password Error. If the Password Reject Action is Log and Temporary Disable, then
the account status is changed to Locked - Temporary.

Full Name Default = Blank
Use this field to enter the user's full name. The recommended format is <first
name><space><last name> in order for this value to be used correctly by voicemail dial
by name features. When set, the Full Name is used in place of the Name for display by
phones and user applications.
Names should not start with a space. Do not use punctuation characters such as @,
#,7,/," >and,.

Extension Range = 2 to 15 digits.
Table continues. ..
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Users

Field

Description

In general all extensions should have the same number of digits. This setting can be left
blank for users used just for dial in data connections.

* Users for Delta Server, CBC and CCC should only use up to 4 digit extension
numbers.

» Users associated with IP phones or who may log in as such devices should not be
given extension numbers greater than 7 digits.

+ Centralized users’ extension numbers can be up to 13 digits in length. Although IP
Office supports extension numbers up to 15 digits, the 13-digit length is determined by
the maximum extension number length allowed for provisioning Centralized users in
Communication Manager.

Email Address

Default = Blank

Use this field to enter the user's email address.

Locale

Default = Blank (Use system locale) 2

Configures the language used for voicemail prompts played to the user, assuming the
language is available on the voicemail server. See Supported Country and Locale
Settings. On a digital extension it also controls the display language used for messages
from the system. Note however that some phones have their own menu options for the
selected language for the phone menus.

Priority:

Default = 5. Range = 1 (Lowest) to 5 (Highest) 2
This setting is used by ARS.

System Phone
Rights

Default = None.

Users set as a system phone user are able to access additional functions. The options
are:

* None: The user cannot access any system phone options.

» Level 1: The user can access all system phone options supported on the type of phone
they are using except system management and memory card commands.

» Level 2: The user can access all system phone options supported on the type of phone
they are using including system management and memory card commands. Due to the
nature of the additional commands a login code should be set for the user to restrict
access.

Profile

Default = Basic User.
A user's profile controls whether they can be configured for a number of features.

Centralized Users are provisioned for enterprise branch deployments. Centralized
Users are registered with Session Manager and are able to utilize telephony features
provided by Communication Manager. The Centralized User profile is applicable to both
SIP and analogue extensions. For more information on enterprise branch deployments,
see Deploying IP Office in an Avaya Aura Branch Environment. The following
requirements must be met when provisioning a centralized user:

* An SM line must be configured on the system.
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Field Description
* The user must be provisioned with an existing extension.
* The extension Base Extension value must match the centralized extension value.
+ Centralized users must be configured with a password for SIP registration on Session
Manager. The password is set in User | Telephony | Supervisor Settings | Login Code
field.
The table below lists the different user profiles and the features accessible by each
profile. Setting a user to a particular profile enables those features by default, however
they can be manually disabled if necessary. The number of users that can be configured
for each profile, other than Basic User, is controlled by the user licenses present in the
configuration.
System Standard Mode Server Edition
Type
User
Profile
Basic Office Teleworke | Mobile Power Basic Office Power
User Worker r Worker User User Worker User
one-X Yes [1] Yes Yes - Yes - Yes Yes
Portal
Services
" Yes [1] - Yes - Yes - - Yes
Telecom
muter
options
UMS Web | Yes [1] Yes Yes - Yes - Yes Yes
Services
Mobility Yes [1] - - Yes Yes Yes Yes Yes
Features
[2]
TTS for - - - Yes Yes - - Yes
Email
Reading
Remote - - Yes - Yes Yes Yes Yes
Worker
[3]
Avaya - Yes - - Yes - Yes Yes
Communi
cator [4]

1. A Preferred Edition system license is a pre-requisite for any user profile licenses.

In a multi-site network, the Preferred Edition license of the central system is automatically shared with
other systems in the network, enabling user profile licenses on those other systems. However, each system
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Users

System Standard Mode Server Edition

Type

supporting a Voicemail Pro server still requires its own Preferred Edition license for Voicemail Pro
operation.

. The mobility features are enabled for all users by the Essential Edition system license.

. The system supports users using remote H.323 extensions. On non-Server Edition systems, up to 4 Basic
users are supported as remote extensions without needing to be licensed, ie. not configured and licensed
for a user profile. Additional remote users are supported if licensed and configured for either a Teleworker
or Power User user profile. On Server Edition systems, the remote worker is supported for all user profiles.

4. Supported for advanced Avaya Communicator for IP Office usage if one-X Portal and Voicemail Pro
applications are also installed. If otherwise, only basic Avaya Communicator for IP Office usage is

supported.

° Note:

To upgrade an Office Worker or Mobile Worker to a Power User when no additional Office Worker or
Mobile Worker licenses are available, you must first set the user Profile to Basic User. Once the user
Profile has been set to Basic User, the Power User option is available in the drop down menu.

Field

Description

Receptionist

Default = Off.

This settings allows the user to use the SoftConsole application. This requires the
configuration to contain Receptionist licenses. Up to 4 users can be licensed, 10 for
Server Edition systems.

For Server Edition, the licenses for SoftConsole are only supported in the configuration of
the Primary Server and with users hosted by that server. The use of SoftConsole is not
supported for user's who then hot-desk to other systems in the multi-site network.

A license is only required when a configured user runs SoftConsole.

Enable Softphone

Default = Off. If selected, the user is able to use the IP Office Softphone application.

Enable one-X
Portal Services

Default = Off.

If selected, the user is able to use the one-X Portal application to access their phone
settings and to control phone calls

Enable one-X
TeleCommuter:

Default = Off.

If selected, the user is able to use the telecommuter mode features of the one-X Portal
application.

Enable Remote
Worker

Default = Off.

Indicates whether the user is allowed to use an H.323 or SIP remote extension.
Supported for up to 4 Basic users plus any users licensed and configured as Teleworker
and or Power User user profiles. On Server Edition systems, all user types can be
Remote Workers.

If the user's Extension Number matches the Base Extension setting of an IP
extension, the Allow Remote Extn setting of that extension is automatically changed to
match the user's Enable Remote Worker setting and vice versa.
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Call Management

Communicator

Field Description
The Enable Remote Worker option does not need to be enabled for users with SIP
phones if an Avaya Session Border Controller for Enterprise (ASBCE) is deployed in the
network to allow remote workers to register their SIP phone from a remote location.
Enable Avaya Default = Off.

This option allows the user to use Avaya Communicator for IP Office as their current
telephone device. It can be enabled for users whose Profile is set to Officeworker or
Power User. To enable Avaya Communicator for Basic User, Mobile Worker or
Teleworker, you need the Avaya Softphone license.

Enable Mobile VolP
Client

Default = Off.

Allows the user to use the Mobile VolP Client for IP Office as their current telephone
device. It can be enabled for users whose Profile is set to Power User. To enable this
setting, you must first enable Enable one-X Portal Services.

Send Mobility
Email

Default = Off

When on, users that are assigned a Profile of Mobile Worker or Power User
automatically receive a welcome email with the following information:

* A brief introduction of one-X Mobile Preferred for IP Office.
* Instructions and links for installing and configuring the one-X Mobile Preferred client.

For more information on installing the one-X Mobile Preferred client, see Avaya one-X
Mobile for IP Office Administration Guide.

Ex Directory

Default = Off

When on, the user does not appear in the directory list shown by the user applications
and on phones with a directory function. For users logging on as agents in an Outbound
Contact Express deployment, Ex Directory must be Off.

Web Collaboration

Default = Off.
When on, allows the user to use the Web Collaboration application.

A Web Collaboration license is required. For IP500 v2, the user license must be Office
Worker User, Teleworker User, or Power User. For Server Edition, the user license must
be Office Worker User, or Power User.

Web Collaboration requires one-X Portal on Linux and is not supported on Windows or
on the Unified Communications Module (UCM). The one-X Portal server name must be
DNS resolvable.

Device Type This field shows the type of phone at which the user is current logged in. If the user is
logged out but is associated with a Base Extension, the device type for that extension
port is shown. If the user has been logged out and is not associated with a Base
Extension, the device type is listed as Device Type Unknown.

User Rights

User Rights View This field affects Manager only. It allows you to switch between displaying the user
settings as affected by their associated Working Hours User Rights or Out of Hours
User Rights.
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Field Description
Working Hours Default = <None> (Continuous).
Time Profile

If set, the selected time profile defines when the user's Working Hours User Rights are
applied. Outside the time profile, the user's Out of Hours User Rights are applied

Working Hours
User Rights

Default = Blank (No rights restrictions).

This field allows selection of user rights which may set and lock some user settings. If a
Working Hours Time Profile has been selected, the Working Hours User Rights are
only applied during the times defined by that time profile, otherwise they are applied at all
times.

Out of Hours User
Rights

Default = Blank (No rights restrictions).

This field allows selection of alternate user rights that are used outside the times defined
by the user's Working Hours Time Profile.

Related links

Add Users on page 50

Voicemail

Navigation: Call Management > Users > Add/Edit Users > Voicemail

If a voicemail server application is being used on your system, each user has use of a voicemail
mailbox. You can use this form to enable this facility and various user voicemail settings.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, & symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Voicemail Code

Default = Blank. Range = 0 (no code) to 15 digits.

A code used by the voicemail server to validate access to this mailbox. If remote access is
attempted to a mailbox that has no voicemail code set, the prompt "Remote access is not
configured on this mailbox" is played.

The mailbox access code can be set through IP Office Manager or through the mailbox
telephone user interface (TUI). The minimum password length is:

* Voicemail Pro (Manager): 0

* Voicemail Pro (Intuity TUI): 2

+ Embedded Voicemail (Manager): 0
» Embedded Voicemail (Intuity TUI): O

Codes set through the Voicemail Pro telephone user interface are restricted to valid
sequences. For example, attempting to enter a code that matches the mailbox extension,

February 2016

Table continues...

Administering Avaya IP Office™ Platform with Web Manager 57

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya IP Office™ Platform with Web Manager

Call Management

Field

Description

repeat the same number (1111) or a sequence of numbers (1234) are not allowed. If
these types of code are required they can be entered through Manager.

Manager does not enforce any password requirements for the code if one is set through
Manager.

+ Embedded Voicemail: For Embedded Voicemail running in IP Office mailbox mode, the
voicemail code is used if set.

 |IP Office mode: The voicemail code is required when accessing the mailbox from a
location that is not set as a trusted number in the user's Source Numbers list.

* Intuity Emulation mode: By default the voicemail code is required for all mailbox
access. The first time the mailbox is accessed the user will be prompted to change the
password. Also if the voicemail code setting is left blank, the caller will be prompted to
set a code when they next access the mailbox. The requirement to enter the voicemail
code can be removed by adding a customized user or default collect call flow, refer to
the Voicemail Pro manuals for full details.

» Trusted Source Access: The voicemail code is required when accessing the mailbox
from a location that is not set as a trusted number in the user's Source Numbers list.

+ Call Flow Password Request: Voicemail Pro call flows containing an action where the
action's PIN code set to $ will prompt the user for their voicemail code.

« Changing the Code: All of the voicemail interfaces, except IMS and IMAP, provide
options for the user to change the voicemail code themselves. In addition, Voicemail Pro
running in Intuity emulation mode will request that the user sets a code when they first
log in to their mailbox using the phone.

Voicemail On

Default = On.

When on, the mailbox is used by the system to answer the user's unanswered calls or
calls when the user's extension returns busy. Note that selecting off does not disable use
of the user's mailbox. Messages can still be forward to their mailbox and recordings can
be placed in it. The mailbox can also still be accessed to collect messages.

When a caller is directed to voicemail to leave a message, the system indicates the target
user or hunt group mailbox.

* The mailbox of the originally targeted user or hunt group is used. This applies even if the
call has been forwarded to another destination. It also includes scenarios where a hunt
group call overflows or is in fallback to another group.

» Voicemail Pro can be used to customize which mailbox is used separately from the
mailbox indicated by the system.

Voicemail Help

Default = Off

This option controls whether users retrieving messages are automatically given an
additional prompt "For help at any time press 8." If switched off, users can still press 8 for
help. For voicemail systems running in Intuity emulation mode, this option has no effect.
On those systems the default access greeting always includes the prompt "For help at any
time, press *4" (*H in the US locale).
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Field Description
Voicemail Default = Off &
Ringback

When enabled and a new message has been received, the voicemail server calls the
user's extension to attempt to deliver the message each time the telephone is put down.
Voicemail will not ring the extension more than once every 30 seconds.

Voicemail Email

Default = Off

Reading This option can be enabled for users whose Profile is set to Mobile Worker or Power
User. If enabled, when you log into you voicemail box, it will detect your email messages
and read them to you. This email text to speech feature is set-up through Voicemail Pro.
This option is not currently supported with Linux based Voicemail Pro.

UMS Web Default = Off.

Services

For Server Edition systems this option can be enabled for users whose Profile is set to
Office Worker or Power User. For standalone systems the option can be enabled for
users whose Profile is set to Teleworker, Office Worker or Power User. When selected,
the user can use any of the Voicemail Pro UMS services to access their voicemail
messages (IMAP email client, web browser or Exchange 2007 mailbox). Note that the
user must have a voicemail code set in order to use the UMS services.

Voicemail Email:

Default = Blank (No voicemail email features)

This field is used to set the user or group email address used by the voicemail server for
voicemail email operation. When an address is entered, the additional Voicemail Email
control below are selectable to configure the type of voicemail email service that should be
provided.

Use of voicemail email requires the Voicemail Pro server to have been configured to use
either a local MAPI email client or an SMTP email server account. For Embedded
Voicemail, voicemail email is supportedand uses the system's SMTP settings.

The use of voicemail email for the sending (automatic or manual) of email messages with
wav files attached should be considered with care. A one-minute message creates a
1MB .wav file. Many email systems impose limits on emails and email attachment sizes.
For example the default limit on an Exchange server is 5SMB.

Voicemail Email

Default = Off

If an email address is entered for the user or group, the following options become
selectable. These control the mode of automatic voicemail email operation provided by the
voicemail server whenever the voicemail mailbox receives a new voicemail message.

Users can change their voicemail email mode using visual voice. If the voicemail server is
set to IP Office mode, user can also change their voicemail email mode through the
telephone prompts. The ability to change the voicemail email mode can also be provided
by Voicemail Pro in a call flow using a Play Configuration Menu action or a Generic action.

If the voicemail server is set to IP Office mode, users can manually forward a message to
email.

The options are:

 Off If off, none of the options below are used for automatic voicemail email. Users can
also select this mode by dialing *03 from their extension.
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Field Description

» Copy If this mode is selected, each time a new voicemail message is received in the
voicemail mailbox, a copy of the message is attached to an email and sent to the email
address. There is no mailbox synchronization between the email and voicemail
mailboxes. For example reading and deletion of the email message does not affect the
message in the voicemail mailbox or the message waiting indication provided for that
new message.

» Forward If this mode is selected, each time a new voicemail message is received in the
voicemail mailbox, that message is attached to an email and sent to the email address.
No copy of the voicemail message is retained in the voicemail mailbox and their is no
message waiting indication. As with Copy, there is no mailbox synchronization between
the email and voicemail mailboxes. Users can also select this mode by dialing *01 from
their extension.

Note that until email forwarding is completed, the message is present in the voicemail
server mailbox and so may trigger features such as message waiting indication.

+ UMS Exchange 2007 With Voicemail Pro, the system supports voicemail email to an
Exchange 2007 server email account. For users and groups also enabled for UMS Web
Services this significantly changes their mailbox operation. The Exchange Server inbox
is used as their voicemail message store and features such as message waiting
indication are set by new messages in that location rather than the voicemail mailbox on
the voicemail server. Telephone access to voicemail messages, including Visual Voice
access, is redirected to the Exchange 2007 mailbox.

« Alert If this mode is selected, each time a new voicemail message is received in the
voicemail mailbox, a simple email message is sent to the email address. This is an email
message announcing details of the voicemail message but with no copy of the voicemail
message attached. Users can also select this mode by dialing *02 from their extension.

DTMF Breakout !

When a caller is directed to voicemail to leave a message, they can be given the option to be transferred to a
different extension. The greeting message needs to be recorded telling the caller the options available. The
extension numbers that they can be transferred to are entered in the fields below.System default values can be
set for these numbers and are used unless a different number is set within these user settings. The values can
be set using User Rights.

The Park & Page feature is supported when the system voicemail type is configured as Embedded Voicemail
or Voicemail Pro. Park & Page is also supported on systems where Avaya Aura Messaging, Modular
Messaging over SIP, or CallPilot (for Enterprise Branch with CS 1000 deployments) is configured as the central
voice mail system and the local Embedded Voicemail or Voicemail Pro provides auto attendant operation. The
Park & Page feature allows a call to be parked while a page is made to a hunt group or extension. This feature
can be configured for Breakout DTMF 0, Breakout DTMF 2, or Breakout DTMF 3.

Reception/ The number to which a caller is transferred if they press Owhile listening to the mailbox

Breakout (DTMF | greeting rather than leaving a message (*0 on Embedded Voicemail in IP Office mode).
0)

For voicemail systems set to Intuity emulation mode, the mailbox owner can also access
this option when collecting their messages by dialing *0.
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Field

Description

If the mailbox has been reached through a Voicemail Pro call flow containing a Leave
Mail action, the option provided when 0 is pressed are:

» For IP Office mode, the call follows the Leave Mail action's Failure or Success results
connections depending on whether the caller pressed 0 before or after the record tone.

 For Intuity mode, pressing 0 always follows the Reception/Breakout (DTMF 0) setting.

When Park & Page is selected for a DTFM breakout, the following drop-down boxes
appear:

* Paging Number - displays a list of hunt groups and users (extensions). Select a hunt
group or extension to configure this option.

* Retries — the range is 0 to 5. The default setting is 0.

» Retry Timeout — provided in the format M:SS (minute:seconds). The range can be set
in 15-second increments. The minimum setting is 15 seconds and the maximum setting
is 5 minutes. The default setting is 15 seconds

Breakout (DTMF
2)

The number to which a caller is transferred if they press 2while listening to the mailbox
greeting rather than leaving a message (*2 on Embedded Voicemail in IP Office mode).

Breakout (DTMF
3)

The number to which a caller is transferred if they press 3while listening to the mailbox
greeting rather than leaving a message (*3 on Embedded Voicemail in IP Office mode).

Related links

Add Users on page 50

Button Programming

Navigation: Call Management > Users > Add/Edit Users > Button Programming

Used to assign functions to the programmable keys provided on many Avaya telephones. For full
details of button programming refer to the section Button Programming.

T3 Phones T3 phone buttons have default functions. These are not shown in the configuration file
but can be overridden by settings added to the configuration file. Buttons left blank or set to call
appearance will use the phone's default function for that button.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

Field Description

Button No. The number of the DSS key against which the function is being set. To set a function
against a button double-click it or select it and then click Edit.

Label This is a text label for display on the phone. If no label is entered, the default label for the
selected action is used.

Action Defines the action taken by the menu item.

Action Data This is a parameter used by the selected action. The options here will vary according to
the selected button action.
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Field Description
Display All The number of button displayed is based on the phone associated with the user when the
configuration was loaded. This can be overridden by selecting Display All Buttons. This
may be necessary for users who switch between different phones using hot desking or
have an expansion unit attached to their phone.
Related links

Add Users on page 50

Telephony

Navigation: Call Management > Users > Add/Edit Users > Telephony

This page allows you to set telephony related features for the user. These override any matching
setting in the Manager System | Telephony tab. The settings are grouped into a number of sub-tabs.

Related links

Add Users on page 50
Telephony Call Settings on page 62

Telephony Supervisor Settings on page 65

Telephony Multiline Options on page 68

Telephony Call Log on page 70

Telephony TUI on page 71

Telephony Call Settings

Navigation: Call Management > Users > Add/Edit Users > Telephony > Call Settings

For details of the ringing tones, see Ring Tones. DefaultRing uses the system default setting set
through the System | Telephony tab.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, = symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field Description

Outside Call Default = Default Ring (Use system setting)

Sequence Applies only to analog phones. Sets the ring pattern used for external calls to the user.
The distinctive ring patterns used for other phones are fixed. Note that changing the
pattern for users associated with fax and modem device extensions may cause those
devices to not recognize and answer calls.

Inside Call Default = Default Ring (Use system setting)

SEHLETEE Applies only to analog phones. Sets the ring pattern used for internal calls to the user.

The distinctive ring patterns used for other phones are fixed.
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Field Description
Ring Back Default = Default Ring (Use system setting)
Sequence

Applies only to analog phones. Sets the ring pattern used for ringback calls to the user.
The distinctive ring patterns used for other phones are fixed.

No Answer Time

Default = Blank (Use system setting). Range = 6 to 99999 seconds. !

Sets how long a call rings the user before following forwarded on no answer if set or
going to voicemail. Leave blank to use the system default setting.

Wrap-up Time
(secs)

Default = 2 seconds, Range 0 to 99999 seconds. v Specifies the amount of time after
ending one call during which the user is treated as still being busy. During this time:

» Other phones or applications monitoring the user's status will indicate the user as still
being busy (on a call).

* Hunt group calls will not be presented to the user.

« If the user is using a single line set, direct calls also receive busy treatment. If the user
is using a mutli-line set (multiple call appearances), direct calls to them will ring as
normal.

« It is recommended that this option is not set to less than the default of 2 seconds. 0 is
used to allow immediate ringing.

» For users set as an CCR Agent, the After Call Work Time (User | Telephony |
Supervisor Settings) setting should be used.

Transfer Return
Time (secs)

Default = Blank (Off), Range 1 to 99999 seconds. 2

Sets the delay after which any call transferred by the user, which remains unanswered,
should return to the user. A return call will continue ringing and does not follow any
forwards or go to voicemail.

Transfer return will occur if the user has an available call appearance button.

Transfer return is not applied if the transfer is to a hunt group that has queuing enabled.

Call Cost Mark-Up

Default = 100.

This setting is used for ISDN advice of charge (AOC). The markup is applied to the cost
calculations based on the number of units and the line base cost per charging unit. The
field is in units of 1/100th, for example an entry of 100 is a markup factor of 1. This value
is included in the system SMDR output.

Call Waiting On

Default = Off

For users on phones without appearance buttons, if the user is on a call and a second
call arrives for them, an audio tone can be given in the speech path to indicate a waiting
call (the call waiting tone varies according to locale). The waiting caller hears ringing
rather than receiving busy. There can only be one waiting call, any further calls receive
normal busy treatment. If the call waiting is not answered within the no answer time, it
follows forward on no answer or goes to voicemail as appropriate. User call waiting is not
used for users on phones with multiple call appearance buttons. Call waiting can also be
applied to hunt group calls, see Hunt Group | Hunt Group | Call Waiting. Call waiting
should not be used for fax and modem devices.
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Field

Description

Answer Call
Waiting on Hold

Default = On

Applies to analog and IP DECT extension users only. If the user has a call waiting and
places their current call on hold, the waiting call is automatically connected.

Busy on Held

Default = On

If on, when the user has a call on hold, new calls receive busy treatment. They will follow
the user's forward on busy setting or are diverted to voicemail. Otherwise busy tone
(ringing for incoming analog calls) is played. This overrides call waiting when the user has
a call on hold. The use of Busy on Held for users with multiple call appearance buttons is
deprecated and Manager will prompt whether it should switch off the feature off for such a
user.

Offhook Station

Default = Off

Off-hook station allows an analog extension to be left permanently off-hook, with calls
being made and answered using an application or TAPI. When enabled, the analog
extension user is able to control calls using the application in the following ways:

Offhook station does not disable the physical off-hook on the phone. When starting with
the phone on-hook, making and answering calls is the same as normal analog extension
operation. Additionally however calls can be initiated from the application. After entering
the required number and making the call, the on-hook analog extension receives a
ringback showing the users own caller ID and when answered the outgoing call leg to the
dialed number is started. Calls to a busy destination present busy tone before being
cleared.

The application can be used to end a call with the analog extension still off-hook. Instead
of hearing disconnect tone the user hears silence and can use the application to make
another call. Though off-hook the user is indicated as idle on BLF indicators. Without off-
hook Station set the user would be indicated as busy when off-hook, whether on a call or
not.

If off-hook and idle (having cleared a previous call), incoming call alerts by presenting
ringing through the audio path. The call can be answered using the application or going
on-hook/off-hook or by pressing recall. Note that if the phone normally displays call ID,
any caller ID displayed on the phone is not updated in this mode, however the call ID in
the application will be that of the current call.

If on-hook, an incoming call alerts as normal using the phone's ringer and is answered by
going off-hook. The answer call option in the application cannot be used to answer calls
to an on-hook analog extension.

While off-hook and idle, the analog extension user will receive page calls.

If the analog extension handset is replaced with a headset, changing the Extension
Classification (Extn | Analog) to Quiet Handset is recommended.

System Phone

Default = Off

Users set as a system phone user are able to access additional functions. For Release
6.0 and higher systems, the setting has been replaced by the System Phone Rights
setting on the User | User tab.
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Related links

Users

Telephony on page 62

Telephony Supervisor Settings

Navigation: Call Management > Users > Add/Edit Users > Telephony > Supervisor Settings

These settings relate to user features normally only adjusted by the user's supervisor.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, & symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Login Code

Default = Blank. Range = Up to 31 digits.

The code that has to be entered, as part of a log in sequence, to allow a user to make use
of an extension as if it was their own phone. This entry must be at least 4 digits for DS
port users. Login codes of up to 15 digits are supported with Extn Login buttons. Login
codes of up to 31 digits are supported with Extn Login short codes. Centralized users use
the Login Code for SIP registration on Session Manager.

» For IP phone users, the login code should be limited to 13 digits. The user's login code
is used by IP phones during registration with the system.

» This log in code can be used for hot desking as well as logging back onto your phone
after it has been used by a hot desking user. Hot desking is not supported for
centralized users.

» Users can only log out if they have a Login Code set.
+ Supports the short code feature Change Login Code.

» Users can log out without having a Login Code set if they are currently logged in at an
extension whose Base Extension Number (Extension | Extn) no longer matches their
own Extension (User | User).

« If the user has a login code set, it is used by the Outgoing Call Bar Off short code
feature.

« If the user has a login code set, access to a range of programmable button features will
require entry of the login code. For example access Self Admin and System Phone
features.

Login Idle Period
(secs)

Default = Blank (Off). Range = 0 (Off) to 99999.

If the telephone is not used for this period; the user currently logged in is automatically
logged out. This option should be used only in conjunction with Force Login (see below).

Monitor Group

Default = <None>

Sets the hunt group whose members the user can monitor if silent monitoring is setup.
See Call Listen.
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Field

Description

Coverage Group

Default = <None>.

If a group is selected, then in scenarios where an external call would normally have gone
to voicemail, it instead continues ringing and also starts alerting the members of the
coverage group. For further details refer to Coverage Groups.

Status on No
Answer

Default = Logged On.

Hunt groups can change the status of call center agents (users with a log in code and set
to forced log in) who do not answer a hunt group call presented to them before it is
automatically presented to the next agent. Use of this is controlled by the Agent's Status
on No Answer Applies To setting of the hunt group. This option is not used for calls
ringing the agent because the agent is in another group's overflow group. The options are:

* Logged On: If this option is selected, the user's status is not changed.

« Busy Wrap-Up: If this option is selected the user's membership status of the hunt group
triggering the action is changed to disabled. The user can still make and receive calls
and will still continue to receive calls from other hunt groups to which they belong.

» Busy Not Available: If this option is selected the user's status is changed to do not
disturb. This is the equivalent of DND and will affect all calls to the user.

* Logged Off: If this option is selected the users status is changed to logged out. In that
state they cannot make calls or receive calls. Hunt group calls go to the next available
agent and personal calls treat the user as being busy.

Reset Longest

Default = All Calls.

LD This setting is used in conjunction with hunt groups set to Longest Waiting (also known as
Idle and Longest Waiting). It defines what type of calls reset the idle time of users who are
members of these hunt groups. Options are All Calls and External Incoming.

Force Login Default = Off &

If checked, the user must log in using their Login Code to use any extension including an
extension to which they are the default associated user (Base Extension). For example, if
Force Login is ticked for user A and user B has logged onto A's phone, when B logs off
user A is not automatically associated with their normal phone and instead must log back
on. If Force Login was not ticked, A would be automatically logged back in.

For users set as CCR Agents, Forced Login is automatically enabled and cannot be
switched off.

Note that users with a Login Code and set to Forced Login are treated as call center
agents. These users consume CCC agents licenses and their status is reported within
CBC and CCC applications.

Force Account
Code

Default = Off !

If checked, the user must enter a valid account code to make an external call.

Force
Authorization
Code

Default = Off.
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Field

Description

If checked, the user must enter a valid authorization code to make an external call. That
authorization code must be one associated with the user or the user rights to which the
user belongs. See Authorization Codes.

Incoming Call Bar

Default = Off !

When enabled, this setting stops a user from receiving any external calls. On the calling
phone, the call is rejected.

Outgoing Call Bar

Default = Off !

When enabled, this setting stops a user from making any external calls except those that
use dial emergency features. On many Avaya display phones, this causes a B to be
displayed. The following features can be used with outgoing call bar: Outgoing Call Bar
On, Outgoing Call Bar Off and Change Login Code.

Inhibit Off-Switch

Default = Off. When enabled, this setting stops the user from transferring or forwarding

Forward/ calls externally. This does not stop another user transferring the restricted users calls off-

Transfers switch on their behalf. Note that a number of other controls may inhibit the transfer
operation, see Off-Switch Transfer Restriction.

Can Intrude Default = Off
Check this option if the user can join or interrupt other user's calls using call intrusion
methods other than conferencing.

Cannot be Default = On &

Intruded

If checked, this user's calls cannot be interrupted or acquired by other internal users using
call intrusion. For users with Cannot Be Intruded off, private call can be used to indicate
whether a call can be intrude or not.

Can Trace Calls

Default = Off. This settings controls whether the user is able to make used of ISDN MCID
controls.

Can Accept
Collect Calls

Default = Off [Brazil Only]

Determines whether the user is able to receive and accept collect calls.

CCR Agent

Default = Off. &

This field is used by the CCR application to indicate which users are Agents monitored by
that application. It also indicate to the system those users who can use other CCR
features within the system configuration. If a user is set as an CCR Agent, Forced Login
is enabled and greyed out from being changed and a warning is given if the user does not
have a log in code set.

The number of simultaneous logged in CCR Agents supported by the system is controlled
by licenses entered into the configuration. If all agent licenses on a system have been
used, additional agents are prevented from logging in.

Automatic After
Call Work

Default = Off. 2} CCR Agents (see above) can be automatically put into After Call Work
(ACW) state after ending a hunt group call. During ACW state, further hunt group calls are
not presented to the agent. Unless ended manually, the After Call Work state is
automatically cleared after the agent's After Call Work Time setting. Automatic after call
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Field

Description

work is only supported when the agent is using a phone that supports an After Call Work
button.

After Call Work

Default = System Default. Range = 0 (No ACW) to 999 seconds. !

Time (secs)
For CCR Agents with Automatic After Call Work enabled, this value sets the duration of
the ACW period. If set to System Default, the value set in System | CCR | Default After
Call Work Time is used. A value of 0 disables the user from using ACW.

Deny Auto Default = Off.

Intercom Calls

When enabled, any automatic intercom calls to the user's extension are automatically
turned into normal calls.

Related links

Telephony on page 62

Telephony Multiline Options

Navigation: Call Management > Users > Edit > Telephony > Multiline Options

Multi-line options are applied to a user's phone when the user is using an Avaya phones which
supports appearance buttons (call appearance, line appearance, bridged and call coverage). See
Appearance Button Operation.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, = symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Individual
Coverage Time
(secs)

Default = 10 seconds, Range 1 to 99999 seconds. 2

This function sets how long the phone will ring at your extension before also alerting at any
call coverage users. This time setting should not be equal to or greater than the No
Answer Time applicable for the user.

Ring Delay

Default = Blank (Use system setting). Range = 0 (use system setting) to 98 seconds.

This setting is used when any of the user's programmed appearance buttons is set to
Delayed ringing. Calls received on that button will initially only alert visually. Audible
alerting will only occur after the ring delay has expired.

Coverage Ring

Default = Ring.

This field selects the type of ringing that should be used for calls alerting on any the user's
call coverage and bridged appearance buttons. Ring selects normal ringing. Abbreviated
Ring selects a single non-repeated ring. No Ring disables audible ringing. Note that each
button's own ring settings (Immediate, Delayed Ring or No Ring) are still applied.
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Field

Description

The ring used for a call alerting on a call coverage or bridged appearance button will vary

according to whether the user is currently connected to a call or not.

« If not currently on a call, the Coverage Ring setting is used.

« If currently on a call, the quieter of the Coverage Ring and Attention Ring settings is

used.

Attention Ring
Setting

Coverage Ring Setting

Ring Abbreviated Off
Ring Ring Abbreviated Off
Abbreviated Abbreviated Abbreviated Off

Attention Ring

Default = Abbreviated Ring. This field selects the type of ringing that should be used for
calls alerting on appearance buttons when the user already has a connected call on one of
their appearance buttons. Ring selects normal ringing. Abbreviated Ring selects a single
ring. Note that each button's own ring settings (Immediate, Delayed Ring or No Ring) are
still applied.

Ringing Line Default = On.

Preference For users with multiple appearance buttons. When the user is free and has several calls
alerting, ringing line preference assigns currently selected button status to the appearance
button of the longest waiting call. Ringing line preference overrides idle line preference.

Idle Line Default = On. For users with multiple appearance buttons. When the user is free and has

Preference no alerting calls, idle line preference assigns the currently selected button status to the first
available appearance button.

Delayed Ring Default = Off.

Preference This setting is used in conjunction with appearance buttons set to delayed or no ring. It
sets whether ringing line preference should use or ignore the delayed ring settings applied
to the user's appearance buttons.

When on, ringing line preference is only applied to alerting buttons on which the ring delay
has expired.
When off, ringing line preference can be applied to an alerting button even if it has delayed
ring applied.
Answer Pre- Default = Off.
Select

Normally when a user has multiple alerting calls, only the details and functions for the call
on currently selected button are shown. Pressing any of the alerting buttons will answer the
call on that button, going off-hook will answer the currently selected button. Enabling
Answer Pre-Select allows the user to press any alerting button to make it the current
selected button and displaying its call details without answering that call until the user
either presses that button again or goes off-hook. Note that when both Answer Pre-Select
and Ringing Line Preference are enabled, once current selected status is assigned to a
button through ringing line preference it is not automatically moved to any other button.

Reserve Last CA

Default = Off.
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Field Description

Used for users with multiple call appearance buttons. When selected, this option stops the
user's last call appearance button from being used to receive incoming calls. This ensures
that the user always has a call appearance button available to make an outgoing call and
to initiate actions such as transfers and conferences.

1400, 1600, 9500 and 9600 Series telephone users can put a call on hold pending transfer
if they already have held calls even if they have no free call appearance button available.
See Context Sensitive Transfer.

Related links

Telephony on page 62

Telephony Call Log
Navigation: Call Management > Users > Add/Edit Users > Telephony > Call Log

The system can store a centralized call log for users. Each users' centralized call log can contain up
to 30 call records for user calls. When this limit is reached, each new call records replaces the
oldest previous record.

On Avaya phones with a fixed Call Log or History button (1400, 1600, 9500 and 9600 Series), that
button can be used to display the user's centralized call log. The centralized call log is also used for
M-Series and T-Series phone. The user can use the call log to make calls or to store as a personal
speed dial. They can also edit the call log to remove records. The same call log is also used if the
user logs into one-X Portal.

The centralized call log moves with the user if they log on and off from different phones. This
includes if they hot desk within a network.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, & symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Centralized Call
Log

Default = System Default (On) &

This setting allows the use of centralized call logging to be enabled or disabled on a per
user basis. The default is to match the system setting Default Centralized Call Log On
(System | Telephony | Call Log). The other options are On or Off for the individual user.
If set to Off, the user receives the message “Call Log Disabled” when the Call Log button
is pressed.

Delete records
after
(hours:minutes)

Default = 00:00 (Never).

If a time period is set, records in the user's call log are automatically deleted after this
period.

Groups

Default = System Default (On). )
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Field Description

This section contains a list of hunt groups on the system. If the system setting Log Missed
Huntgroup Calls (System | Telephony | Call Log) has been enabled, then missed calls for
those groups selected are shown as part of the users call log. The missed calls are any
missed calls for the hunt group, not just group calls presented to the user and not
answered by them.

Related links
Telephony on page 62

Telephony TUI
Navigation: Call Management > Users > Add/Edit Users > Telephony > TUI

Field Description

Features Menu Controls

User Setting Default = Same as System

When set to Custom, the Features Menu list is enabled.

Features Menu Default = On

When set to off, TUI feature menus are not available. When set to on, you can select
to turn individual feature menus off or on. The following feature menus are listed:

» Basic Call Functions (Transfer to Mobile, Pickup, Park)

» Advanced Call Functions (Do Not Disturb, DNS Exceptions, Account Code, Withhold
Number, and Internal Auto Answer)

» Forwarding

» Hot Desk Functions
» Passcode Change
» Phone Lock

+ Self Administration
* Voicemail Controls

For information on telephony features, see the IP Office Product Description.

Related links
Telephony on page 62

Short Codes
Navigation: Call Management > Users > Add/Edit Users > Short Codes

Short codes entered in this list can only be dialed by the user. They will override any matching user
rights or system short code. See Short Codes for details.

User and User Rights short codes are only applied to numbers dialed by that user. For example they
are not applied to calls forwarded via the user.
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A Warning:

User dialing of emergency numbers must not be blocked by the addition of short codes. If short
codes are added, the users ability to dial emergency numbers must be tested and maintained.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, = symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Short codes can be added and edited using the Add, Remove and Edit buttons. Alternatively you
can right-click on the list of existing short code to add and edit short codes.

*FWD:

Short codes of this form are inserted by the system. They are used in conjunction with the User |
Forwarding settings to remember previously used forwarding numbers. They can be accessed on
that tab by using the drop-down selector on the forwarding fields.

*DCP:

Short codes of this form are often inserted by the system. They are used by some phone types to
contain settings relating to functions such as ring volume and auto answer. Deleting such short
codes will cause related phone settings to return to their defaults.

*DCP/Dial/8xxxxxxx, 0, 1, 1, 0/0:

For system's with TCM phone ports, when a phone is first connected to the port, the button
programming of the associated user is overwritten with the default button programming appropriate
for the phone model. Adding the above short code prevents that behavior if not required, for
example if a pre-built configuration including user button programming is added to the system before
the connection of phones.

Related links
Add Users on page 50

Forwarding
Navigation: Call Management > Users > Add/Edit Users > Forwarding
Use this page to check and adjust a user's call forwarding and follow me settings.

Follow Me is intended for use when the user is present to answer calls but for some reason is
working at another extension. For example; temporarily sitting at a colleague's desk or in another
office or meeting room. As a user, you would use Follow Me instead of Hot-Desking if you don't
have a log in code or you don't want to interrupt you colleague also receiving their own calls.
Multiple users can use follow me to the same phone.

Forwarding is intended for use when, for some reason, the user is unable to answer a call. They
may be busy on other calls, unavailable or simply don't answer. Calls may be forwarded to internal
or, subject to the user's call barring controls, external numbers.

To bar a user from forwarding calls to an external number, the Inhibit Off-Switch Forward/
Transfers (User | Telephony | Supervisor Settings) option should be selected. To bar all users

February 2016 Administering Avaya IP Office™ Platform with Web Manager 72

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya IP Office™ Platform with Web Manager

Users

from forwarding calls to external numbers the Inhibit Off-Switch Forward/Transfers (System |
Telephony | Telephony) option should be selected.

Note that analog lines doe not provide call progress signalling. Therefore calls forwarded off-switch
via an analog line are treated as answered and are not recalled.

Once a call has been forwarded to an internal destination, it will ignore any further Forward No
Answer or Forward on Busy settings but may follow additional Forward Unconditional settings.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, & symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field Description
Block Default = Off. &
Forwarding

When enabled, call forwarding is blocked for this user.
The following actions are blocked:

» Follow me

» Forward unconditional

» Forward on busy

» Forward on no answer

» Hot Desking

The following actions are not blocked:

* Do not disturb

» Voicemail

* Twinning

Follow Me Default = Blank. Range = Internal extension number.

e Redirects the user's calls to the internal extension number entered. If the redirected call

receives busy or is not answered, it follows the user's forwarding and or voicemail
settings as if it had been presented to their normal extension. When a user has follow
me in use, their normal extension will give alternate dialtone when off hook. For further
details see Follow Me.

Calls targeting longest waiting type hunt groups ignore Follow Me.

Calls triggered by actions at the user's original extension, for example voicemail
ringback, ignore Follow Me.

Park, hold and transfer return calls will go to the extension at which the user initiated the
park, hold or transfer action.
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Field

Description

Forward
Unconditional

Default = Off

This option, when checked and a Forward Number is also set, forwards all external
calls immediately. Additional options allow this forwarding to also be applied to internal
calls and to hunt group calls if required. Using Follow Me overrides Forward
Unconditional. When a user has forward unconditional in use, their normal extension
will give alternate dialtone when off hook. If the destination is an internal user on the
same system, they are able to transfer calls back to the user, overriding the Forward
Unconditional.

To Voicemail

Default = Off.

If selected and forward unconditional is enabled, calls are forwarded to the user's
voicemail mailbox. The Forward Number and Forward Hunt Group Calls settings are
not used. This option is not available if the system's Voicemail Type is set to None.
1400, 1600, 9500 and 9600 Series phone users can select this setting through the
phone menu. Note that if the user disables forward unconditional the To Voicemail
setting is cleared.

Forward Number

Default = Blank. Range = Internal or External number. Up to 32 characters.

This option sets the destination number to which calls are forwarded when Forward
Unconditional is checked. The number can be an internal or external number. This
option is also used for Forward on Busy and Forward on No Answer if no separate
Forward Number is set for those features. If a user forwards a call to a hunt group of
which they are a member, the group call is not presented to them but is presented to
other members of the hunt group.

Forward Hunt
Group Calls

Default = Off

Hunt group calls (internal and external) are not normally presented to a user who has
forward unconditional active. Instead they are presented to the next available member
of the hunt group. This option, when checked, sets that hunt group calls (internal and
external) are also forwarded when forward unconditional is active. The group's Ring
Type must be Sequential or Rotary, not Collective or Longest Waiting. The call is
forwarded for the period defined by the hunt group's No Answer Time after which it
returns to the hunt group if unanswered. Note also that hunt group calls cannot be
forwarded to another hunt group.

Forward Internal | Default = On.
Calls This option, when checked, sets that internal calls should be also be forwarded
immediately when forward unconditional is active.
Forward On Default = Off
BusY When checked and a forward number is set, external calls are forwarded when the
user's extension is busy. The number used is either the Forward Number set for
Forward Unconditional or if set, the separate Forward Number set under Forward
On Busy. Having Forward Unconditional active overrides Forward on Busy.
If the user has Busy on Held selected, if forward on busy is active it is applied when
the user is free to receive calls but already has a call on hold.
Table continues...
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Field

Description

If the user's phone has multiple call appearance buttons, the system will not treat them
as busy until all the call appearance buttons are in use unless the last appearance
button has been reserved for outgoing calls only.

Forward On No
Answer

Default = Off When checked and a forward number is set, calls are forwarded when the
user does not answer within their set No Answer Time (User | Telephony | Call
Settings). Having Forward Unconditional active overrides Forward on No Answer.

Forward Number

Default = Blank. Range = Internal or External number. Up to 32 characters.

If set, this number is used as the destination for Forward On Busy and Forward On
No Answer when on. If not set, the Forward Number set for Forward Unconditional
is used. If a user forwards a call to a hunt group of which they are a member, the group
call is not presented to them but is presented to other members of the hunt group.

Forward Internal
Calls

Default = On. When checked, this option sets that internal calls should be also be
forwarded when forward on no answer or forward on busy is active.

Related links

Add Users on page 50

Mobility

Navigation: Call Management > Users > Add/Edit Users > Mobility

These settings relate to twinning features where a user has a main or primary extension but also
regularly answer calls at a secondary or twinned phone. These features are intended for a single
user. They are not aimed at two users answering calls presented to a single primary extension.

Twinning allows a user's calls to be presented to both their current extension and to another
number. The system supports two modes of twinning:

Internal Mobile

Twinning Destination

Internal extensions only External numbers only.

Supported in

All locales. All locales.

License Required

No No

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, = symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

| Description

Internal Twinning

Select this option to enable internal twinning for a user. Internal Twinning cannot be selected for a user if they
already have Mobility Features selected.

Twinned Handset

Default = Blank.
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Field

Description

For internal twinning, the drop-down list can be used to select an available user as the
twinned calls destination. Users not displayed in the list are already twinned with another
user. If the list is grayed out, the user is a twinning destination and the primary to which
they are twinned is displayed. The secondary phone must be on the same system.

Maximum Number
of Calls

Default = 1.

If set to one, when either the primary or secondary phone are in use, any additional
incoming call receives busy treatment. If set to two, when either phone is in use, it
receives call waiting indication for any second call. Any further calls above two receive
busy treatment.

Twin Bridge
Appearances

Default = Off.

By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a bridged appearance button
at the primary can also alert at the secondary.

Twin Coverage Default = Off.

Appearances
By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a coverage appearance
button at the primary can also alert at the secondary.

Twin Line Default = Off.

Appearances:

By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a line appearance button at
the primary can also alert at the secondary.

Mobility Features

If enabled this option allows any of the mobility features to be enabled for the user. This is subject to license
requirements of the system software release.

Mobile Twinning

If selected, the user is enable for mobile twinning. The user can control this option
through a Twinning programmable button on their a phone.

For user's setup for one-X Mobile Client, changes to their Mobile Twinning status made
through the system configuration or using a Twinning button are not reflected in the
status of the Extension to Cellular icon on their mobile client. However, changes to the
Extension to Cellular status made from the mobile client are reflected by the Mobile
Twinning field in the system configuration. Therefore, for one-X Mobile Client users, it is
recommended that they control their Mobile Twinning status through the one-X Mobile
Client rather than through a Twinning button.

Twinned Mobile
Number

Default = Blank.

This field sets the external destination number for mobile twinned calls. It is subject to
normal short code processing and should include any external dialing prefix if necessary.
For users of Mobile Call Control, the number in this field is used to match the users
setting to the incoming CLI.

Twinning Time
Profile

Default = <None> (Any time)

This field allows selection of a time profile during which mobile twinning will be used.
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Field

Description

Mobile Dial Delay

Default = 2 seconds

This setting controls how long calls should ring at the user's primary extension before also
being routed to ring at the twinning destination number. This setting may be used at the
user's choice, however it may also be a necessary control. For example, if the twinning
number is a mobile device that has been switched off, the mobile service provider may
immediately answer the call with their own voicemail service. This would create a
scenario where the user's primary extension does not ring or ring only briefly.

Mobile Answer
Guard

Default = 0 (Off). Range = 0 to 99 seconds. This control can be used in situations where
calls sent to the twinned destination are automatically answered by a voicemail service or
automatic message if the twinned device is not available. If a twinned call is answered
before the Mobile Answer Guard expires, the system will drop the call to the twin.

Hunt group calls
eligible for mobile
twinning

Default = Off )

This setting controls whether hunt group calls ringing the user's primary extension should
also be presented to the mobile twinning number.

Forwarded calls
eligible for mobile
twinning

Default = Off & This setting controls whether calls forwarded to the user's primary
extension should also be presented to the mobile twinning number.

Twin When
Logged Out

Default = Off.

If enabled, if the user logs off their primary extension, calls to that extension will still alert
at their twinned device rather than going immediately to voicemail or busy.

» When logged out but twinned, Mobile Dial Delay is not applied.

» Hunt group calls (all types) will be twinned if Hunt group calls eligible for mobile
twinning is enabled. When this is the case the user's idle time is reset for each
externally twinned call answered. Note that calls twinned over analog and analog
emulation trunks are automatically treated as answered.

* When the user's Mobile Time Profile, if configured, is not active they will not get
twinning calls. Calls will be treated the same as the user was logged out user with no
twinning.

 Callback calls initiated by the user will mature to the Twinned Mobile Number. It will
also be possible to initiate Automatic Callback to the user with external twinning and
their busy/free state will be tracked for all calls via the system.

» Any Bridged Appearance set to the user will not alert. Coverage appearance buttons for
the user will continue to operate.

» The BLF/user button status shown for a logged out user with Logged Off Mobile
Twinning is as follows:

- If there are any calls alerting or in progress through the system to the twin the user
status is shown as alerting or in-use as appropriate. This includes the user showing
as busyl/in-use if they have such a call on hold and they have Busy on Held enabled.

- If the user enables DND through Mobile Call Control or one-X Mobile client their
status will show as DND/busy.
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Field

Description

- Calls from the system dialed direct to the users twinned destination rather than
directed by twinning from their primary extension will not change the user's status.

one-X Mobile

Default = Off. (IP500 V2 digital trunks only)

Client one-X Mobile Client is a software application that can be installed on Windows Mobile and
Symbian mobile cell phones. It allows the user to access a number of system features.

Mobile Call Default = Off. (IP500 V2 digital trunks only).

Control

Mobile call control is only supported on digital trunks. It allows a user receiving a call on
their twinned device to access system dial tone and then perform dialing action including
making calls and activating short codes. For details see Mobile Call Control.

Mobile Callback

Default = Off. (IP500 V2 digital trunks only).

Mobile callback allows the user to call the system and then hang up. The system will then
make a call to the user's CLI and when answered, provide them with dial tone from the
system to make calls.

Field

Description

Internal Twinning

Select this option to enable internal twinning for a user. Internal Twinning cannot be selected for a user if they
already have Mobility Features selected.

Twinned Handset

Default = Blank.

For internal twinning, the drop-down list can be used to select an available user as the
twinned calls destination. Users not displayed in the list are already twinned with another
user. If the list is grayed out, the user is a twinning destination and the primary to which
they are twinned is displayed. The secondary phone must be on the same system.

Maximum Number
of Calls

Default = 1.

If set to one, when either the primary or secondary phone are in use, any additional
incoming call receives busy treatment. If set to two, when either phone is in use, it
receives call waiting indication for any second call. Any further calls above two receive
busy treatment.

Twin Bridge
Appearances

Default = Off.

By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a bridged appearance button
at the primary can also alert at the secondary.

Twin Coverage Default = Off.

Appearances
By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a coverage appearance
button at the primary can also alert at the secondary.

Twin Line Default = Off.

QBESAIEYESSS By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a line appearance button at
the primary can also alert at the secondary.
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Field

Description

Mobility Features

If enabled this option allows any of the mobility features to be enabled for the user. This is subject to license
requirements of the system software release.

Mobile Twinning

If selected, the user is enable for mobile twinning. The user can control this option
through a Twinning programmable button on their a phone.

For user's setup for one-X Mobile Client, changes to their Mobile Twinning status made
through the system configuration or using a Twinning button are not reflected in the
status of the Extension to Cellular icon on their mobile client. However, changes to the
Extension to Cellular status made from the mobile client are reflected by the Mobile
Twinning field in the system configuration. Therefore, for one-X Mobile Client users, it is
recommended that they control their Mobile Twinning status through the one-X Mobile
Client rather than through a Twinning button.

Twinned Mobile
Number

Default = Blank.

This field sets the external destination number for mobile twinned calls. It is subject to
normal short code processing and should include any external dialing prefix if necessary.
For users of Mobile Call Control, the number in this field is used to match the users
setting to the incoming CLI.

Twinning Time
Profile

Default = <None> (Any time)

This field allows selection of a time profile during which mobile twinning will be used.

Mobile Dial Delay

Default = 2 seconds

This setting controls how long calls should ring at the user's primary extension before also
being routed to ring at the twinning destination number. This setting may be used at the
user's choice, however it may also be a necessary control. For example, if the twinning
number is a mobile device that has been switched off, the mobile service provider may
immediately answer the call with their own voicemail service. This would create a
scenario where the user's primary extension does not ring or ring only briefly.

Mobile Answer
Guard

Default = 0 (Off). Range = 0 to 99 seconds. This control can be used in situations where
calls sent to the twinned destination are automatically answered by a voicemail service or
automatic message if the twinned device is not available. If a twinned call is answered
before the Mobile Answer Guard expires, the system will drop the call to the twin.

Hunt group calls
eligible for mobile
twinning

Default = Off !

This setting controls whether hunt group calls ringing the user's primary extension should
also be presented to the mobile twinning number.

Forwarded calls
eligible for mobile
twinning

Default = Off & This setting controls whether calls forwarded to the user's primary
extension should also be presented to the mobile twinning number.

Twin When Default = Off.
L ! If enabled, if the user logs off their primary extension, calls to that extension will still alert
at their twinned device rather than going immediately to voicemail or busy.
* When logged out but twinned, Mobile Dial Delay is not applied.
Table continues...
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Field

Description

» Hunt group calls (all types) will be twinned if Hunt group calls eligible for mobile
twinning is enabled. When this is the case the user's idle time is reset for each
externally twinned call answered. Note that calls twinned over analog and analog
emulation trunks are automatically treated as answered.

* When the user's Mobile Time Profile, if configured, is not active they will not get
twinning calls. Calls will be treated the same as the user was logged out user with no
twinning.

 Callback calls initiated by the user will mature to the Twinned Mobile Number. It will
also be possible to initiate Automatic Callback to the user with external twinning and
their busy/free state will be tracked for all calls via the system.

* Any Bridged Appearance set to the user will not alert. Coverage appearance buttons for
the user will continue to operate.

» The BLF/user button status shown for a logged out user with Logged Off Mobile
Twinning is as follows:

- If there are any calls alerting or in progress through the system to the twin the user
status is shown as alerting or in-use as appropriate. This includes the user showing
as busy/in-use if they have such a call on hold and they have Busy on Held enabled.

- If the user enables DND through Mobile Call Control or one-X Mobile client their
status will show as DND/busy.

- Calls from the system dialed direct to the users twinned destination rather than
directed by twinning from their primary extension will not change the user's status.

one-X Mobile
Client

Default = Off. (IP500 V2 digital trunks only)

one-X Mobile Client is a software application that can be installed on Windows Mobile and
Symbian mobile cell phones. It allows the user to access a number of system features.

Mobile Call
Control

Default = Off. (IP500 V2 digital trunks only).

Mobile call control is only supported on digital trunks. It allows a user receiving a call on
their twinned device to access system dial tone and then perform dialing action including
making calls and activating short codes. For details see Mobile Call Control.

Mobile Callback

Default = Off. (IP500 V2 digital trunks only).

Mobile callback allows the user to call the system and then hang up. The system will then
make a call to the user's CLI and when answered, provide them with dial tone from the
system to make calls.

Related links

Add Users on page 50
Mobility on page 80

Mobility

Navigation: Call Management > Users > Edit > Mobility

These settings relate to twinning features where a user has a main or primary extension but also
regularly answer calls at a secondary or twinned phone. These features are intended for a single
user. They are not aimed at two users answering calls presented to a single primary extension.
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Twinning allows a user's calls to be presented to both their current extension and to another
number. The system supports two modes of twinning:

Internal Mobile
Twinning Destination Internal extensions only External numbers only.
Supported in All locales. All locales.
License Required No No

These settings are mergeable. Changes to these settings do not require a reboot of the system.

In Manager, 2 symbol indicates that the setting can also be set and locked within a set of user
rights with which the user is associated using the Working Hour User Rights and Out of Hours User
Rights settings. The user rights applied can be controlled by a time profile selected as the user's
Working Hours Time Profile setting. The effect of the user rights can be displayed using the User
Rights View control.

Field

Description

Internal Twinning

Select this option to enable internal twinning for a user. Internal Twinning cannot be selected for a user if they
already have Mobility Features selected.

Twinned Handset

Default = Blank.

For internal twinning, the drop-down list can be used to select an available user as the
twinned calls destination. Users not displayed in the list are already twinned with another
user. If the list is grayed out, the user is a twinning destination and the primary to which
they are twinned is displayed. The secondary phone must be on the same system.

Maximum Number
of Calls

Default = 1.

If set to one, when either the primary or secondary phone are in use, any additional
incoming call receives busy treatment. If set to two, when either phone is in use, it
receives call waiting indication for any second call. Any further calls above two receive
busy treatment.

Twin Bridge
Appearances

Default = Off.

By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a bridged appearance button
at the primary can also alert at the secondary.

Twin Coverage Default = Off.

Appearances
By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a coverage appearance
button at the primary can also alert at the secondary.

Twin Line Default = Off.

Appearances:

By default only calls alerting on the primary phone's call appearance buttons also alert at
the secondary. When this option is enabled, calls alerting on a line appearance button at
the primary can also alert at the secondary.

Mobility Features
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Field

Description

If enabled this option allows any of the mobility features to be enabled for the user. This is subject to license
requirements of the system software release.

Mobile Twinning

If selected, the user is enable for mobile twinning. The user can control this option
through a Twinning programmable button on their a phone.

For user's setup for one-X Mobile Client, changes to their Mobile Twinning status made
through the system configuration or using a Twinning button are not reflected in the
status of the Extension to Cellular icon on their mobile client. However, changes to the
Extension to Cellular status made from the mobile client are reflected by the Mobile
Twinning field in the system configuration. Therefore, for one-X Mobile Client users, it is
recommended that they control their Mobile Twinning status through the one-X Mobile
Client rather than through a Twinning button.

Twinned Mobile
Number

Default = Blank.

This field sets the external destination number for mobile twinned calls. It is subject to
normal short code processing and should include any external dialing prefix if necessary.
For users of Mobile Call Control, the number in this field is used to match the users
setting to the incoming CLI.

Twinning Time
Profile

Default = <None> (Any time)

This field allows selection of a time profile during which mobile twinning will be used.

Mobile Dial Delay

Default = 2 seconds

This setting controls how long calls should ring at the user's primary extension before also
being routed to ring at the twinning destination number. This setting may be used at the
user's choice, however it may also be a necessary control. For example, if the twinning
number is a mobile device that has been switched off, the mobile service provider may
immediately answer the call with their own voicemail service. This would create a
scenario where the user's primary extension does not ring or ring only briefly.

Mobile Answer
Guard

Default = 0 (Off). Range = 0 to 99 seconds. This control can be used in situations where
calls sent to the twinned destination are automatically answered by a voicemail service or
automatic message if the twinned device is not available. If a twinned call is answered
before the Mobile Answer Guard expires, the system will drop the call to the twin.

Hunt group calls
eligible for mobile
twinning

Default = Off )

This setting controls whether hunt group calls ringing the user's primary extension should
also be presented to the mobile twinning number.

Forwarded calls
eligible for mobile
twinning

Default = Off & This setting controls whether calls forwarded to the user's primary
extension should also be presented to the mobile twinning number.

Twin When Default = Off.
HEEgRe] O If enabled, if the user logs off their primary extension, calls to that extension will still alert
at their twinned device rather than going immediately to voicemail or busy.
» When logged out but twinned, Mobile Dial Delay is not applied.
* Hunt group calls (all types) will be twinned if Hunt group calls eligible for mobile
twinning is enabled. When this is the case the user's idle time is reset for each
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Field

Description

externally twinned call answered. Note that calls twinned over analog and analog
emulation trunks are automatically treated as answered.

* When the user's Mobile Time Profile, if configured, is not active they will not get
twinning calls. Calls will be treated the same as the user was logged out user with no
twinning.

 Callback calls initiated by the user will mature to the Twinned Mobile Number. It will
also be possible to initiate Automatic Callback to the user with external twinning and
their busy/free state will be tracked for all calls via the system.

» Any Bridged Appearance set to the user will not alert. Coverage appearance buttons for
the user will continue to operate.

» The BLF/user button status shown for a logged out user with Logged Off Mobile
Twinning is as follows:

- If there are any calls alerting or in progress through the system to the twin the user
status is shown as alerting or in-use as appropriate. This includes the user showing
as busyl/in-use if they have such a call on hold and they have Busy on Held enabled.

- If the user enables DND through Mobile Call Control or one-X Mobile client their
status will show as DND/busy.

- Calls from the system dialed direct to the users twinned destination rather than
directed by twinning from their primary extension will not change the user's status.

one-X Mobile
Client

Default = Off. (IP500 V2 digital trunks only)

one-X Mobile Client is a software application that can be installed on Windows Mobile and
Symbian mobile cell phones. It allows the user to access a number of system features.

Mobile Call
Control

Default = Off. (IP500 V2 digital trunks only).

Mobile call control is only supported on digital trunks. It allows a user receiving a call on
their twinned device to access system dial tone and then perform dialing action including
making calls and activating short codes. For details see Mobile Call Control.

Mobile Callback

Default = Off. (IP500 V2 digital trunks only).

Mobile callback allows the user to call the system and then hang up. The system will then
make a call to the user's CLI and when answered, provide them with dial tone from the
system to make calls.

Related links

Mobility on page 75

Group Membership

Navigation: Call Management > Users > Add/Edit Users > Group Membership

This tab displays the groups of which the user has been made a member.

Related links

Add Users on page 50
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Call Management

Voice Recording
Navigation: Call Management > Users > Add/Edit Users > Voicemail Recording

Used to activate the automatic recording of user's external calls. The recording of internal calls is
also supported.

Call recording requires Voicemail Pro to be installed and running. Call recording also requires
available conference resources similar to a 3-way conference.

Note the following:
 Calls to and from IP devices, including those using Direct media, can be recorded.

* Calls parked or held pause recording until the unparked or taken off hold (does not apply to
SIP terminals).

» Recording is stopped if:
- User recording stops if the call is transferred to another user.
- User account code recording stops if the call is transferred to another user.

- Hunt group recording stops if the call is transferred to another user who is not a member of
the hunt group.

- Incoming call route recording continues for the duration of the call on the system.

These settings are mergeable. Changes to these settings do not require a reboot of the system.

Field Description

Auto Recording

Inbound Default = None.

Select whether automatic recording of incoming calls is enabled. The field to the right
sets whether just external, just internal, or both external and internal calls are included.
The options are:

* None: Do not automatically record calls.
* On: Record the call if possible. If not possible to record, allow the call to continue.

» Mandatory: Record the call if possible. If not possible to record, block the call and
return busy tone.

» Percentages of calls: Record a selected percentages of the calls.
Outbound Default = None.

Select whether automatic recording of out going calls is enabled. The field to the right
sets whether just external, just internal