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Notice

While reasonable efforts have been made to ensurethat the
information in this documentis complete and accurate at the time
of printing, Avaya assumes no liability for any errors. Avaya
reserves theright to make changes and corrections to the
information in this document without the obligation to notify any

person or organization of such changes.

D ocumentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include productinformation, operating
instructions and performance specifications that Avaya may
generally make available to users of its products and Hosted
Services. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original Published version of documentation
unless such modifications, additions, or deletions were performed
by Avaya. End User agrees to indemnify and hold harmless Avaya,
Avaya's agents, servants and employees against all claims, lawsuits,
demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this

documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents orreliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracyof any
information, statement or content provided on these sites and
does not necessarily endorse the products, services, or information
described or offered within them. Avaya does not guarantee that
theselinks will work allthe time and has no control over the

availability of the linked pages.

W arranty

Avaya provides a limited warranty on Avaya hardware and
software. Refer to your sales agreement to establish the terms of
thelimited warranty. In addition, Avaya’s standard warranty
language, as well as information regarding support for this product
while under warranty is available to Avaya customers and other
parties through the Avaya Support website:

http://support.avaya.com or such successor site as designated by

Avaya. Please notethat if you acquired the product(s) from an

authorized Avaya Channel

Partner outside of the United States and Canada, the warranty is

provided to you by said Avaya Channel Partner and not by Avaya.

HostedService
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THE FOLLOWING APPLIES IF YOU PURCHASE AHOSTED SERVICE
SUBSCRIPTION FROM AVAYA OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE), THE TERMS OF USE FOR HOSTED SERVICES ARE
AVAILABLE ON THE AVAYA WEBSITE,
HTTP://SUPPORT.AVAYA.COM/ LICENSEINFOUNDER THE LINK
“Avaya Terms of Use for Hosted Services” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE
WHO ACCESSES OR USES

THE HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF
OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THE TERMS OF USE. IF YOU ARE
ACCEPTING THE TERMS OF USE ON BEHALF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE
AUTHORITY TO

BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE
SUCH AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE
TERMS OF USE, YOU MUST NOT ACCESS OR USE THE HOSTED
SERVICE OR AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE. YOUR USE OF THE HOSTED SERVICE SHALL BE LIMITED BY
THE NUMBER AND TYPE OF LICENSES PURCHASED UNDERYOUR
CONTRACT FOR THE HOSTED SERVICE, PROVIDED, HOWEVER,

THAT FOR CERTAIN HOSTED SERVICES IF APPLICABLE, YOU MAY
HAVE THE OPPORTUNITY TO USE FLEX LICENSES, WHICH WILLBE
INVOICED ACCORDINGTO ACTUAL USAGE ABOVE THE CONTRACT
LICENSE LEVEL. CONTACT AVAYA OR AVAYA'S CHANNEL PARTNER
FOR MORE INFORMATION ABOUT THE LICENSES FOR THE
APPLICABLE HOSTED SERVICE, THE AVAILABILITY OF ANY FLEX
LICENSES (IF APPLICABLE), PRICING AND BILLING INFORMATION,

AND OTHER IMPORTANT INFORMATION REGARDING THE HOSTED
SERVICE.

Support Tools:

“AVAYA SUPPORT TOOLS” MEAN THOSE SUPPORT TOOLS
PROVIDED TO PARTNERS OR CUSTOMERS IN CONNECTION WITH
MAINTENANCE SUPPORT OF AVAYA EQUYIPMENT (E.G., SAL, SLA
MON, AVAYA DIAGNOISTIC SERVER, ETC.) AVAYA SUPPORT TOOLS
ARE INTENDED TO BE USED FOR LAWFUL DIAGNOSTICAND
NETWORK INTEGRITY PURPOSES ONLY. The customer is
responsible for understanding and complying with applicable legal
requirements with regard to its network. The Tools may contain
diagnostic capabilities that allow Avaya, authorized Avaya partners,
and authorized customer administrators to capture packets, run
diagnostics, capture key strokes and information from endpoints
including contactlists, and remotely controland monitorend-user

devices. The customer is responsible for enabling these diagnostic
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capabilities, for ensuring users are aware of activities or potential
activities and for compliance with any legal requirements with
respect to use of the Tools and diagnostic capabilities on its
network, including, without limitation, compliance with laws
regarding notifications regarding capture of personal data andcall

recording.

Licenses

THE SOFTWARE LICENSE TERMS OR SUPPORT TOOLS LICENSE
TERMS AVAILABLE ON THE AVAYAWEBSITE,
HTTP://SUPPORT.AVAYA.COM/LICENSEINFO

OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYAINC., ANY
AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH AVAYA
OR AN AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED
TO BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND THIS LICENSE
IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN
AVAYA, AN AVAYA AFFILIATE OR AN AVAYA CHANNEL PARTNER;
AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A
LICENSE. BY INSTALLING, DOWNLOADING OR USINGTHE
SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
INSTALLING, DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THESE TERMS AND CONDITIONS AND
CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR
THEAPPLICABLE

AVAYA AFFILIATE (“AVAYA”).

Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software
and Support Tools, for which the scope of the license is detailed
below Where the order documentation does not expressly identify
alicense type, the applicable license will be a Designated System
License. The applicable number of licenses and units of capacity for
which the licenseis granted willbe one (1), unless a different
number of licenses or units of capacity is specified in the

documentation

or other materials available to you. “Designated Processor” means
asingle stand-alone computing device. “Server” means a
Designated Processor that hosts a software applicationto be

accessed by multiple users.

License type(s)
Designated System(s) License (DS). End User may installand use

each copy or an Instance of the Software only ona number of
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Designated Processors up to the number indicated in the order.
Avaya may require the Designated Processor(s) to be identified in
the order by type, serialnumber, feature key, Instance, locationor
other specific designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifically for this

purpose.

Concurrent User License (CU). End User may installand usethe
Software on multiple Designated Processors or one or more
Servers, so long as only the licensed number of Units are accessing
and using the Software at any given time. A “Unit” means the unit
on which Avaya, at its sole discretion, bases the pricing of its
licenses and can be, without limitation, an agent, portor user, an
e-mail or voice mail account in the name of a person or corporate
function (e.g., webmaster or helpdesk), or a directory entry in the
administrative database utilized by the Software that permits one
user to interface with the Software. Units may belinked to a
specific, identified Server or an Instance of the Software.

Database License (DL). End User may install and use each copy or
an Instance of the Software on one Server or on multiple Servers
provided that each of the Servers onwhichthe Software is
installed communicates with nomore than an Instance of the

same database.

CPU License (CP). End User may installand use each copy or
Instance of the Software on a number of Servers up to the number
indicated in the order provided thatthe performance capacity of
the Server(s) does not exceed the performance capacity specified
for the Software. End User may notre-install or operatethe
Software on Server(s) with a larger performance capacity without

Avaya’s prior consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on asingle Designated Processor or Server per authorized Named
User (defined below); or (i) install and use the Softwareon a
Server so long as only authorized Named Users access and use the
Software. “Named User”, means a user or device that has been
expressly authorized by Avaya to access and use the Software. At
Avaya’s sole discretion, a “Named User” may be, without
limitation, designated by name, corporate function (e.g.,
webmaster or helpdesk), an e-mail or voice mailaccountin the
name of a person or corporate function, or a directory entry in the
administrative database utilized by the Software that permits one

user to interface with the Software.

Shrinkwrap License (SR). You mayinstall and use the Softwarein

accordance with thetermsand

conditions of the applicable license agreements, such as
“shrinkwrap” or “clickthrough” license accompanying or applicable
to the Software (“Shrinkwrap License”).
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Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired
by Avaya as part of its purchase of the Nortel Enterprise Solutions
Businessin December 2009. The Heritage Nortel Software
currently available for license from Avaya is the software contained
within the list of Heritage Nortel Products located at
http://support.avaya.com/Licenselnfo/ under the link “Heritage
Nortel Products”, or such successor site as designated by Avaya.
For Heritage Nortel Software, Avaya grants Customer a license to

use Heritage

Nortel Software provided hereunder solely to the extent of the
authorized activation orauthorized usage level, solely for the
purpose specified in the Documentation, and solely as embedded
in, for execution on, or (in the event the applicable Documentation
permits installation on non-Avaya equipment) for communication
with Avaya equipment. Charges for Heritage Nortel Software may
be based on extent of activation or use authorized as specified in

an order or invoice.

Support Tools: Avaya SupportTools are provided as an
entitlement of Avaya Support Coverage (e.g., maintenance) and
the entitlements are established by Avaya. The scope of the
license for each Toolis described in its License terms and/or the

applicable service description document.

Copyright

Except where expressly stated otherwise, no use should be made
of materials on this site, the Documentation, Software, Hosted
Service, or hardware provided by Avaya. Allcontenton this site,
the documentation, Hosted Service, and the Product provided by
Avaya including the selection, arrangementand design of the
content isowned either by Avaya orits licensors and is protected
by copyright and other intellectual property laws including the sui

generis rights relating to the protection of databases. You may

not modify, copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part, including any
code and software unless expressly authorized by Avaya.
Unauthorized reproduction, transmission, dissemination, storage,
and or use without the express written consent of Avaya canbea
criminal, as well as a civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof includedin the Software or Hosted Service may
contain software (including open source software) distributed
under third partyagreements (“Third Party Components”), which
contain terms regarding the rights to use certain portions of the
Software (“Third Party Terms”). As required, information regarding
distributed Linux OS source code (for those Products that have

distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms
that apply is available in the Documentation or on Avaya’s website
at: http://support.avaya.com/Copyright orsuch successor site as
designated by Avaya. You agree to the Third Party Terms for any
such Third Party Components.

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF ACONSUMER OR OTHER
USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i)
ENCODE VIDEO IN COMPLIANCE WITHTHE AVC STANDARD (“AVC
VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY
A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS
OBTAINED FROM AVIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALLBE IMPLIED FOR ANY
OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM
MPEG LA, L.L.C. SEEHTTP://WWW.MPEGLA.COM.

NotetoService Provider

The Product or Hosted Service may use Third Party Components
subject to Third Party Terms that do not allow hosting and require
a Service Provider to be independently licensed for such purpose.

It is your responsibility to obtain such licensing.

P reventingToll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person whois not
acorporate employee, agent, subcontractor, or is not working on
your company's behalf). Be aware that there can be a risk of Toll
Fraud associated with yoursystem andthat, if Toll Fraud occurs, it
can result in substantial additional charges for your

telecommunications services.

Avaya Toll Fraud intervention

Ifyou suspect that you are being victimized by Toll Fraud and you
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 forthe United
States and Canada. For additional supporttelephone numbers, see

the Avaya Support website: http://support.avaya.com or such

successor site as designated by Avaya. Suspected security
vulnerabilities with Avaya products should be reportedto Avaya by

sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in
this site, the Documentation, Hosted Service(s), and Product(s)
provided by Avaya are the registered or unregistered Marks of
Avaya, its affiliates, or other third parties. Users are not permitted
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to use such Marks without prior written consent from Avaya or
such third party which may ownthe Mark. Nothing contained in
this site, the Documentation, Hosted Service(s) and Product(s)
should be construed as granting, by implication, estoppel, or

otherwise,

any license or right in and to the Marks without the express

written permission of Avaya or the applicable third party.
Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective
owners. Linux®is the registered trademark of Linus Torvalds in the
U.S. and other countries.

All non-Avaya trademarks are the property of their respective

owners, and “Linux” is a registered trademark of Linus Torvalds.

D ownloading Documentation
For the most current versions of Documentation, see the Avaya

Support website: http://support.avaya.com, or such successor site

as designated by Avaya.

Contact Avaya Support
See the Avaya Support website: http://support.avaya.com for

Product orHosted Service notices and articles, or toreporta
problem with your Avaya Product or Hosted Service. For a list of
support telephone numbers and contact addresses, go to the

Avaya Support website: http://support.avaya.com (orsuch

successor site as designated by Avaya), scrollto the bottomofthe

page, and select Contact Avaya Support.
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Chapter 1: Introduction

Purpose

This document describes how to install and configure Avaya Aura® Application Enablement
Services (AES) Open Computer Telephony Integration (CTI) Adapter. This documentis
intended for users who want to install and configure AES Open CTI Adapter.

Change History

Document | Date Author Summary of changes Reviewer
version
1.0 23- Y. Abbas Initial version D. Castanares,
March-
2016 |. Bedascarrasbure
2.0 1-April- | I. Bedascarrasbure | Reviewed version D. Castafares,
2016 D. lguchi
3.0 15- Y. Abbas Reviewed version D. Castanares,
June- | Bed b
2016 . Bedascarrasbure
R. Mateescu
4.0 28- l. Bedascarrasbure | Updating APEX package
June- for version 1.7.3
2016
5.0 14- M. West Reviewed full document | S. Fernandez
Sept-
2016
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Chapter 2: AES Open CTI Adapter
Overview

Overview

AES Web Softphone is a Telephony Server Application Programming Interface (TSAPI) based
solution.

The solution provides a thin-client HTTP Web softphone that you can use to make a call,
transfer a call, and conference a call.

The Web softphone can be hosted on multiple browsers. The Web Softphone also provides
URL based screen pops.

The primary purpose of the AES SFDC Adapter is to provide customers who have Salesforce as
CRM solution, to get a full integration with Computer telephony integration (CTI) through the
AES and Avaya Aura® Communication Manager.

Prerequisites

Configure the Avaya Application Enablement Server (AES)
Install Red Hat Enterprise Linux on the server.

Install additional Linux packages.

Install the CTI Engine and the server certificate.

The installation document for the CTI Engine is Installing and Configuring AES CTI Engine.

Environment Configuration

Server Requirements

e Multi-core processor

e 4GB of RAM

e 10 GB of free hard disk space

e Red Hat Enterprise Linux (RHEL) 6 (Update 5 and later)
© Note

The newer versions of RHEL 6 are supported, but ensure that libraries required to
support the solution are also installed. AES Open CTI Adapter works on both 64-bit and
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32-bit versions of RHEL, but the appropriate OpenJDK and Tomcat package must be
installed.

The OpenJDK and Tomcat package also requires the following libraries to be installed:
o glib2-2.28.8-4.el6
o GConf2-2.28.0-6.el6

The AES Open CTI Adapter uses web socket technology between the user’s browser and the
host server. The communication path between those two entities must permit the use of web
sockets.

Browser Requirements

e Internet Explorer 11 or later
e Firefox 27 or later
e Chrome 30 or later

e Safari 7 or later

Port Requirements

The application uses the following ports:

Port number | Description

450 AES TSAPI Port

1066 t01081 | TSAPI encrypted links

8090 CTI Engine
9090 Client Logger
8443 Tomcat

8092 Presence Server

It is important to make sure that these ports are opened on the Linux server in the appropriate
direction. Assuming a default RHEL 6.5 installation, the outbound ports will be automatically
enabled, but the inbound ports will be blocked. These ports must be opened for the CTI Engine
to function correctly.

Preparing the Local Firewall
The firewall program on Linux is iptables. By default, all ports are open for output, but the

input list is very restricted. Use the iptables command to open access to the ports that are
needed. Run the following commands as a root usetr.
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sudo iptables -I INPUT 2 -p tcp —m tcp --dport 8443 -j ACCEPT

Save the changes in the /etc/sysconfig/iptables folder using the following command as
a root user:

sudo service iptables save
To clear the local firewall settings for initial testing, use the following command as a root user:
sudo iptables --flush

Note that some corporate security policies do not allow for iptables to be stopped or empty. Be
sure they validate that this is an acceptable option before trying to flush the iptables
configuration. Regardless, this is an unacceptable solution for a production system.
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Chapter 3: Open CTI Adapter Installation
and Configuration

Installing the AES Open CTI Adapter

About this task
Use this procedure to install AES Open CTI Adapter on the RHEL server.
Before you begin
e Ensure that you have administrative privileges for installing the rpm files.
e Ensure that you have downloaded the SFDC Softphone installers.
Procedure

1. Run the following command with admin privileges from the location where you placed
the installation file:

sudo rpm -ivh OpenJDK-Tomcat-8.0.36.<arch>.rpm
Where <arch>is x86_64 for a 64-bit system, or 1686 for a 32-bit system.

sudo rpm -ivh AES-SFDC-SoftPhone-1.7.4-<rev>.noarch.rpm

2. To allow access to both the Open CTI Adapter and Tomcat applications have been
installed, make sure that the avaya user can make changes to the root directory of
these applications. To perform this action, run the following command:

sudo chown -R avaya:susers /opt/avaya

Licensing

All of the licensing for the AES Open CTI Adapter is handled in the CTI Engine. As such, those
instructions are provided in the Installing and Configuring the AES CTI Engine document.

Certificate Configuration

The AES Open CTI Adapter uses the HTTPS service to use the softphone inside Salesforce. To
support the use of HTTPS, you mustinstall a server certificate. You can install any of the
following types of certificates in the server:

e Self-signed certificate
e Third-party or signed certificate from a request file

e Signed certificate with a private key

Installing and Configuring AES Open CTI Adapter September 2016 12



The mentioned certificate applies to all of the applications that are part of the AES Open CTI
Adapter. Since the base certificate and private key are required by the AES CTI Engine, the
instructions for creating and installing the base private key and certificate are given in the
Installing and Configuration the AES CTI Engine document. The following instructions assume
that the files have already been created, or obtained, and have been placed in the correct
locations.

Regardless of the type of certificate used, the below instructions assume that the certificate is
named certificate.crt,the private key is named private key.pem,and that both are
located in the /opt/avaya/certs directory.

If you are using a self-signed certificate, you must copy the self-signed certificate into each
user’s workstation. The self-signed certificate should be imported into the Windows Certificate
Store for Internet Explorer and Google Chrome or imported as an exception directly into Firefox.
This allows the browser to treat the self-signed certificate as a genuine certificate from a trusted
entity.

For the self-signed certificate to be properly recognized when imported into the Windows
Certificate Store, the certificate must be installed in the Trusted Root Certification Authorities
folder. Placing the self-signed certificate in any other store will not allow it to be recognized.

These actions are not required for a signed certificate. They are only necessary when using a
self-signed certificate. It is recommended that self-signed certificates only be used temporarily in
a lab or test environment. Any production environment should use a signed certificate.

Creating a Keystore

The certificate and the private key created during the CTIl Engine installation allow it to work with
wss, but for tomcat to work with https, a keystore file must also be created.

Procedure

1. Run the following command to navigate to the directory where certificate and private key
are located:

cd /opt/avaya/certs
2. Run the following command to generate the tomcat.pl2 file:

openssl pkcsl2 -export -in certificate.crt -inkey private key.pem
-out tomcat.pl2 -name tomcat

3. Type a password and type the same password as a confirmation password to create the
file.

4. Run the following command to create the keystore file:

keytool -importkeystore -srckeystore tomcat.pl2 -srcstoretype
PKCS12 -destkeystore tomcat.jks -deststoretype JKS
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© This will ask for a new password (with confirmation), then ask for the password
created inthe previous step. Using the same password both times is acceptable
and recommended. This creates the key store file we need for tomcat.
Note

When creating the password for the tomcat keystore, make sure the password does not
include the ampersand (&) character. This character will cause tomcatto crash on
startup.

5. Run the following command to copy the keystore file into the tomcat configuration
directory:

cp tomcat.jks /opt/avaya/tomcat8/conf
6. Run the following command to change the directory to the tomcat configuration directory:
cd /opt/avaya/tomcat8/conf

7. Editthe server.xmnl file and look for section in the file that defines port 8443. Once
found, insert the following text immediately before it so that it looks like this:

<Connector SSLEnabled="true"
clientAuth="false"
keystoreFile="/opt/avaya/tomcat8/conf/tomcat. jks"
keystorePass="avayal23"
keyAlias="1"
maxThreads="800"
acceptorThreadCount="4"
port="8443"

protocol="org.apache.coyote.httpll.HttpllNio2Proto
col"

scheme="https"

secure="true"

sslProtocol="TLS"

sslEnabledProtocols="TLSv1l.1l,TLSv1.2"
/>

The password referred to above is the one created in step 4. Change it from “avayal23”
to the password that was actually used.

At this point Tomcat is configured to use the HTTPS protocol with the same certificate used by
the CTI Engine.
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Chapter 4: Salesforce Configuration

Upgrading the Salesforce components

Procedure

1. Upgrade the latest version of the APEX Package as shown in the next section. Ensure
that you are using the latest version of APEX Package; otherwise the Open CTI Adapter
will not work.

2. Import the latest version of the call center definition file and copy the configuration from
the old call center definition file.

3. Move the users from the old call center definition to the new call center definition.

Prerequisites

To start using Open CTI Adapter in Salesforce, you must first perform the following tasks:

No. Task Notes v
1 Install the APEX package
2 Disable the Interaction Logs settings

(if necessary)

3 Configure the Call Center Definition
4 Configure the Softphone Layout
5 Configure the Directory Numbers

All of the actions below require Salesforce administrator privileges. To perform any of these
actions, it is necessary to be logged in as a Salesforce administrator.

Installing the APEX package

Before you begin
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Log in as a Salesforce administrator.
Procedure
Install the package for a production organization by using the following URL:

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t360000019m4c

Install the package into a sandbox by using the following URL:
https://test.salesforce.com/packaging/installPackage.apexp?p0=04t360000019m4c

If you are not logged in as a Salesforce administrator, the system displays the Salesforce login
page.

Provide the Salesforce administrator login credentials when prompted.

The system displays the package page.

Upgrade AES SFDC Connector

By Avaya, Inc.

An earlier version is installed. It can be upgraded while preserving the existing data.
Installed: AES SFDC Connector - 1.7.4 (1.74) New Version: AES SFDC Connector - 1.7.4 (1.74)

2 22 2

o Install for Admins Only Install for All Users Install for Specific Profiles...

App Name Publisher Version Name Version Number
AES SFDC Connec tor Avaya, Inc AES SFDC Connec tor-1.7.4 174

Additional Details View Components

Figure 1. Package Page

Ensure that the Install for All Users option is selected and click Install. After the installation is
completed, click Done.

The system installs the APEX package which contains the following components:

e Activity Custom Fields: Called, Caller, UCID, UUI, and CallReference
e Apex Class: DataRetrieval and ObjectDetailsRetrieval
e Visualforce Page: StoragePage
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Logging Calls

There are multiple ways to log calls in Salesforce. The traditional way is Call Logs. In the
Console view, the default option is Interaction Logs, however Call Logs can still be used if
desired. In addition, the option to pop to a VisualForce page is available as a replacement for
both. It is important to understand the capabilities and limitations of each option, as all three
options will have different behaviors. The desired behavior will guide the choice of which
method to use.

Call Logs

When using Call Logs, the Call Center definition must have the Interaction Log option set to “N”.
It is also important to make sure Interaction Logs are disabled. Interaction Logs are
incompatible with Call Logs, and so only one Logging type can be used. When Call Logs are
used, Interaction Logs must be disabled.

You can turn off Interaction Logs on page layouts assigned to different user profiles.
Procedure

1. Navigate to one of the following options:

a. For standard objects, click Your Name>Setup > Customize>Object>Page
Layouts.

b. For custom objects, click Your Name> Setup>Create> Objects, and then
choose the object.

Click Edit next to a page layout.
Click Layout Properties.

Clear the Interaction Log option.
Click OK.

6. Click Save.

o kc 0N

Perform these actions for each object that is displayed in the users’ normal operation.

Interaction Logs

When using Interaction Logs, Call Logs and all of their other options are not present or enabled.
That means there are no options to save on incomplete calls, no ability to modify how objects
are associated with the logs, no ability to save the custom Avaya fields to the logs, and no Call
Log information shown in the softphone. Instead, the standard items are simply updated into the
existing Interaction Log.

To use Interaction Logs, the Call Center definition must be configured to have the Interaction
Log option setto “Y” and the Enable Call Log and Show Call Log options setto “N”.

Visualforce Page

The use of Call Logs or Interaction Logs is limited, with little customization available. If the use
of those features are too limiting, it is possible to instead invoke a Visualforce page. This page
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will be passed all of the information that would have been provided to the Call Log or Interaction
Log, but at that point the Visualforce page can completely control what else is presented to the
users, what other data is collected, and how the resulting logs will be saved.

To use a Visualforce page, the Call Center definition must be configured to have the Interaction
Log option, the Enable Call Log option, and the Show Call Log options all set to “N”. In addition,
the Pop on Call End option must not be set to “N”, and the End Popup Visualforce Page Name
option must be set to the name of a Visualforce page.

Configuring the Console

When using the Salesforce Console, it is critically important to configure the “Whitelist Domains”
setting in the Salesforce administration. If this is not done, then none of the interactions with the
Console will work.

Procedure

1. Navigate and clickthe Setup option.
The system displays the setup page.

2. On the left menu, navigate to App Setup > Create > Apps.
The system displays the list of applications.

Apps Help for this Page W&

An app is a group of tabs that work as a unit to provide functionality. Users can switch between apps using the Force.com app drop-down menu at the
top-right comer of every page.

You can customize existing apps to match the way you werk, or build new apps by greuping standard and custom tabs.

| @ Custom apps work in conjunction with User Profile Tab Visibility settings.  View User Profiles now.

Apps Quick Start| | New | | Reorder Apps Help (2
Action  App Label Console Custom Description
Edit App Launcher App Launcher tabs
Edit Call Center State-ofthe-Art On-Demand Customer Service
Edit Marketing Bestin-class on-demand marketing automation
Edit Blatform The fundamental Force.com platform
Edit Sales The world's most popular sales force automation (SFA) solution
Edit Sample Console v The out-of-the box consale for users who work with multiple records on one screen

Figure 2: The application list page
3. Click the Edit link next the application you are using.

4. When editing the Console application, go to the Whitelist Domains section as shown
below:
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Whitelist Domains | 43|ps|x08.dalps.avaya.com:8443 dalpsix07.dal

i ps.avaya.com:8443 dalpslx05.dalps.avaya.com
5443 localhostB445

Figure 3: The Whitelist Domains option

5. Type the name and port of the Open CTI Server in the following format:
<server>.8443

6. You can type multiple entries separated by commas.
Note

It is important that the same FQDN used in the other configuration entries is used. It is
critical that the port be included. If the port is not included, then the entry will have no
effect.

Call Center Definition

Along with the Avaya CTI Adapter setup file, an XML file is also provided. This XML file is used

by the Salesforce application to configure site information for use with the Open CTI Adapter. A
copy of this XML file is included in Appendix A, called AvayaCTIAdapter.xml. Salesforce calls

this site information “Call Center Configuration”.

This is just the name used by Salesforce. This is not meant to imply that the Avaya Open CTI
Adapter may only be used in a call center environment. In fact, it can be used whether a call
center is configured in the Communication Manager or not.

Procedure

1. Navigate and clickthe Setup option.
The system displays the setup page.

2. On the left menu, navigate to App Setup > Call Center > Call Centers.
The system displays the list of call center definitions.

Help for this Page @&

All Call Centers

A call center corresponds to a single computer-telephony integration (CTI) system already in place at your organization. Salesforce.com users
must be assigned to a call center before they can use any Call Center features.

W

Action Name + Version Created Date Last Modified Date
Edit | Del A5 Demo Avaya Call Center CC Adapter 3.000 12/22/2011 2:37 PM 12/22/2011 3:01 PM
Edit | Del Coppell Call Center CC 4.000 11/2/2011 10:18 AM 3/6/2012 6:02 PM
Edit| Del Coppell Call Center3 3.000 10/25/2011 6:40 PM 1/31/2012 10:18 PM
Edit| Del EBL Call Center 3.000 9/27/2011 1:07 PM 11/3/2011 12:35 PM
Edit| Del GWL Call Center 3.000 11/3/2011 3:34 PM 11/3/2011 4:42 PM
Edit | Del MikiTest 3.000 10/30/2011 7:45 PM 10/30/2011 7:48 PM
Edit | Del PapeTest 3.000 2/20/2012 9:38 PM 2/24/2012 5:09 PM
Edit | Del VMw Call Center 3.000 10/28/2010 6:12 PM 10/28/2010 6:14 PM

Figure 4: The list of call centers
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3. Click Import to create a new call center entry.
The system displays the Call Center Import page.

4. Click Browse to search for the XML file provided to feed the call center information.
Once the XML file is selected, click Import.
The Call Center component has the following configuration settings:

e Sl . https://nadsalesfo.. © ~ @& € | _ Call Center: Avaya Call Cen... *
I A ——— m— L

Michael West ~  Help & Training

Reports Dashboards VDNDisplays +

Search All Setup Call Center
Avaya Call Center Coppell Adapter U5

All Call Centers » Avaya Call Center Coppell Adapter US

Help for this Page

Expand All | Collapse All

Salesforce1 Setup New'

Call Center Detail _Edit | |Delete | Clone
Force.com Home General Information
Internal Name  AvaysCTiAdapterCoppellUS
System Overview Display Name  Avays Csll Center Coppell Adapter US

CTiAdapter URL  https://dslpsix08.dalps. avays com:8443/SoftPhone/
Standby Url  https://dslpsix07 dalps avays com 8443/SoftPhone/

Personal Setup
Timeoutin 10000
*| My Personal Information milliseconds
*/ Email Use CTIAPI  true
*/ Import Softphone Height 500
* Desktop Integration Softphone Width 208
*' Call Center Settings Directory Url
App Setup Dialing Options

Outside Prefix -]
8 Customize

*/ Tab Names and Labels

Long Distance Prefix 1

International Prefix 011

A Internal Number 4
*! Activities Length

*| Campaigns Country Code 1
* Leads Local Number Length 7
*! Accounts Long Distance Length 10
*/ Contacts

Figure 5: The Call Center configuration settings

Call Center Components

You must configure the following settings of the Call Center Definition:
e General Information
e Dialing Options
e Softphone Options
e Label Options
e Screen Pop Options
e Reason Codes
e CTI Engine Configuration

¢ Avaya Remote Agent Configuration
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You must also perform the following task:

e Add auser to the list of call center users

You must add information in the required fields as explained in the field descriptions sections of

this guide.

General Information

All fields in the General Information section are mandatory for Open CTI Adapter for Salesforce.

Name

Description

Internal Name and Display
Name

The fields to uniquely identify the Call Center definition in
Salesforce. If multiple Call Center definitions are present in a
Salesforce instance, each name must have a unique Internal
Name and Display Name.

CTI Adapter URL

A URL to access the Open CTI Adapter. This URL is used to
open the Open CTI Adapter’s softphone. The format of the
URL is:

http://<server>:8443/SoftPhone

It is very important that the “<server>" value be replace with
the server’s fully qualified domain name (FQDN). Do not use
the IP address in this field.

Standby Adapter URL

A URL to provide redundancy on OpenCTI.

The following link shows the format of StanderBy Adapter
URL:

http://<server2>:8443/SoftPhone

If there is no second server to use for standby, leave this field
empty.

Timeout in milliseconds

The Timeout in milliseconds field determines the time

period to wait for CTI Adapter URL before switching to the
Standby URL. If no Standby URL is provided, the Timeout in
milliseconds value must also be left empty.

Use CTIAPI

An option to use CTI API in Call Center Definition. You must
always keep this value as True.

Softphone Height and
Softphone Width

The fields to specify the dimension of the Open CTI Adapter’s
softphone. The default value of the Width should remain
unchanged. But if you cannot see the information in the
configured size, the Height value must be increased.

21 Installing and Configuring AES Open CTI Adapter September 2016




Name

Description

Directory URL

This field is reserved. Leave the field blank.

Dialing Options

Name

Description

Outside Prefix, Long
Distance Prefix, and
International Prefix

The parameters required for all Open CTI Adapters.

Internal Number Length

Internal Number Length is a value used to determine
whether a number is an internal number or an
outbound/inbound external number. If the number of digits in
a phone number is this value or fewer, then the number is
treated as an internal number. If the number is greater than
this value, the number is an inbound or outbound external
number. If this value is “0”, then all numbers are treated as
inbound or outbound external numbers. Note that this number
must be smaller than Local Number Length and Long
Distance Length. If it isn’t (e.g. ten or eleven digit extensions),
then the value should be set to “0” as there is no way to
differentiate between internal extensions and external
numbers.

Country Code

The dialing country code of the currentlocation. This value is
used for the enhanced outbound number processing as the
default number processing follows US country code standard.
This value must be set.

Local Number Length

The length of an external local phone number.

Long Distance Length

The length of a long distance phone number. This and the
preceding values are used to help examine an outbound
number to determine exactly which prefixes to use. It is very
important that these values are different. If the numbers are
technically the same (e.g. ten-digit dialing in the US) then the
Local Number Length should be set lower. In this case the
routing tables in the Communication Manager will be used to
handle the local number special cases.
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Name

Description

Do Not Call Prefix

A prefix that, if matched with the beginning of the called
number, will prevent the call from being initiated.

Softphone Options

Name

Description

Is Call Center

Determines whether the ACD is used. The options are:

e Y:ACD is used. The ACD agent ID and password
fields are included in the login form. The default value
IS Y.

e N: ACD is not used. The ACD agent ID and password
fields are not included in the login form and only the
extension information is requested.

Transfer Button Enabled

Sets whether the option to transfer a call is available. The
options are:

e Y: The Transfer call capability is enabled. The default
value is Y.

e N: The Transfer call capability is disabled.

Conference Button Enabled

Sets whether the option to conference a call is available. The
options are:

e Y: The Conference call capability is enabled. The
default value is Y.

e N: The Conference call capability is disabled.

Click to Consult

Extends the basic click-to-dial functionality to allow for click-
to-consult. Ordinarily, click-to-dial only works if the phone is
currently idle, or if all calls present are held. If, however, there
is a single active line, and click-to-dial is invoked, click-to-
consult will automatically initiate a consultative call. Once
initiated, the consultation can be completed as either a
conference or a transfer, or it can be backed out to the
original call. The options are:

e Y: The click-to-consult call capability is enabled. If
there is a single active line, and click-to-dial is used,
then click-to-consult is automatically started.
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Name Description
e N: The click-to-consult call capability is disabled. The
default value is N.
Ready Type Specifies the ready state type. The options are

e Auto-In (&) : Willautomatically move the userto
Ready after an ACD call. The default value is A.

e Manual-In (M) : Will place the userin Wrapup after
an ACD call. The user must then manually set
themselves to Ready to receive another call.

Not Ready Enabled

Allows a user to manually set the Not Ready state. The
options are:

e Y: The option to set the Not Ready state is enabled.
The default value is Y.

e N: The option to setthe Not Ready state is disabled.

Wrapup Enabled

Allows a user to manually setup the Wrapup state. The
options are:

e Y: Allows userto setthe ACD state to Wrapup
manually. The default value is Y.

e N: Does not allow userto manually set the ACD
state to Wrapup. It is possible for the user to end up in
the Wrapup state. For example, if the Ready type
used is Manual-In, or if Timed ACW is used with Auto-
In, but the user cannot change the state manually.

e E: Allows user to setthe Extended Wrapup state
manually. Extended Wrapup is only needed in cases
where Timed Wrapup is used, as it allows the agent to
disable the timer for this Wrapup.

Auto-answer Incoming Calls

Determines if the softphone will automatically answer
incoming calls. Typically this is set in the ACD or switch, but
occasionally, the customer might want to set this in
Salesforce. The options are:

e Y: All incoming calls are automatically answered..

e N: No incoming calls are automatically answered. The
default value is N.

e A: All incoming ACD calls are automatically answered.

This setting mustbe setto A or Y only if Open CTI Adapter is
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Name

Description

configured to answers the calls. If Communication Manager is
configured to automatically answer the calls, this value must
be set to N.

Use Extension from User
Object

Locks the users’ extensions to the defined value in
Salesforce. The options are:

e Y: The Extension defined in the User object is the
only allowed extension that the user can log in with. If
the Extension field is wrong or empty, then the user
cannot log in. The Extension field on the login dialog
is present, but cannot be edited.

N: The Extension field on the login dialog can be edited and

the value present in the User object is ignored. The default
value is N.

My Report Label

Provides the label to use to allow agents to display the page
with their daily reports. If no value is present, then the option
will not be shown.

URL Report

The URL to use when someone selects My Report Label. If
no value is present, then the option is not shown. By default,
the value is empty. (See below the table for a good option.)

Password Enabled

Enables the password field on the login dialog box. The
options are:

e Y: The password field is displayed on the Login
dialog box. The default value is v.

e N: The password field is not shown on the Login
dialog box.

Auto Login Enabled

Determines whether to automatically log the user into the
softphone. The options are:

e Y: Automatic login is enabled. This option works only
when the login credentials are already stored. If the
credentials are not stored, the user is not logged in
automatically even when this setting is Y.

e N: Automatic login is disabled. The default value is
N.

Logo Configuration

A field to specify the path for the logo displayed at the bottom
of the softphone. The location of the file is specified as a
relative directory path, with the root being
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Name Description

/opt/avaya/tomcat8/webapps/SoftPhone. The default
value is Tmages/AvayalLogo.gif,whichis the file that
comes in the distribution. The image used here must always
be in the .gif, .png, or .jpg format.

ANI Masking Value Provides an alternate value for ANI Masking. When a call is
placed outside the Communication Manager, this value is
used as the originating phone number and shown to the
recipient as the ANI for the current call. Internal calls are
unaffected by this setting. If the value is left empty, this
feature is not used. The default value is empty.

ANI Masking on Consult? A field to specify whether to use ANI mask number for
consultative calls. The options are:

e Y:Whena consultcall is a transfer or a conference
initiation, the ANl Mask number is used as an
origination number.

e N: The real origination number is used. The default
value is N.

Enable Console Logout? A field to allow a user to log out from the ACD as soon as the
user logs out from the Salesforce Console. The options are:

e Y: The automatic ACD log out option is enabled. The
default value is Y.

e N: The automatic ACD log out option is disabled.

ANI Replacement WS URL URL of the REST web service that provides possible values
to replace ANI number for outbound calls. The default value
is empty.

For the URL Report entry above, a good generic entry for this is:
000?pcO0=CALLTYPE&pvO=&type=te&sort=CD&pcl=DUE_DATE&pvl=today&pnl=eq&c=
CS&c=0P&c=C0O&c=LD&c=AT&c=CD_FMT&c=CL_DISP&c=CALLTYPE&Cc=SU&C=AS&c=
Pl&details=yes&retURL=%2F000%2Fo&pn0=ne&rt=24&scope=user&t=title_MyCallsToda
y&closed=closed&duel0=AS,SU,CALLTYPE,CL_DISP

Note that the above is a single line with no space breaks or line breaks.
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Call Log Options

Name Description

Call Log Enabled Enable call logging. The options are:

e Y: Calllogs are saved for all calls. The default value is
Y.

e A:Calllogs are saved for only ACD calls.

e E: Calllogs are saved for only external calls, both
inbound and outbound.

e N: Calllogs are not saved.

Show Call Log Determines whether to show the call log in the softphone
display or not. Regardless of whether the call log is shown, it
is still saved automatically. The options are:

e V: Allows users to view the call logs.

e N: Disallows users to view the call logs. The default
value is N.

Call Log on Incomplete Calls | Enable call logging for unanswered and abandoned calls.
The options are:

e Y:Calllogs are saved for unanswered calls.

e N: Call logs are not saved for unanswered calls. The
default value is N.

Make Call Log Related Data Determines how the call log references are saved.. The
Sticky options are:

e Y: The application sets the reference to be saved to
the first resource browsed. The user can always
override the selection manually, but continued
browsing doesn’t update the selection. Only user
intervention can change the selection. The last
selection is saved.

e N: The application sets the reference to be saved to
the latest resource browsed. Every time the user
browses to a new resource, the reference selection is
updated. The user can override the selection, but any
further browser will again update the reference. The
default value is N.

Use Custom Call Log Fields Saves values to the Avaya custom call log fields. The Avaya
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Name Description

custom call log fields are: ANI, DNIS, UCID, UUI, and
CallReference. The options are:

e Y: The custom values are saved as call log. The
default value is Y.

e N: The custom settings are ignored.

This option only applies if Call Log Enabled is setto Y. If
Enable Interaction Log is set to v, then this option is
ignored and disabled automatically.

Enable Last Three Calls Determines whether a link to the last three calls is shown.
The options are:

e Y:Alink to display the Last 3 Calls is shownin the
softphone. When clicked, a small dialog with the links
to the last three call logs is shown.

e N: The link is not shown.

Enable Interaction Log Allows Open CTI Adapter to integrate with the Salesforce
Console interaction log and not the call log. The options are:

e Y: Enables integration with the Salesforce Console
interaction log. This setting is applied only when both
Call Log Enabled and Show Call Log are set to N.

e N: Disables integration with the Salesforce Console
interaction log. The default value is N.

UCID URL Defines the URL to use for the custom URL value in the call
log. The URL provided in this setting is appended with
“2UCID="and the value of the UCID. If this field is not set,
then the value is not saved. The purpose of the URL is to
allow an easy entry path into a call recording system that can
take the UCID as a key value.

Call Log Completed Status Defines the value to be saved in the call log Status field when
the call log is saved. Default value is “Completed”.

Label Options

Name Description
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Name

Description

Login Labels

All of the various login labels can be changed to match what
the customer needs for their environment.

Agent State Labels

All of the various agent state labels can be changed to match
what the customer needs for their environment.

Screen Pop Options

Name

Description

Pop on Transfer and

Enables screen pops on a transfer or a conference call. The

Conference options are:

e Y: The screenpop is enabled. The transfer or the
conference call recipient gets the same screen pop
that the original users have received. The default
value is Y.

e N: The screen pop is disabled.

Pop on ANI Enables screen pops for ANI. The options are:

e Y: The screenpop for ANl is enabled. Also, in case
of a UUI pop display failure, an ANI pop is displayed
as a backup for the UUI pop for a given call. The
default value is Y.

e N: The screen pop for ANI is disabled.

Note that even if Pop on ANI is setto N, all other screen pop
capabilities are still enabled.

Pop on Call End

Enables pop to a Visualforce page at the end of a call. The
options are:

e Y: To enable the option for all calls.
e 1I: To enable the option for inbound calls only.
e 0O: To enable the option for outbound calls only.

e N: To disable the option for all calls. If either Call Log
Enabled or Enable Interaction Log are setto Y,
then this option is disabled.

End Popup Visualforce Page

The Visualforce page name to pop up at the end of a call.
This value is not used if Pop On Call End is set to N. Only
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Name Description
Name the name of the Visualforce page must be specified.
DNIS A field to enable screen pops for DNIS. The value format

mustbe object.column, Sothat the value can be
compared to the correct column of the correct object in the
Salesforce database. Only one option for all DNIS values is
given.

UUI1 through UUI5

Each of these components can be handled differently. In
general, a given UUI element can be mapped to a given
object and columnin the Salesforce database (using the
object.column form),itcan be used to replace the ANI
value (by specifying ani), or it can be simply used for display
(designated by a value starting with a .). More detail below
this table.

UUI Start

A special character that denotes the start of the UUI as the
Open CTI Adapter cares about it. The purpose of this
character is to allow an arbitrary number of characters at the
beginning of the UUI to be ignored for whatever reason. If the
character is not present, then the entire UUI will be placed
into the UUIL value.

UUl Stop

A special character that denotes the end of the UUI as the
Open CTI Adapter cares about it. The purpose of this
character is to allow an arbitrary number of characters at the
end of the UUI to be ignored for whatever reason. If both the
UUIStart and UUIStop characters are not present, then the
entire UUI will be placed into the UUI1 value. If only the
UUIStop character is not present, the UUI will not be parsed
correctly.

UUI Separator

A special character that separates each of the UUI fields. It
can occur up to four times in the UUI field, and marks the
separation between each field.

Show Full UUI

Determines whether to show a link on the softphone each
time a call contains UUI information. The options are:

e Y: Alink is shown on the softphone that will display

the unparsed UUI as a full string in a pop-up when
clicked. The name of the link is specified by UUI
Label.

e N: Thereis no link to show the UUL.
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Name Description

UUI Label Defines the label to use for showing the UUI.

Append Agent to UUI Determines whether to append the agent’s ID to the end of
UUI on hang up. The options are:

e Y: Add the Agent ID to the very end of the UUI string
on hang up. This only applies on calls to an ACD
agent where the agent hangs up the call. The primary
use of this is to assist post call surveys to directly
identify which agent handled the call.

e N: The Agent ID is not added to the end of the UUI.

Transfer Current Context Enables context transfer when a call is transferred or
Indicator Character conferenced. If a character is defined, this indicates that
context transfers are to be used. In this case, the object id of
the object the user is currently displaying is placed in the UUI
(overriding the previous value). The receiving agent then
automatically pop that object. If the field is left blank, context
transfer is not used and the UUI is preserved through a
transfer or conference. The default is to have the field blank.

Note that only the UUI within the UUI Start and UUI Stop
characters will be replaced anything in the UUI outside the
Start and Stop characters are left unchanged.

Valid character options are one of @#%*()-_+"/\ and the
character has to be different than those used for the UUI
Start, UUI Stop and UUI Separator.

© Note

Do not use a character for Start, Stop, Separator, or Context Indicator that occurs in the
UUI as value data. The parser cannot differentiate between them.

EXAMPLE:

There are three delimiter characters for the UUI field: Start, Stop, and Separator. Start denotes
where the Open CTI Adapter will start reading the UUI values. Anything prior to Start is
completely ignored. Likewise, Stop denotes where the Open CTI Adapter will stop reading the
UUI values. Anything after Stop is also completely ignored. Separator is used to break the
fields. You only need enough Separator delimiters for the values present.

In general the Open CTI Adapter requires the use of Start and Stop. There is only one
exception. If there is no Start delimiter present in the UUI, the entire UUI value is used as the
first element (UUIL).
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“,n “.”

All examples below assume that Start is “;”, Stop is “.”, and Separator is

“' ”

“00022”
“,00022:"

All of these results in the same action: the value “00022” is placed into UUI1, and the other
fields are left empty.

“100001017:"
“100001017!11:”

These result in the value “00001017” placed into UUI2, and the other four fields are left empty.

“100001017!CSR:”
“100001017!!CSR!:”

These result in the value “00001017” placed into UUI2, the value “CSR” placed into UUM4, and
the other three fields are left empty.

Note that all three of the mentioned examples show that any Separator delimiters (“!” in our
examples) are not needed after the last field with a value, but can exist if so desired.

“AIBICID!E:”

In this example, the value “A’ is placed into UUI1, the value “B” is placed into UUI2, the value
“C”is placed into UUI3, the value “D” is placed into UUI4, and the value “E” is placed into UUI5.
While this would rarely ever be used, it shows all of the fields being filled with a simple value.

Reason Codes Enabled and Reason Code Labels

Name Description

Wrapup Reason Codes Determines whether to enable wrapup reason codes. There
are 20 slots for wrapup reason codes in the XML file, and can
be extended to include as many as needed. In case of
Wrapup reason codes, the numbers are irrelevant, as the
actual text string is saved to the call log.

Wrapup Reason codes are a Salesforce construct. They are
collected at the end of a call and stored in the call log. They
are only triggered when the caller ends the call in the Wrapup
state.

Logout Reason Codes Determines whether to enable logout reason codes. There
are 9 slots for logout reason codes in the XML file, and that is
the maximum number that can be provided. The text string is
for the user’s benefit, as only the index number is actually
sent to the Communication Manager and saved.
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Name

Description

Logout Reason codes are used by the Avaya Communication
Manager. Salesforce application does not use these values.

Not Ready Reason Codes

Determines whether to enable not ready reason codes.

The option explicitly lists all the available not ready (AUX)
reason codes. There are 20 slots for not ready reason codes
in the XML file, and can be extended to include up to 99
slots. The text string is for the user’s benefit, as only the
index number is actually sent to the Communication Manager
and saved. If a given index must be skipped, then place the
value of two dash (--) symbols for that reason code.

Not Ready Reason codes are used by the Avaya
Communication Manager. Salesforce application does not
use these values.

CTI Engine Configuration

Name

Description

Primary Server Name

The primary Server name on which the CTI Engine is
running. This value must be the fully qualified domain name
(FQDN) of the server.

Standby Server Name

The secondary CTI Engine server. This value is the domain
name (FQDN) of the server. If there is no secondary CTI
Engine, then this field must be left blank.

Server Port

The server port on which CTI Engine is running. If there is a
standby server, it is assumed both CTI Engines are using the
same port number. This value must match what is set on the
Open CTI Server for the CTI Engine port. The default value is
8090.

Logging Port

The port number for the Client Logger. This allows the client-
side logs to be logged by the Client Logger. If there is a
standby server, it is assumed both Client Loggers are using
the same port number. This value must match what is set on
the Open CTI Server for the Logging port. The default value
is 9090.
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Name

Description

Connection RetryInterval in
Seconds

The timeout value used to maintain the connection. The
default value of 5 should not be changed.

Agent Events

Indicates whether the Open CTI Adapter must use the agent
events sent by the Communication Manager. The options
are:

e Y: The agent events are received. The default value
is Y.
e N: The agent events are not received. A non-timed

polling mechanism must be used to maintain the
agent states.

ACD Timeout

A field to set the ACD timeout value. This option only used if
Agent Events is set to N. If no agent states are being
received, then this timing value will be used after a call has
ended to make an additional agent state query. The value is
in seconds, and should be synchronized with the setting for
Timed ACW in Communication Manager.

Avaya Remote Configuration

Name

Description

Server IP Address

The FQDN or IP address of the server hosting Avaya Remote
Agent.

Port

The port number for Avaya Remote Agent. The value must
match what is setin the Avaya Remote Agent configuration.
The default value is 8445.

Login External

The external phone number. This specifies where all of the
user’s calls will end up as a result of Telecommute.

Heartbeat Interval in seconds

Reconnection interval in seconds. The default is 20.

Configuration Realm

Indicates the configuration realm to be taken from Avaya
Remote Agent Server. This value must match with what is
configured on Avaya Remote Agent
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Softphone Layout

Softphone Layout is used to determine how information is displayed within a softphone.

Procedure

1. Navigate to App Setup > Call Center > Softphone Layouts.
The system displays a list of all Softphone Layouts. Initially there will be only a single
one. Use the New button to create new softphone layouts. If there are multiple softphone

layouts, use the Softphone Layout Assignment button to assign which groups of users
use which softphone layout.

2. To see the settings for a softphone layout, click the Edit link.
The system displays the settings for the selected softphone layout.

Softphone Layout Edit screen field descriptions

Name

Description

Select Call Type

The Select Call Type drop-down list in the black bar
determines the type of the call. The settings vary based on
call type selected. The options are:

e Inbound: The options are the most varied and are
presented in to main sections. The sections are
Softphone Layout and CTI 2.0 or Higher Settings.

e Outbound and Internal calls: For Outbound and
Internal calls, there is no CTI2.0 or Higher Settings.

Softphone Layout

The Softphone Layout section determines the options
shown automatically in the softphone display. The options
are:

o Display these call-related fields: This option
determines the call data elements that are always
shown. By default, the system shows Caller ID and
Dialed Number. There are two other options
available: Queue and Segment. The Open CTI
Adapter does not make use of Segment, but Queue
can be selected and used if desired.

e Display these Salesforce.comobjects: This option
determines which objects are searched to find a
match. Only the mentioned collection of objects is
searched when searching with ANI. So, for example, if
the set of Objects defined are just Contact and Lead,
then Account cannot be matched. The objects in the
list may be custom objects, too. In the case of UUI,

35 Installing and Configuring AES Open CTI Adapter September 2016




Name

Description

any objects can be searched, as the UUI setting will
define the object required.

Underneath this is the darker gray box where you can
define the elements of a matched object. This list can
be expanded as desired, but having too many
elements can affect readability in the softphone.

CTI12.0 or Higher Settings

The CTI 2.0 or Higher Settings determines the search results.
The options are:

Screen Pop Settings:

Screen pops open with: This can be setto either
Existing browser window or New browser window
or tab. The default option is Existing browser
window. This setting is ignored when using the
Salesforce Console.

No matching records: This option determines what
happens when a screen pop attempt fails to find any
records. The possible values are Don’t pop any
screen, Pop to new, and Pop to Visualforce page.
The default and recommended setting for simple
screen pops is Don’t pop any screen.

Single-matching record: This option determines
what happens if a unique matchis found. The
possible values are Don’t pop any screen, Pop
detail page, and Pop to Visualforce page. The
default and recommended setting for simple screen
pops is Pop detail page.

Multiple-matching records: This option determines
what happens if multiple records are returned by the
search attempt. The possible values are Don’t pop
any screen, Pop to search page, and Pop to
Visualforce page. The default setting is Don’t pop
any screen, but the recommended setting for simple
screen pops is Pop to search page.

In all three scenarios, for advanced search
capabilities, select Pop to Visualforce page for all
three and have those all pop to the same Visualforce
page. This provides the maximum flexibility and ease
in providing screen pops when showing a simple
detail page.

Also, when using both UUI and Visualforce page
screen pops, it is not necessary to use the parsing
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Name Description

capabilities set up in the call center definition. Instead
UUI is passed through the CTI Adapter and provided
to the Visualforce page. This allows the Visualforce
page to parse the UUI data, providing more flexibility
than the standard five elements.

Directory Numbers

This sectionis used to fill out the directory provided in the CTI Adapter.
Procedure

1. Navigate to App Settings > Call Center > Directory Numbers.
Each entry is simplistic with just a simple name and phone number. The user interface
provides only the ability to provide one entry at a time. To perform a bulk addition, other
Salesforce tools must be used. When selected, the current list of directory numbers is
shown.

2. To add new entries, click New.

Directory Numbers

¢ When adding the directory entries, all that is required is the Name and Phone entry. If
the Call Center field is left blank, the directory entry will apply to all call center
definitions. If you wish to restrict a directory entry to a single call center definition, then it
can be selected using the search icon.

e The Directory Numbers section will only allow directory entries to be added one at a
time. To do a bulk addition, you must use other Salesforce tools.

Add a User to a Call Center Definition

Procedure

1. To add the current user, click Manage Call Center Users at the bottom of the call center
settings page.
The system displays the following page.
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1. Click Add More Users.
The system displays the search page.
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Figure 7: Search page

Enter a string in the Search field and click Search.

The system displays the salesforce.com users who can be enabled as call center

agents. Users already enabled as a call center agents are excluded in this search result.
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4. Click Add to Call Center.
The system adds the selected user or users to the list of users assigned to the
respective call center definition.

5. (Optional) Add a user to a call center directly through the user definition screens.
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Appendix A: Support Files

If issues with the SFDC Softphone are found, then when reporting these issues to Avaya
Application Support, please always provide the log files that cover the time period of the
incidence. Log files are stored at the separate locations:

e /opt/avaya/tomcat8/logs: This directory contains the log files associated with
Tomcat.

e Browser Console:This is a debugging display that is part of the user’s browser.

The Tomcat logs are used by Tomcat for its own activities and the activities of the
Administrative application. The primary log file to checkis catalina.out.

The browser console allows for real-time observation of the activity of the softphone application
in the user’s browser. In addition, the same entries are also stored in the user logs managed by
the Client Logger. If doing real-time debugging, the contents of the browser console can be
captured and sent to Avaya Application Support. If it is past activity that needs to be examined,
then the user logs from the Client Logger must be used.
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Appendix B: Failover

Using an extra Open CTI Server allows for failover for the Open CTI Server. The call center
definition in Salesforce allows for the definition of a primary Open CTI Server and a secondary
Open CTI Server. The primary server will be used as long as it is available, and the secondary
server will only be used when the primary is not available.

If multiple Open CTI Servers are being used, it is possible to use a “plus one” configuration,
where each of the Open CTI Servers makes use of the same secondary Open CTI Server. Such
a configuration assumes that only one primary Open CTI Server is likely to fail, but it means that
each primary Open CTI Server does not require its own dedicated secondary server.

An alternative method of providing redundancy for the Open CTI Server is to make use of an
HTTP load balancer. When configuring an HTTP load balancer, there are a couple important
considerations. The first is that session affinity must be enabled. Once a user makes a
connection, the load balancer must ensure that the user’s session is maintained over a single
Open CTI Server. The second is that the HTTP load balancer must also be able to handle web
sockets in addition to just HTTPS. The connections from the user’s browser to the CTI Engine
and to the Client Logger both use web sockets, and that protocol must be supported.
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Appendix C: Call Log Fields

The call log is used to record a specific call into the Salesforce system. It contains several
components, as described below:

Task Detail

1 Assigned To
3 Subject

5 Call Duration
Due Date
Phone

Priority

Caller

Called

Call Object Identifier
Created By

g Comments

Edit | | Delete | | Create Follow-Up Task | | Create Follow-Up Event

Michael West

2015-05-12 12:39:08
9
5M12/2015

(872) 745-5303 '
Naormal

14915
Michasl West, 5/112/2015 12:39 PM
inbound

Status

Name
Related To
Type

Call Type
Caller

7 Called
ucio

uul
CallReference
8 Call Result
Last Modified By

Completed 2

Richard Grayson

Call
Inbound

60010

65002 %
00002149151431452820

hitp:ocalhost63141/index.html?UCID=00002149...
Success contact, sold it.

Michael West, 5/12/2015 12:39 PM

The above is the detail view of a typical Call Log. The primary elements are:

A w0 D PF

The Call Log is always saved with a status as Completed.

The Call Log is always assigned to the agent who took the call.

The Subject field is the date and time of the call. It is always done in this format.

The Name and Related To fields will relate the call log with the object that was viewed

in relation to this call. If the object is a Contact, Person Accout, or Lead, itis put in
Name. If it is anything else except a Task, Event, or User, then it is put in Related To.

5. The Call Duration is saved in seconds in the Call Log.

The Type is always set to Call. The Call Type is Inbound, Outbound, or Internal.

The fields Caller, Called, UCID, UUI, and CallReference are Activity Custom fields that
are unique to the Avaya Open CTI Adapter. The fields contain ANI, DNIS, Universal Call
ID, User-to-User Information, and a URL reference respectively by using the UCID as an
input parameter. The URL is configured in the call center definition and will generally

point to a Visualforce page that will launch into whatever system can use the UCID as a

key

If wrap-up reason codes are used, the selected code is saved in Call Result.

©

Note

The in-softphone comments are saved in the Comments field.

All the fields except represented by #7 are standard Task/Activity fields already present
in vanilla Salesforce. The custom fields represented by #7 are added by the APEX

Package installed with the Open CTI Adapter.
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Appendix D: Call Center Definition

The XML file used to create the necessary call center definition in Salesforce.com is provided
within the installation zip file and named AvayaCTIAdapter.xml.
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Resources

The following table lists the documents related to AES Open CTI Adapter. Download the
documents from the Avaya Support website at http:/support.avaya.com.

Title Use this resource to: Audience
Overview
Avaya Aura® Understand the key features, the IT Management and

Communication Manager
Overview and Specification
guide

functionalities, and the system
requirements of the Avaya Aura®
Communication Manager
application and the components.

support personnel

Avaya Aura® Contact
Center Overview and
Specification guide

Understand the key features, the
functionalities, and the system
requirements of the Avaya Aura®
Contact Center application and the
components.

IT Management and
support personnel

Basic Network Feature
Fundamentals Avaya
Communication Server 1000

Understand the networking features
and packages that can be
configured to meet your specific
requirements.

System administrator and
support personnel

Installing and Configuration
the AES CTI Engine

Understand how to install and
configure the CTI Engine package

used by the AES Open CTI Adapter.

It is assumed that the CTI Engine
package has already been installed
prior to using this document.

Anyone installing or
configuring AES Open
CTI Adapter
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http://support.avaya.com/

Glossary

ACD

Automatic Call Distribution. The cored logic used in a call center. The Avaya ACD used in
conjunction with the Open CTI Adapter is CC Elite, whichis provided in the Avaya
Communication Manager.

AES

Application Enablement Services. The appliance used to provide a CTIl gateway into the Avaya
Communication Manager.

CM

Communication Manager. The Avaya telephony switch used by the Open CTI Adapter.
CTI

Computer Telephony Integration. Atechnology that integrates the telephone with the computer
for managing telephone calls.

Softphone

Software used to make calls over the Internet by using a computer. A softphone functions like a
traditional telephone, but without the dedicated hardware, such as telephone cables and phone
sets.

Salesforce

An application that manages customer relationships, integrates with other systems, and allows
user to build own applications.

WebDAV

Web Distributed Authoring and Versioning. An extension of the Hypertext Transfer Protocol
(HTTP) using which clients can perform remote Web content authoring operations.

CGl

Common Gateway Interface. Using CGls, web servers can interface with executable programs
installed on a server that generates web pages dynamically.

AN

Automatic Number Identification. A display of the calling number so that agents can access
information about the caller.

DNIS

Directory Number Identification Service. For internal numbers, it is the number dialed by the
caller to reach the destination. For external numbers, it is usually the number in the
Communication Manager that the call entered through.

ucCIibD
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Universal Call ID. A unique number that identifies a specific call across all time within a given
environment.

Uul

User-to-User Information. A small “hole” in the Avaya call record that CTl applications can write
to and read from. When a call is pre-qualified before being sent to an agent, a CTI application
can write key information about that call or caller into the UUI so that the Open CTI Adapter can
access it when the call reaches the agent. This provides for more advanced kinds of screen

pop.
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