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Abstract

These Application Notes describe the procedures for configuring Sessgiatoim Protocol
(SIP) Trunkng serviceon an enterprise solution consisting of Avayiara® Communicatior
Manager 8.1Avaya Aura® SessiomManager 8.1Avaya Aura® Experience Portal 7.and
Avaya Session Boat Controller folEnterprise 8l to interoperat&vith theAvayaSIPTrunking
serviceusing UDPtransport on the public side

The Avaya SIP Trunkingservice offer referenced within these Application Notevides
customers with PSTN access via a SIP trunk between the esgegmithe service provide
network The servicerovides local and/or long distance PSTN calling via standzasged SIH
trunks directlyas an alternative to legacy analog or digital trufitee Avaya SIP Trunking
service provides you with a cost effective and flexible way to connect your businese

outside world. It helps your business use the internet bandwidth you already pay for in
flexible way.

Readers should pay attention $ection 2 in particular the scope of testing as outlineq
Section 2.1as well as the observations notedaetion 2.2 to ensure that their own use ca
are adequately covered by this scope and results.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Aura® Session Manager
Release 8.{Session Managerfvaya Aura® Communication Manager Release 8.1
(Communication ManagerAvaya Aura®Experience Portal 7.@Experience PortaBndAvaya
Session Border Controliéor Enterprise 8.1Avaya SBCE)with theAvaya SIP Trunking
serviceusingUser Datagram Protol (UDP) transport on the public sid&€heAvaya SIP

Trunking servicgrovides local and/dong-distance calls (with PSTN endpoints) via standards
based SIP trunks

Theternsii Av ay a n ditsvearvk cc ewilipe usedntetobangeablyhroughout these

Application Notedo representhefar-endkervice provider side of the Avaya SIP Tringk

serviceoffering handling calls tdrom the PSTNacross the SIPtrunR he t er ms fienterp
AAvaya enterpriseo will be used inteepreskrangeab
the CustomerPremises=Equipment siteontaining all the eqpment for the Avaya SHenabled

enterprise solutian

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avayse8#Bled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to thAvayanetworkvia a broadband emection to lie public Internet.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this Application Note
included the enablement of supported encryptigrabdities in the Avaya productsly (private
network side) Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

For the testing asstted with this Application Note, the interface betwdensimulated
enterprise sitand theAvayanetworkdid not includethe use of any specific encryption features
UDP/RTP was used.

Encryption (TLS$RTP) was used internal to the enterpbhsénveen Avaya products wherever
possible.

2.1. Interoperability Compliance Testing

To verify SIP tunkinteroperability, the following featuresmd functionality were covered
during the interoperability compliance test:
T Public DNS efcRW qlisteteiSI® suniktonneatioss aceoss multiple
servers.
1 SIP Trunk Registration (Dynamic Authentication).
1 Response to SIP OPTIONS queries.
1 IncomingPSTN cals to variousAvaya endpoints, including SIP, H.323, digital, and
analog telephonest the enterpriseAll incomingcalls from the PSTNwererouted tothe
simulated enterprise across the SrBrik from theservice provides s net wor k.
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1 Outgoing PSTN callf'om Avaya endpoints including SIP, H.328gital and analog
telephonestthe enterpriseAll outgoingcalls tothe PSTNwererouted fromthe
simulated enterprisacross the SIP trunktotiee r vi ce provi der 6s net w
f Inbound and outbound PSTN calls to/from Remote Workers tiselyv ay a | XE
Workplace Client for Windows SIP gphone
1 Outgoing calls to the PSTN were routedtias er vi ce pr otovadoels 6 S net w
PSTN destinations.
Proper disconnect when the caller abandons the call before the call is answered.
Proper disconnect via normal call termination by the callénecalled parties.
Proper disconnect by the network for calls that are not answered (with voicemail off).
Proper response to busy endpoints.
Proper response/error treatment when dialing invalid PSTN numbers.
Proper Codec negotiation and twmay speecipah. Testng was performed with codecs:
G.722, G.71IMU G.711Aand G.29.
No matching codecs.
DTMF tone transmissions as eaftband RTP events as per RFC2833
0 Outbound call to PSTN application requiring DTMF (e.g., an IVR or voice mail
system).
o0 Inbound call from PSTN to Avaya CPE application requiring DTMF (e.g.a®ur
MessagingExperience PortaAvaya vector digit collection steps.
Calling number blocking (Privacy).
Call Hold/Resume (long and short duration).
Call Forward (unconditional, busgp answer).
Blind Call Transfers.
Consultative Call Transfers.
Station Conference.
EC500 (Extension to Cellular) calls.
Inbound caller interaction with Experience Portal applications, including prompting,
caller DTMF input, wait treatment (e.g., annoumeats and/or music on hold)
Experience Portal use of SIEERERto redirect inbound calls, via the Avaya SBCE, to
the appropriate Communication Manager ageamdextensios. The Avaya SBCE was
configured to handle SIP REFER messages faxperience Portal
i Call and tweway talk path establishment between callers and Communication Manager
agentsaand extensionfllowing redirection from Experience Portal
Routing inboundrecta call to call center agent queues
Simultaneous active calls.
Long duration calls (over one hour).
Proper response/error treatment to all trunks busy.
Proper response/error treatment when disabling SIP connection.
T.38 fax.
SIP REFER methofbr call re-directionfrom the enterprise the PSTN

= -4 -8 -8 _a_°9

E

= =8 -_4_-a_-48_-9_8a_-2

=

= =4 -4 -_a_-8_-9_9
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Notei Remote Worker was tested as part of this solution. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not incjuded in

these Application Note€onsultreferencd11] in theReferencessection for aditional
information on this topic

Items thatwerenottestedfor not being available at the time of testingludes the following:

1 0, 0+10 digitsand411 calls were not tested

2.2. Test Results

Interoperabity testing ofthe AvayaSIP Trunkingservicewith the Avaya SIRenabled enterprise
solution was completed with successful results for atl¢ases with thebservatios/limitations
notedbelow:

T

SIP Trunk registrationsi After each successful SIP Trunk registratatemptthe
service provider would send a fdtdtBed Addr ess
enterprise This behaviour did not have asgrvice impagctregistrations were successful,

itdéds being mentioned here simply as an obs
OPTIONS 1 Theservice providedoes not send OPTIONS messages to the enterprise

network, but it does respond to OPTIONS messages it receives from the enterprise, this
wasernoughto maintain the SIP trunk link in service.

Music on holdi With Communication Manager configured to play music any time calls

were placed oinold at theenterprisemusic was not played to PSTN userscalls fom

the PSTN to the enterprise (inbound call$)e issue waesolved at the Avaya SBCE by
removing the fisendonl yo message Communicat
INVITE messages sent to the service prov{@ectiors 8.8and14).

TLS/SRTP used withn the enterprisei When TLS/SRTP is used within the enterprise;

the SIP headers include the SIPS URI scheme for Secure SIP. The Avaya SBCE converts
these header schemes from SIPS to SIP when it sends the SIP messagth¢ssarite

provi der.dHewevereforwead forlvard and EC500 calls, the Avaya SBCE was

not changing the Diversion header scheme as expected. This anomaly is currently under
investigation by the Avaya SBCE team. A workaround is to include a SigMa script for

the Service Provider SawConfiguratiorr of i | e on t he Avaya SBCE
to Asipo in t (BectioDs&®aadl4d.i on header

Removal of unwanted xml element information from the SDP in SIP messages sent

to the service provideri A Signaling Manipulation scripSigMa)was added to the

Avaya SBCHo removeunwanted xml element information from the SDP in SIP

UPDATE messages sett the service providefSectons 88 and14).

Avaya Experience Portali Inbound callsfomthe PSTN td&Experience Portal that were
re-directed back out to the PSTN by Experience Portal (during blind or attended
transfers) did pmretc ecda mtga itrheed fitlhoe-lifie+ & he A To
URIO h e.d@hisaisrreqjuired in order to comply with the E.164 numbering format. This

i ssue was resolved in the Avaya SBCE by ad
number i n t he -lfinE-0RI0 amedaf dadikrbeing redsetted back out

to the PSTN byxperiencePortal(Section8.8 and14). Also, Experience Portal only
allowsdigiiswhen entering the DI D numésshownimm t he i
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Section6.5 t hus t he f +0eededomatahtde En @4 nantberingfiotnat

of theinbound callould not be added’he work around is to add an Adaptation in

Session Manager t o r e mldne-BRIhehder ofiSPANVITE o m t

messages desad to Experience Portébection 7.4, thus matching the DID number

entry defined in the fiCalled Numbero fi el
1 SIP header optimizationi There are multiple SIP headers and parameters used by

Communication Manager and Session Manager, some of them Avaysemry, that

had no significance in the service provide

the purpose of blocking enterprise information from being propagated outside of the

enterprise boundaries, to reduce the size of the packets enter;mg@thevi ce pr ovi de

network and to improve the solution interoperability in genetad. following headers

were removed from outbound messages using an Adaptation in Sdssiager: AV -
CorrelationlD, Alert-Info, EndpointView, P-AV -Messaged, P-Chargirg-Vector, AV -
GlobalSessioAD and RLocation(Refer toSection 74). To help reduce the packet size
further, the Avay gsideaBhGiEp fuammeters¢haimnayde t he
included within the Contact header by applying a Sigma script teettvece provider

server configuratiorRefer toSection8.8 and14.

2.3. Support

Forinformation onAvayaSIP Trunkingservicego ta https://www.avaya.com/en/documents/fs
sip-uc8179en.pdf

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com
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3. Reference Configuration

Figure lillustrates the sample Avaya S#abled entergse solution, connected tbe Avaya
SIP Trunkingservicethroughthe public Internet

-

SIP Trunk registration credentials:
- SIP Proxy FQDN: svc1234.us-gast test.trunk.io

- SIP Domain: avaya-test-domain.sip.1234.i0
- User Name: user1234
- Password: password 1234

rRemote Workers

Internet

SIP (TLS/SRTP) I

Simulated Enterprise
Domain: avaya.lab.com
DIDs: 12134101011 - 1013
12134237452
N\ _/
Figure 1: Avaya SIP Enterprise Solutionconnected toAvaya SIP Trunking service
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The Avayacomponents used to create the simulat@@rprisecustomer site included:
Avaya Aura® Communication Manager

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya Session Border @uoller for Enterprise

Avaya Aura® Messaging

Avaya Aura® Media Server.

Avaya Aura®Experience Portal.

Avaya G4® Media Gateway

Avaya96x1 Series IP Degkones (H.323)

Avaya J179 IP Deskphones (H.323)

Avaya JP9IP Deskphones3|P).

Avayaone X® Communicator softhones (H.323 and SIP)
Avaya IXE Workplace Client for Windows (SIP)

Avaya digital and analog telephones

=4 =4 4 4 4 -5 -5_45_9_9_°_°_-2_-2-

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that riees in the untrsted network, registered &ession Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfeligdeluring the compliance test
using only theAvaya IXE Workplace Client for Windows (SIPFor signaling, Transpoltayer
Security(TLS) andfor media, Secure Retime Transport ProtocoSRTP)wereusedonthe
AvayalXE Workplace Clienfor Windows (SIP) Other AvayaSIP endpoints that are supported

in a Remote Worketonfigurationdeploymentvere not tested.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this docu@ensultreference[11] in the
Referencessection for additional information on this topic.

The Avaya SBCE walocated at the edgd the enterprisdts public side was connectamthe
public Internetwhile its private side wasonnectedo the enterprise infrastructurgll signaling
and mediaraffic entering or leaving the earprise flowedhrough the Avaya BCE, protecing
in this waythe enterprise against any SiBsed attack§.he Avaya SBCE also performed
network address transian at both the IP and SIP layers.

For inbound calls, the calls flowertbin the service providd¢o the Avaya SBCHEhento Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
policies to determinghe recipien{Communication Managear Experience Portaandon which

link to send the call

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routessitnédanager.
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Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route e tAvaya SBCE for egresstotBee r vi ce Pr ovi de
network

A separate SIP trunk was created between Camuration Manager and Session Manager to

carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk caried both inbound and outbound traffic.

As pat of the Avaya Aura® versio8.0release, Communication Manager incorporates the
ability to use the Avaya Aura® Media Sever (AAMS) as a media resource. The AAMS is a
softwarebased, high density media sertteait provides DSP resources forbBsed sessions.
Media resources from both the AAMS and a3GMedia Gateway were utilized during the
compliance test. The configuration of the AAMS is not discussed in this document. For more
information on the installadn and administration of the AAMS @ommunication Manager

refer to the AAMS documentation listedthe Referencessection.

TheAvaya Aura®Messaging was used during the compliance test to verify voice mail
redirection and navigation, as well as thewd=ly of Message Waiting Indicat¢MWI)

messages to the enterprise telephones. Since the configuration tasks for Messaging are not
directly related to the interopability tests withthe Avaya SIP Trunkingservice they are not
included in thes@&pplication Notes.

TheAvaya Aura®Experience Portalasalsoused during the compliance test to vekifirious
SIP call flow scenarios witthe AvayaSIP Trunkingservice
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4. Equipment and Software Validated

The following equipment and software were usadiie sample configuration provided:

Equipment/Software | Release/Version
Avaya Enterprise
Avaya Aura® Communication Manager 8.12.10
(01.0.80.0-26095
Avaya Aura® Session Manager 8.12.0
(8.1.2.0.812039
Avaya Aura® System Manager 8.12.0
Build No. 8.1.0.0.733078
Software Update Rev. No.
8.12.0.0611240
Avaya Session Border Controller for ASBCE 81.0
Enterprise 8.1.0.0-14-18490
Avaya Session Border Controller for sbce8.1.0.014-19116hotfix-
Enterprisepatch 06242020.tar.gz
Avaya Aura® Messaging 7.1 Service PacRk
(MSG-01.0.532.6002_0204
Avaya Aura® Media Server 8.02.43 Service Pack 2
Avaya G430 Media Gateway 0430 sw 4124 0
AvayaAura® Experience Portal 7.2.2.0.218
Avaya 96x1 Series IP Deskphones (H.321 Version 6.804
Avaya J179 IP Deskphones (H.323) Version 6.804
Avaya J129 IP Deskphones (SIP) 4.0.5.0.10
Avaya oneX® Communicator (H.323, SIP 6.2.146-SP14
Avaya IXE Workplace Client for Windows 3.8.4.10.2
(SIP)
Avaya 2420 Series Digital Deskphones N/A
Avaya 6210 Analog Deskphones N/A

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with othekvaya Servesand Media Gateway platforms running similar versions
of Communication Manager and Session Manager.

Notei The Avaya Aura® servers and the Avaya SBCE used in the reference configuration and
shown on th@revioustable were deployed on a virtualized environment. These Avaya
components ran as virtuadachines over VMware® (ESXi 6.0.platforms. Consult the
installation documentation on tieferencessection for more information.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Maoagerk withthe
AvayaSIP Trunkingservice A SIP trunk is established between Communication Manager and
Session Manager for use by signaling traffic to and fiteenervice providerlt is assumedhat

the general instiation of Communication Managdahe Avaya G4® Media Gatewagand the
Avaya Media Servehnas been previously completed and is not discussed here.

The Communication Manager configuration vpasformed using the Systentéess Terminal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentationSome screensapturewill show the use of thehangecommand instead of treeld
command, since the nfiguration used for the testing was previously added.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thlaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows #2200 licenses are available ad@0are in use. The

license file irstalled on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative

display system - parameters customer - options Page 2of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 0
Maximum Concurrently Registered IP Stations: 18 000 2

Maximum Administered Remote Office Trunks: 12000 0
Max Concurrently Registered Remote Office Stations: 18000 0
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Reg Unauthenticated H.323 Stations: 1 00 O

Maximum Video Capable Stations: 41000 O

Maximum Video Capable IP Softphones: 18000 6
Maximum Administered SIP Trunks: 40000 120
Max Administered Ad - hoc Video Conferencing Ports: 24000 O
Max Number of DS1 Boards with Echo Cancellation: 999 0
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5.2. System Features

Use thechange systenparameters featurescommand to set therunk -to-Trunk Transfer
field to all to allow incoming calls from the PSTN to transferred to another PSTNdpoint. If
for security reasonscoming calls should not be allowed to transfer back to the PBEN

leave the field set tnone

change system - parameters features Page 1 of 19
FEATURE RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk - to - Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off - Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y
Music (or Silence) on Transferred Trunk Calls? all
DID/Tie/ISDN/SIP Intercept Treatment: attendant
Internal Auto - Answer of Attd - Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n
Abbreviated Dial Programming by Assigned Lists? n
Auto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore
Display Calling Number for Room to Room Caller ID Calls? n
HG; Reviewed: Solution & Interoperability Test Lab Application Note 130f 139
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailale calls.This text string is entered in tiwo fields highlighted below.

The compliance test used the valueedtrictedfor restricted calls andnavailablefor

unavailable calls.

change system - parameters features Page 9of 19
FEATURERELATED SYSTEM PARAMETERS

CPN/ANV/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: restricted
CPN/ANV/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

HG; Reviewed: Solution & Interoperability Test Lab Application Note 14 0f 139
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5.3. IP Node Names

Use thechange nodenames ipcommand to verify that node names have been previously
defined for the IP addresses of Communication Mangecr) and the Session Manager
security modulg'SM). These node names will be needed for defining the service provider
signaling group irBection5.6.

change node - names ip Page 1lof 2
IP NODE NAMES
Name IP Address
ASBCE_Al 10.64.101.243
SM 10.64.101.249
default 0.0.0.0
media_server 10.64.101.251
procr 10.64.101.241
procr6 :
(6 of 6 administered node - names were displayed )
Use 'list node - names' command to see all the administered node - hames
Use 'change  node - names ip xxx' to change a node - name 'xxx' or add a node - name
HG; Reviewed: Solution & Interoperability Test Lab Application Note 150f 139
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5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use for calls between the
enterprise and the service provider. Forabmpliance test, godeeset2 wasusedfor this
purpose Enterthe caresponding codein the Audio Codeccolumn of the tableThe service
providersupports audio code€s722-64K, G.71IMU, G.711AandG.729.

change ip - codec - set 2 Page 1lof 2
IP MEDIA PARAMETERS

Codec Set: 2

Audio Silence  Frames Packet

Codec Suppression Per Pkt Size(ms)
1: G.722-64K 2 20
2: G.711MU n 2 20
3: G.711A n 2 20
4: G.729 n 2 20
5:
6:
7.

Media Encryption Encrypted SRTCP: best - effort

1:1 -srtp - aescm128- hmac80
2: none
&k
4:
5:

OnPage 2 set theFax Modeto t.38-standardandECM toy.

change ip - codec - set 2 Page 2of 2
IP MEDIA PARAMETERS
Allow Direct - IP Multimedia? n
Redun- Packet
Mode dancy Size(ms)
FAX .38 -standard 0 ECM:y
Modem off 0
TDD/TTY us 3
H.323 Clear -channel n 0
SIP 64K Data n 0 20
Media Connection IP Address Type Prefe rences
1:1Pv4
2:
HG; Reviewed: Solution & Interoperability Test Lab Application Note 160f 139
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and

the service prader versus calls within the enterprise or elsewhere. For the compliandP test,
Network Region 2vas choseffor the service provider trunkJse thechange ipnetwork-region

2 command to configure region @ith the following parameters:

1 Set theAuthorit ative Domainfield to match the SIP domain of the enterprise. In this
configuration, the domain nameasayalab.comas assigned to the shared test

environment in the Avaya test
SIP messages originating from this IP region.

1 Enter a descriptive name in themefield.

l ab. Thi

1 Leavebothlintra -region andinter -region IP-IP Direct Audio setto yes the default
setting.This will enablelP-IP Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endpoints without using media resources in the Avaya Media
Gatewayand Media ServeShuffling can be furtherestricted at the trunk level on the

Signaling Group fornif needed
1 Set theCodec Sefield to the IP codec set definedSection 5.4
91 Default values mape used for all other fields.

IP NETWORK REGION
Region: 2 NR Group: 2

Location: 1 Authoritative Domain: avaya.lab.com
Name: SP Region Stub Network Region: n
MEDIA PARAMETRS Intra -region IP - IP Direct Audio: yes
Codec Set: 2 Inter -region IP - IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3349
DIFFSERV/TOS PARAMETERS
Call Control PHB V alue: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5

change ip - network - region 2 Page 1 of 20

H.323 IP ENDPOINTS RSVP Enabled? n

HG; Reviewed: Solution & Interoperability Test Lab Application Note
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OnPage 4 define the IP codec set to be used for traffic between r@god region 1 (the rest

of the enterprise). Enter the desired IP codec set ioatiec setolumn of the row with
destination regiondst rgn) 1. Default values may be used for aher fidds. The following
exampleshows the settings used for t@mpliance tesit indicates that codec s2will be used

for calls between region (&he service provider region) and region 1 (the rest of the enterprise).

change ip - network - region 2 Page 4 of 20
Source Region: 2 Inter Network Region Connection Management | M
GA t
dst codec direct WAN - BWIimits Video Intervening DynA G c
rgn set WAN Units Total Norm Prio Shr Regions CACR L e
1 2 y No Limit n t
2 2 all
3
4
5
6
7
8
9
10
11
12
13
14
15

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication

Manager andéession Manager for use by the service provider trunk. This signaling group is used
for inbound and outbound calls between the service provider and the enterprise. For the
compliance tst, signaling group #/as used and was configured usihg parameters

highlighted below, shown on the screen on the next page:

1 Set theGroup Type field to sip.

1 SettheMS Enabled field ton. This specifies the Communication Manager will serve as
an Evoldion Server for the Session Manager.

1 Set theTransport Method to thetransporprotocol to be used between Gmumication
Manager and SessidfanagerFor the compliance tegts was used.

1 Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
Othersand cannot be changed via administration. Late?deServer field will
automatically change t86M once Communication Manager detects its peer is a Session
Manager

Note: Oncethe PeerServerfield is updatedo SM, the system changes the default values of the
following fields, setting them tdisplay only:
T Prepend 6+6 to Outgoing Calling/ Al &@sting/ D
changed tg.
T Remove 06+06 f r om dlimgAlertmg/Diertir@/&Lonheeteld/N@nmbers?
is changed to.

HG; Reviewed: Solution & Interoperability Test Lab Application Note 180f 139
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1 Set theNear-end Node Namedo procr. This node name maps to the IP address of the
Communication Manager as defineddaction 5.3

1 Set theFar-end Node Nameo SM. This node name maps to the IP address of Session
Manager as defined irBection 5.3

1 SettheNear-end Listen PortandFar-end Listen Port to a valid unused port instead of
the default wellknown port value. (For TLS, the weékthown port value is 5061This is
necessargo Session Manager can distinguish this trunk from the trunk used for other
enterprise SIP traffic. fe complianceéest was conducted with tiNear-end Listen Port
andFar-end Listen Portset to5071.

1 Set heFar-end Network Regionto the IP network region defined for the Service

Provider inSection5.5.

Set theFar-end Domainto the domain of the enterprise.

Set theDTMF over IP field to rtp-payload This value enables Communication Manager

to send DTMF transmissions using RFC 2833.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trurk allowing Communication Manager to redirect media traffic directly between
the Avaya SBCE and the enterprise endpoint. If this value is sethien the Avaya
Media Gatewayr Media Servewill remain in the media path of all calls between the
SIP trunkand the endpoint. Depending on the number of media resources available in the
Avaya Media Gatewagnd Media Servethese resources may be depleted during high
call volume preventing additional calls from completing.

1 Default values may be used for all ettields

E

change ip - codec - set 2 Page 1lof 2
IP MEDIA PARAMETERS
Codec Set: 2
change signaling - group 2 Page 1of 2
SIGNALING GROUP
Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q SIP?n
IP Video? n Enforce SIPS URI for SRTP?y
Peer Detection E nabled? y Peer Server: SM Clustered? n

Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n

Near - end Node Name: procr Far - end Node Name: SM

Near - end Listen Port: 5071 Far - end Listen Port: 5071

Far - end Network Region: 2

Far - end Domain: avaya.lab.com
Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP - IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
HG; Reviewed: Solution & Interoperability Test Lab Application Note 190f 139
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section 5.6 For the compliance test, trugkoup 2was configured using the parameters
highlighted below.

1 Set theGroup Type field to sip.

1 Enter a descriptive name for tli@oup Name.

1 Enter an available trunk access code (TAC) that is consistent wigxigiang dial plan
in theTAC field.

1 Set theService Typefield to public-ntwrk.

1 Set theSignaling Group to the signahg group shown irsection 56.

1 SettheNumber of Membersfield to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

1 Default values were used for all other fields.

change trunk - group 2 Page lof 4

TRUNK GROUP
Group Number: 2 Group Type: sip CDR Reports: y
Group Name: Service Provider COR: 1 TN: 1 TAC: 6 02
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Member Assignment Method: au to
Signaling Group: 2
Number of Members: 10
HG; Reviewed: Solution & Interoperability Test Lab Application Note 200f 139
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OnPage 2 verify that thePreferred Minimum Session Refresh Intervalis set to a value
acceptable to the service provider. This value defines the interval N FEBES must be sent
to keep the active ss®n alive. The default value 600secondsvas used

change trunk - group 2 Page 2of 4
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN?n Di gital Loss Group: 18
Preferred Minimum Session Refresh Interval(sec): 600

Disconnect Supervision - In?y Out?y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station - extension

HG; Reviewed: Solution & Interoperability Test Lab Application Note 210f 139
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OnPage 3

1 Set theNumbering Format field to public. This field specifies the format of the calling
party number (CPN) sent to thesamd. Wherpublic format is used, Communication
Manager automatically inserts a A+0 sign,
ACont actAs sa&md efdP | d e nd. Tokegpuniformify with the fermat e r
used bythe service providetheNumbering Format was set tgublic and the
Numbering Format in the route pattern was setgob-unk (seeSection 5.10.

1 Set theReplace Restricted NumberandReplaceUnavailable Numbersfields toy.
This will allow the CPN displayed on local endpoints to be replaced with the value set in
Section 5.2 if the inbound calhasenabled CPN block.

change trunk - group 2 Page 3 of 4
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: public
UUI Treatment: service - provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

HG; Reviewed: Solution & Interoperability Test Lab Application Note 220f 139
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OnPage 4
1 Set theNetwork Call Redirection field toy. With this seihg, Communication Manager
will use theSIPREFER methodor the redirection of PSTN calls that arenséerred
back to the SIP trunk
Setthe Send DiversionHeader field to y andSupport Request Historyto n.
Set theTelephone Event Payload Typé¢o 101.
Verify thatldentity for Calling Party Display is set toP-Assertedldentity.
Default values were used for all other fields.

= =4 =4 -4

change trunk - group 2 Page 4of 4
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling/Alerting/Diverting/Connected Number? n
Send Transferring Party Information? n
Network Call Redirection? y

Build Refer - To URI of REFER From Contact For NCR? n
Send Diversion Header? y

Support Request History? n
Telephone Event Payload Type: 101

Convert 180 to 183 for Early Media? n
Always Usere - INVITE for Display Updates? n
Identity for Calling Party Display: P - Asserted - Identity
Block Sending Calling Party Location in INVITE? n
Accept Redirect to Blank User Destination? n
Enable Q - SIP?n

Interworking of ISDN Clearing with In - Band Tones: keep - channel - active
Request U RI Contents: may - have - extra - digits
HG; Reviewed: Solution & Interoperability Test Lab Application Note 230f 139
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5.8. Calling Party Information

The calling party number iasndsé&mtAlion helagdeBIlsP
numbering was selected to define the format of this nunSmation 5.7, use thechange
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. DID numbers are provided by the service provider. Each DID number is assigned in

this table to one enterprise internal extension or Vector Directory Numbers (MDN

example belowthreeDID numbersassignedy the service provideare shownThese DID

numberswvere used athe outbound calling party information on the service provider trunk when

cdls were originated fronthe mappeextensions.

change public - unknown - numbering 1 Page 1lof 2
NUMBERING- PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total Administered: 5
4 3 4  Maximum Entries: 9999
45 4
4 3041 2 12134101011 11 Note: If an entry applies to
4 3042 2 12134101012 11 a SIP connection to Avaya
4 3047 2 12134101013 11 Aura(R) Session Manager,
the resulting number must
be a complete E.164 number.
Communication Manager
automatically inserts
a '+' digit in this case.
HG; Reviewed: Solution & Interoperability Test Lab Application Note 240f 139
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5.9. Inbound Routing

I n general, the Aincoming cal/l handling treat
manipulate the digits received for an incoming call if necessary. Since Session Manager is

present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling tably not be

necessary. If the DID numbezceived from the PSTIS left unchanged by Session Manager,

then the DID number can be mapped to an extension using the incoming call handling treatment

of the receiving trunk group. Use tblkange inccall-handling-trmt command to create an

entry for each DIDNotethe DID nunber is preceded byl sinceits requiredin orderto canply

with the E.164 numbering format.

changeinc -call -handling -trmttrunk - group 2 Page 1 of 30
INCOMING CALL HANDLING TREATMENT
Service/ Number Number  Del Insert
Feature Len  Digits

public - ntwrk 12 +12134101011 12 3041
public - ntwrk 12 +12134101012 12 3042
public - ntwrk 12 +12134101013 12 3047

public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
public - ntwrk
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5.10.0utbound Routing

In these Application Notes, the AutomaRoute Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code.

This commorconfiguration is illustrated below with little elaboration. Usedhange dialplan
analysiscommand to define a dialed string beginning 8ithf lengthl, as a feature access code

(fac).

change dialplan analysis
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total
String Length Type String Length Type String Length Type
13 udp

4 dac
4 ext
4 ext
4 udp
4 ext
3 dac
4 ext
1 fac
1 fac
3 dac
2 dac

H *rOooo~NOOMS~WNEO

Page 1of 12

Call

Use the change featuaecesscodes command to configudeas theAuto Route Selection

(ARS) Access Code 1.

Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold - Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:

change feature - access - codes Page 1of 11
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code: #7
Answer Back Access Code:
Attendant Access Code:
Auto Al ternate Routing (AAR) Access Code: 8
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forw arding Enhanced Status: Act: Deactivation:
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Use thechange ars analysicommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Segection 2.1for the complete list of call types tested. All dialed strings are
mapped to route pattern\&hich contains the SIP triargroup to the servicprovider.

change ars analysis 1786 Page 1lof 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1786 11 11 2 fnpa n
179 11 11 deny fnpa n
180 11 11 deny fnpa n
1800 11 11 2 fnpa n
1800555 11 11 deny fnpa n
1809 11 11 2 hnpa n
181 11 11 deny fnpa n
182 11 11 deny fnpa n
183 11 11 deny fnpa n
184 11 11 deny fnpa n
185 11 11 deny fnpa n
186 11 11 deny fnpa n
187 11 11 deny fnpa n
188 11 11 deny fnpa n
1880 11 11 2 hnpa n
HG; Reviewed: Solution & Interoperability Test Lab Application Note 270f 139
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattern in the following manner.éXanple below shows the
values used for route pattern 2tire compliance test.

1 Pattern Name Enter a descriptive name.

1 Grp No: Enter the outbound trunk group for the SIP service provider.

1 FRL: Set the Facility Restriction LeveFRL) field to a level hat allows access to this
trunk for all users that require it. The valueDa$ the least restrictive level.

1 InthePfx mrk column, ented to ensure a 1 + 10 digits are sent to the service provider
for FNPA calls.

1 Inthelnserted Digits column, entep to have Communication Manager insert a plus
sign (+) in front of the number dialed to convert it to an E.164 formatted number.

1 Numbering Format: Set topub-unk. All calls using this rate pattern will use the public
numbering table. See setting of thkembering Format in the trunk group form for full
details inSection 5.7

change route - pattern 2 Page 1lof 4
Pattern Number: 2 Pattern Name: Serv. Provider

SCCAN? n Secure SIP? n  Used for SIP stations? n

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC

No Mrk Lmt List Del Digits QSIG

Dgts Intw
1. 2 0 1 p n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA - TSC ITC BCIE Service/F eature PARM Sub Numbering LAR

012M4W Request Dgts Format
l:yyyyynn rest pub - unk none
2yyyyynn rest none
3'yyyyynn rest none
4:yyyyynn rest none
5:'yyyyyn n rest none
6:yyyyynn rest none

Notei Service numbers, e.g., x11, 1411, 5551212, wtre not testedSection 2.}, if access to
service numbersneeds to be added at a later dedatepatterns foNon-E.164 numbershould
be usede.g., x11, 1411, 555121Forservice numbers do natld thefipo ihsert the plus (+)
sign.Also, dial patterns foNon-E.164 numbershould be added, refer 8ection 7.8

Note - Enter thesave translationcommand (not shown) to save all the changes made to th
Communication Manager configuration in the previous sections.
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5.11.Verify TLS Certificates T Communication Manager

Notei Testing was done with System Manager signed identity certificates. The pe@tedu
create and obtain these certificates is outside the scope of these Application Notes.

In the reference configuration, TLS transport is used for the communication between Session
Manager and Communication Manager. Follow the steps below to veri€gttigcates used by
Communication Manager.

Step 1- From a web browser, typeimht t p-add V¥ &€ $ § > 0 ;a dwh eerses >f0o< ii B
address or FQDN of Communication Managenlow the prompted steps émter
appropriatd_.ogon ID andPasswordcredentials to log in (not shown).

Step 2- Click on Administration at the top of the page and sel8etrver (Maintenance)(not
shown). Click orSecurity A Trusted Certificates and verify the System Manager CA
certificate is present in the Communicatianager trusted repository.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Administration / Server [Maintenance) Thiz Server: hg-cm-thornton

FP Trap Tast ~ Trusted Certificates

FP Filters

This page provides management of the trusted security certificates present on this server,

Trusted Repositories

Expiration Date  Trusted By

SunAug 142032 CWR
FriApri112025 C
Sun Dec 04 2032 C

ority  Tue Aug 172027 CWR

© 2001-2019 Avaya Inc. All Rights Reserved.
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Step 3- Click onSecurity A Server/Application Certificates and verifya certificate signed by
the System Manager CA is present in the Communication Manager certificate repository

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

AVAYA

Administration [ Server [Mainten:

Administration

This Server: hg-em-thornton

Netstat « Server/Application Certificates

Status Summary
e This page provides management of the servar/application cartificates present on this sarver.

Shutdovm FERE Certificate Repositories
Server Date/Time

Software El'sie A = Authentication, Authorization and Accounting Services (e.g. LDAP)
C = Communication Manager

Sarver Role " b
Network Configuration W = Web Server
Static Routes =

Display Canfiguration

R = Remote Logging

IPSI Firmware Upgrades
IPSI Version

Dowinload IPSI Firmware
Dowinload Status

RFA Developmant 2 CA
Avaya Product Root CA

Avaya Product Root CA
Avaya Product Root CA

Thu Jan 02 2030
Sun Aug 14 2032

Time Zone Configuration Select File Issued To Issued By Expiration Date  Installed In
NTP Configuration servercrt CM default Thu May 05 2022 c
Server Upgrades default default Fri Apr 11 2025
Manage Upcates
servencrt  avaya.lsb.com RFA Developmant 2 CA  Mon Aug 11 2025 WA

Aivare 1PSI Upgrade
Activation Status
Security

Administrator Accounts
Login Account Policy
Change Password
Login Reparts

Server Access

Server Log Files
Firgwall

Install Root Certificate
Trusted Certificates

Server/Appl

| Display | | Add | | Remove | | Copy | | Help

Certificate Alzr
Certificare Signing Request
S5H Heys

Web Access Mask
iscellaneous

File Synchronization
Dowinlozd Files

CM Phone Message Fils

& 2001-201% Avays Inc, All Rights Reserved,
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6. Conf i guayadura® Experience Portal

These Application Notes assume that the necessary Experience Portal licenses have been
installed and basic Experience Portal administration has already been performed. Gpimsult [
the Referencessectionfor further details if necessary

6.1. Background

Experience Portal consists of one or more Media Processing Platform (MPP) servers and an
Experience Portal Manager (EPM) server. A sin
reference configuration. This consisted of a single MPP and BRiing on a VMware

environment, including an Apache Tomcat Application Server (hosting the Voice XML (VXML)

and/or Call Control XML (CCXML) application scripts), that provide the directives to

Experience Portal for handling the inbound calls.

Referenceso the Voice XML and/or Call Control XML applications are administered on
Experience Portal, along with one or more called numbers for each application reféfeene
an inbound call arrives at Experiencet@brthe called party DIDiumber is matched aigat
those administered called numhéfs match is found, then the corresponding application is
accessed to handle the c#lino match is found, Experience Portal informs the caller that the
call cannot be handled and disconnects thé. call

Forthe sample configuration described in these Application Notes, a simple VXML test
application was used to exercise various SIP call flow smenaiththe Avaya SIP Trunking
service In production, enterprises can develop their own VXML and/or CCXML egpdins to

meet specific customer sedérvice needs or consult Avaya Professional Services and/or
authorized Avaya Business Partners. The development and deployment of VXML and CCXML
applications is beyond the scope of these Application Notes.

An application may be configured with #Ainbound defaul't
not match any other application references.
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6.2. Logging in and Licensing

This section describes the steps on Experience Portal for administering a SIP connection to the

Session Manager.

Step 1- Launch a web browser, enter http:/<IP address of the Avaya EPM server>/ in the URL,
log in with the appropriate crediads and the following screen is displayed.

Notei All page navigation described in the following sections will utilize the menu shown on
the left pane of the screenshot below.

AVA A Welcome, epadmin
M\ Last logged in today at 7:31:57 AM POT

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) fiHome ?.Help @ Logoff
Expand All | Collapse Al

- User Management

ED'ES Avaya Aura® Experience Portal Manager

sers
Login Options . . . . " A . P . .

~ Real-time Monitoring Avaya Aura@ Experience Portal Manager (EFM) is the consolidated web-based application for administering Experience Portal. Through the EPM
System Monitor interface you can configure Experience Portzl, check the status of an Experience Portal companent, and generats reports related to systam
Active Calls operation.

Port Distribution

- System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer

Installed Components

Alarm Manager Media Processing Platform
~ System Management Media Processing Platform (MPF) is an Avaya media processing server, When an MPP receives a call from 2 PBX, it invekas 2 VoiceXML [or CCHML)
Application Server application en an application server. It then communicates with ASR and TTS servers as necessary to process the call.

EPM Manzger
MPP Manager
Software Upgrade
System Backup
~+ System Configuration

Email Service
Email Service is an Experience Portal feature which provides e-mail capabilities.

Applications HTHML Service
EPM Servers HTML Service is an Experience Portzl feature which supports web applications with HTMLS capabilities. It includes support for browser based
MEP Servers services for mobile devices.
SNMP
Speech Servers SMS Service
;OIP Cannections SMS Service is an Experience Portal feature which provides SMS capabilities.
ones
- Security
Certificztzs .
Licensing Legal Notice
~ Reports -
Stzndard AVAYA GLOBAL SOFTWARE LICENSE TERMS
Custom REVISED: September 28, 2818
Scheduled y
SSMUEMedi: Condiguration THESE GLOBAL SOFTWARE LICENSE TERMS (“SOFTWARE LICENSE TERMS®) GOVERM THE USE OF PROPRIETARY SOFTWARE AND
HTML THIRD-PARTY PROPRIETARY SOFTWARE LICEMSED THROUGH AVAYA. READ THESE SOFTWARE LICEMSE TERMS CAREFULLY, IM
SM5 THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFIMED IN SECTION & BELOW). BY

INSTALLING, DOWMLOADING OR USING THE SOFTWARE, OR AUTHORIZIMG OTHERS TO DO SO, ¥OU, OM BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE DOING SO (HEREIMAFTER REFERRED TO INTERCHAMGEABLY AS “¥OU,* “YOUR,* AND

“END UUSER™), AGREE TO THESE SOFTWARE LICENSE TERMS AND COMDITIONS AND CREATE A BINDING CONTRACT BETWEEN

¥OU AMD AVAYA INC. OR THE APPLICAELE AVAYA AFFILIATE (“AVAYAY). IF YOU ARE ACCEPTING THESE SOFTHWARE

LICENSE TERMS ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT ¥0OU HAVE THE AUTHORITY TO
BIND SUCH ENTITY TO THESE SOFTWARE LICEMSE TERMS. IF YOU DO NOT HAVE SUCH AUTHORITY CR DO NOT WISH TO BE A
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Step 2- In the left pane, navigate 8ecurityA Licensing. On theLicensing page, verify that
Experience Portal is propgricensed. If required licenses are not enabled, contact an
authorized Avaya account representative to obtain the licenses.

Welcome, epadmin
Last logged in May 29, 2020 =t 10:55:59 AM PDT

AVAYA

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal) fiHome ?.Help @ Logoff
Expand All | Collapse Al

Home
= User Management
Roles . - E
Dsms Licensing Refresh
Login Options

= gf:tle:r;irmz'r“twmg This page displays the Experience Portal license information that is currently in effect, Experience Portal uses

Pk Calle Avaya License Manager (WebLM) to control the number of telephony ports that are used.
Port Distributicn

« System Maintenance
Audit Log Viewer
Trace Viewer
Log Viewer

License Server Information -

License Server URL: hetps://10.64.101,247:32233/ WebLM/ LicenseServer r

Alzrm Manager
+ System Management
Application Server
EPM Manager
MEP Manager

Last Updated:
Last Successful Poll:

Licensed Products =

Dec 4, 2018 3:20:00 PM PST
Jun 2, 2020 8:29:22 AM PDT

Software Upgrade Experience Portal &
System Backup a .
L e T vt nnou nceme_nt Ports: 1,000
spplications ASR_Conl_'lectlnns: 1,000
EPM Servers Email Units: 10
MEP Servers Enable Madiz Encryption: 1,000
SNMP Enhanced Call Classification: 1,000
Spesch Servers Google ASR Connections: 10
VoIP Connections HTML Units: 1,000
ZD"ES_ SIP Signaling Connections: 1,000
~ Security SMS Units: 10
LeniiEiE Telephony Ports: 1,000
ST TTS Connections: 1,000
~ Reports ! ; ’
o Video Server Connections: 1,000
Custom Zones: 10
Scheduled
+ Multi-Meadia Configuration ersion: 8
Email Last Successful Poll: Jun 2, 2020 8:29:22 AM PDT
HTML Lzst Changed: Jul 2, 2019 8:14:50 PM PDT
SMS
Allocations m
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6.3. VolIP Connection

This section defines a SIP trunk between Experience Portal and Session M8eatgers7.5
and 7.6.

Step 1- In the left pane, navigate 8ystem Configurationd VolP Connections On theVolP
Connectionspage, select th8IP tab and clickAdd to add a SIP trunk.

\ Notei Only oneSIP trunk can be active at any given time on Experience Portal.

Welcome, epadmin

AVAYA

Expand All | Callapse All

~ User Management
Rales
Users
Login Options

~ Real-time Monitoring
System Monitor
Active Calls
Port Distribution

¥ System Maintenance
Audit Lag Viewer
Trace Viewer
Log Viewer
Alarm Manager

* System Management
Application Server
EPM Manager
MPP Manager
Software Upgrade
System Backup

~ System Configuration
Applications

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Home

VoIP Connections

This page displays a list of Voice over Internet Protocol (\VoIP) servers that Experience Portal communicates with. You can configure multiple SIP

connections, but enly ene SIP connection can be enabled at any one given time.

H.323 || SIP

Proxy - Proxy/DNS Server «| Proxy Server «| Listener =« SIP | Maximum Simultaneous «
Transport ~ Address | Port | Port »| Domain - Calls -|

EP_sSIP Yes TLS 10.64.101.24% 5061

[rda P oetete Jriev |

5061

Last logged in May 23, 2020 at 10:55:5% AM PDT

% Homa  ?-Help D Logoff

avaya.lab.com 100

EPM Servers
MPB Servers
SNMP
Speach Servers
VioIP Connections
Zones
¥ Security
Certificates
Licensing
~ Reports.
Standard
Custom
Scheduled
~ Multi-Media Configuration
Ernail
HTML
SMS

Step 2- Configure a SIP connection as follows:
1 Namei Set to a descriptive name (elgE_SIP).
i Enablei SettoYes
1 Proxy Server Transporti Set toTLS.
1 SelectProxy Servers and enter:
0 Proxy Server Address=10.64.101.24%the IP address of the Session Manager
signaling interface defined iBection7.5).
o Port =5061
o Priority =0 (default)
0 Weight =0 (default)
Listener Port 7 Set to506L.
SIP Domaini Set toavaya.lahcom (seeSection 7.2.
Consultative Transferi SelectiNVITE with REPLACES .
SIP Reject Response Code SelectASM (503).
Maximum Simultaneous Callsi Set to a number in accordance with licensed capacity.
In the reference configuratiorvalue of100 was used.
1 SelectAll Calls can be either inbound or outbound

= =4 =4 -8 A

340f 139
AvayaSIPAura81U
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SRTPEnable=Yes
Encryption Algorithm = AES_CM_128
Authentication Algorithm = HMAC_SHA1 80

= =4 -8 -8 _9_9_°5_2

RTCP Encryption Enabled = No

RTP Authentication Enabled = Yes

Click onAdd to addSRTP settings to théonfigured SRTP List
Use default values for all other fields.

Click Save

AVAYA

Expand All | Collapse all

~ User Management
Roles

Users

Login Options
Real-time Monitoring
System Monitor

Active Calls

Port Distribution
System Maintenance
Audit Log Viewer

Trace Viewer

Log Viewer

Alarm Manager
System Management
Application Server

4

4

4

Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Home WolP Connections

Change SIP Connection
Use this page to change the configuration of a SIP connection.

Name: EP_SIP

Enable: ® ves Mo

Proxy Transport: | TLS ¥

% Proxy Servers DNS SRY Domain

E2M Manager Address __________[Port _[Priority Jweight | ]
MPP Manager
e Urnrds 10.64.101.249 s061 |0 o Remave

System Backup
System Configuration

4

Additional Proxy Server

Applications .

EPM Servers Listener Port:|5061

MPP Servers .

SNMP SIP Domain: |avaya.lab.com

Speech Servers
VeIP Connections

P-Asserted-Identity:

REFER

Custom |303

Zones Maximum Redirection Attempts: |0

¥ Security
Certificates Consultative Transfer: * INVITE with REPLACES
Licensing

~ Reports : . |
S:a‘::ard SIP Reject Response Code: ® ASM (503) SES (480)
Custom -
T SIP Timers

4

Multi-Media Configuration

f— T1: 250 milliseconds
mail
HTML T2: 2000 | milliseconds
SMS

B and F: 4000 milliseconds

Call Capacity
Maximum Simultanecus Calls: |100

® all Calls can be either inbound or outbound

Configure number of inbound and outbound calls allowed

SRTP

Enable: ® ves Nao

Encryption Algorithm: ® AES_CM_128 NONE
Authentication Algorithm: ® HMAC_SHA1_30 HMAC_SHAL_32
RTCP Encryption Enabled: Yes ® Ng

RTP futhentication Enabled: ® vyeg Mo

Configured SRTP List

SRTP-Yes, AES_CM_128 HMAC_SHAL_80,RTCP Encryption-Mo, RTP Authentication-Yes

SPOC7/27/2020
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6.4. Speech Servers

The installation and administration of the ASR and TSR Speech Servers are beyond the scope of
this document. Some of the values shdetow were defined during the Speech Server

installations. Note that in the reference configuration the ASR and TTS servers used the same IP
address.

ASR speech server:

AVAYA |
Avaya Aura® Experience Portal 7.2.2 (ExperiencePortal)

Expand All | Collapse All
Home

+ User Management
Roles
et Speech Servers
Login Options

= g::ttr:':‘;rm‘;?'b""g This page displays the list of Automated Speech Recognition (A5R) and Text-to-Speech (TTS) servers that Experience Portal communicates with.
Active Calls
Port Distribution

¥ System Maintenance
Audit Log Viewer
Trace Viewer

Log Viewer Total Number of
I N Y e I e W

~ System Management
Application Server MuanceASR Yes 10.64.101.154 Muance MRCP V1 4500 English{UsA) en-Us

EPM Manager
Softwars Upgrade
+ System Configuration

Applications
EPM Servers

ASR || TTS

MPP Servers
SNMP

Speech Servers
WoIP Connections
Zones

TTS speech server:
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