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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the
time of printing, Avaya assumes no liability for any errors.
Avaya reserves the right to make changes and corrections to
the information in this document without the obligation to
notify any person or organization of such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in
varying mediums which may include product information,
operating instructions and performance specifications that
Avaya may generally make available to users of its products
and Hosted Services. Documentation does not include
marketing materials. Avaya shall not be responsible for any
modifications, additions, or deletions to the original
Published version of documentation unless such
modifications, additions, or deletions were performed by
Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or
deletions to this documentation, to the extent made by End
User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any
linked websites referenced within this site or documentation
provided by Avaya. Avaya is not responsible for the
accuracy of any information, statement or content provided
on these sites and does not necessarily endorse the
products, services, or information described or offered within
them. Avaya does not guarantee that these links will work all
the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and
software. Refer to your sales agreement to establish the
terms of the limited warranty. In addition, Avaya’s standard
warranty language, as well as information regarding support
for this product while under warranty is available to Avaya
customers and other parties through the Avaya Support
website: http://support.avaya.com or such successor site as

designated by Avaya. Please note that if you acquired the
product(s) from an authorized Avaya Channel
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Partner outside of the United States and Canada, the
warranty is provided to you by said Avaya Channel Partner
and not by Avaya.

HostedService

THE FOLLOWING APPLIES IF YOU PURCHASE A
HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN
AVAYA CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES ARE
AVAILABLE ON THE AVAYA WEBSITE,
HTTP://[SUPPORT.AVAYA.COM/ LICENSEINFO UNDER
THE LINK “Avaya Terms of Use for Hosted Services” OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA,
AND ARE APPLICABLE TO ANYONE WHO ACCESSES
OR USES

THE HOSTED SERVICE. BY ACCESSING OR USING THE
HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO
SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY
FOR WHOM YOU ARE DOING SO (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THE TERMS OF USE. IF YOU
ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU
REPRESENT THAT YOU HAVE THE AUTHORITY TO

BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU
DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT
WISH TO ACCEPT THESE TERMS OF USE, YOU MUST
NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE
HOSTED SERVICE. YOUR USE OF THE HOSTED
SERVICE SHALL BE LIMITED BY THE NUMBER AND
TYPE OF LICENSES PURCHASED UNDER YOUR
CONTRACT FOR THE HOSTED SERVICE, PROVIDED,
HOWEVER,

THAT FOR CERTAIN HOSTED SERVICES IF
APPLICABLE, YOU MAY HAVE THE OPPORTUNITY TO
USE FLEX LICENSES, WHICH WILL BE INVOICED
ACCORDING TO ACTUAL USAGE ABOVE THE
CONTRACT LICENSE LEVEL. CONTACT AVAYA OR
AVAYA’'S CHANNEL PARTNER FOR MORE
INFORMATION ABOUT THE LICENSES FOR THE
APPLICABLE HOSTED SERVICE, THE AVAILABILITY OF
ANY FLEX LICENSES (IF APPLICABLE), PRICING AND
BILLING INFORMATION,

AND OTHER IMPORTANT INFORMATION REGARDING
THE HOSTED SERVICE.


http://support.avaya.com/
http://support.avaya.com/

Support Tools:

“AVAYA SUPPORT TOOLS"MEAN THOSE SUPPORT
TOOLS PROVIDED TO PARTNERS OR CUSTOMERS IN
CONNECTION WITH MAINTENANCE SUPPORT OF
AVAYA EQUYIPMENT (E.G., SAL, SLA MON, AVAYA
DIAGNOISTIC SERVER, ETC.) AVAYA SUPPORT TOOLS
ARE INTENDED TO BE USED FOR LAWFUL
DIAGNOSTIC AND NETWORK INTEGRITY PURPOSES
ONLY. The customer is responsible for understanding and
complying with applicable legal requirements with regard to
its network. The Tools may contain diagnostic capabilities
that allow Avaya, authorized Avaya partners, and authorized
customer administrators to capture packets, run diagnostics,
capture key strokes and information from endpoints including
contact lists, and remotely control and monitor end-user
devices. The customer is responsible for enabling these
diagnostic capabilities, for ensuring users are aware of
activities or potential activities and for compliance with any
legal requirements with respect to use of the Tools and
diagnostic capabilities on its network, including, without
limitation, compliance with laws regarding notifications
regarding capture of personal data and call recording.

Licenses

THE SOFTWARE LICENSE TERMS OR SUPPORT TOOLS
LICENSE TERMS AVAILABLE ON THE AVAYAWEBSITE,
HTTP://[SUPPORT.AVAYA.COM/LICENSEINFO

OR SUCH SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO
DOWNLOADS, USES AND/OR INSTALLS AVAYA
SOFTWARE, PURCHASED FROM AVAYA INC., ANY
AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT
WITH AVAYA OR AN AVAYA CHANNEL PARTNER.
UNLESS OTHERWISE AGREED TO BY AVAYA IN
WRITING, AVAYA DOES NOT EXTEND THIS LICENSE IF
THE SOFTWARE WAS OBTAINED FROM ANYONE
OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA CHANNEL PARTNER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND
ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING
OR USING THE SOFTWARE, OR AUTHORIZING OTHERS
TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE
ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS
“YOU” AND “END USER”), AGREE TO THESE TERMS

AND CONDITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE

AVAYA AFFILIATE ("AVAYA").

Avaya grants you a license within the scope of the license
types described below, with the exception of Heritage Nortel
Software and Support Tools, for which the scope of the
license is detailed below Where the order documentation
does not expressly identify a license type, the applicable
license will be a Designated System License. The applicable
number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number
of licenses or units of capacity is specified in the
documentation

or other materials available to you. “Designated Processor”
means a single stand-alone computing device. “Server”
means a Designated Processor that hosts a software
application to be accessed by multiple users.

License type(s)

Designated System(s) License (DS). End User may install
and use each copy or an Instance of the Software only on a
number of Designated Processors up to the number
indicated in the order. Avaya may require the Designated
Processor(s) to be identified in the order by type, serial
number, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya through
electronic means established by Avaya specifically for this
purpose.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was
acquired by Avaya as part of its purchase of the Nortel
Enterprise Solutions Business in December 2009. The
Heritage Nortel Software currently available for license from
Avaya is the software contained within the list of Heritage
Nortel Products located at
http://support.avaya.com/Licenselnfo/ under the link
“Heritage Nortel Products”, or such successor site as
designated by Avaya. For Heritage Nortel Software, Avaya
grants Customer a license to use Heritage

Nortel Software provided hereunder solely to the extent of
the authorized activation or authorized usage level, solely for
the purpose specified in the Documentation, and solely as
embedded in, for execution on, or (in the event the
applicable Documentation permits installation on non-Avaya
equipment) for communication with Avaya equipment.
Charges for Heritage Nortel Software may be based on

Avaya Survey Assist


http://support.avaya.com/LICENSEINFO

extent of activation or use authorized as specified in an order
or invoice.

Support Tools: Avaya Support Tools are provided as an
entitlement of Avaya Support Coverage (e.g., maintenance)
and the entitlements are established by Avaya. The scope
of the license for each Tool is described in its License terms
and/or the applicable service description document.

Copyright

Except where expressly stated otherwise, no use should be
made of materials on this site, the Documentation, Software,
Hosted Service, or hardware provided by Avaya. All content
on this site, the documentation, Hosted Service, and the
Product provided by Avaya including the selection,
arrangement and design of the content is owned either by
Avaya or its licensors and is protected by copyright and
other intellectual property laws including the sui generis
rights relating to the protection of databases. You may

not modify, copy, reproduce, republish, upload, post,
transmit or distribute in any way any content, in whole or in
part, including any code and software unless expressly
authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the
express written consent of Avaya can be a criminal, as well
as a civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs
or portions thereof included in the Software or Hosted
Service may contain software (including open source
software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the
rights to use certain portions of the Software (“Third Party
Terms”). As required, information regarding distributed Linux
OS source code (for those Products that have distributed
Linux OS source code) and identifying the copyright holders
of the Third Party Components and the Third Party Terms
that apply is available in the Documentation or on Avaya’s
website at: http://support.avaya.com/Copyright or such
successor site as designated by Avaya. You agree to the
Third Party Terms for any such Third Party Components.

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEQO”)
AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED
BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY
AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
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LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER
USE. ADDITIONAL INFORMATION MAY BE OBTAINED
FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.

Note to Service Provider

The Product or Hosted Service may use Third Party
Components subject to Third Party Terms that do not allow
hosting and require a Service Provider to be independently
licensed for such purpose. It is your responsibility to obtain
such licensing.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf).
Be aware that there can be a risk of Toll Fraud associated
with your system and that, if Toll Fraud occurs, it can result
in substantial additional charges for your
telecommunications services.

Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud
and you need technical assistance or support, call Technical
Service Center Toll Fraud Intervention Hotline at +1-800-
643-2353 for the United States and Canada. For additional
support telephone numbers, see the Avaya Support website:
http://support.avaya.com or such successor site as

designated by Avaya. Suspected security vulnerabilities with
Avaya products should be reported to Avaya by sending mail
to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”)
displayed in this site, the Documentation, Hosted Service(s),
and Product(s) provided by Avaya are the registered or
unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without
prior written consent from Avaya or such third party which
may own the Mark. Nothing contained in this site, the
Documentation, Hosted Service(s) and Product(s) should be
construed as granting, by implication, estoppel, or otherwise,

any license or right in and to the Marks without the express
written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective
owners. Linux® is the registered trademark of Linus Torvalds
in the U.S. and other countries.


http://www.mpegla.com/
http://support.avaya.com/

All non-Avaya trademarks are the property of their respective
owners, and “Linux” is a registered trademark of Linus
Torvalds.

Downloading Documentation
For the most current versions of Documentation, see the
Avaya Support website: http://support.avaya.com, or such

successor site as designated by Avaya.

Contact Avaya Support
See the Avaya Support website: http://support.avaya.com for
Product or Hosted Service notices and articles, or to report a

problem with your Avaya Product or Hosted Service. For a
list of support telephone numbers and contact addresses, go
to the Avaya Support website: http://support.avaya.com (or
such successor site as designated by Avaya), scroll to the
bottom of the page, and select Contact Avaya Support.

Avaya Survey Assist


http://support.avaya.com/
http://support.avaya.com/
http://support.avaya.com/

Table of Contents

Chapter 1: INTrOAUCTION . ..uuiiiiiieieiiiiei bbb sseenennnee 8
ST oTo] o1 TP 8
Chapter 2: Deployment OPtiONS.. ..o a e e eees 9

Chapter 3: Hardware and Software specifications for Single Box Deployment .... 10

Virtualization ReSOUIrces SPECITICALIONS ........viiiiiiiieeiiii et 10
SOftWArE SPECITICALIONS ......eiiiiiiiiie ittt ettt et e e e e s bt e e e s bt e e e e snneeees 10
Chapter 4: Hardware and Software specifications for Cluster Deployment .......... 12
Virtualization ReSOUIrces SPECITICALIONS ........viiiiiiiiee ittt 12
SOftWAIrE SPECITICALIONS ......eiiiiitiiii ettt s et e sttt e st e e st e e e nnnne s 12

Chapter 5: Optional: Hardware and Software specifications for AACC CCT

(@70] 0] 0T =Tod o ] g =T AV Lo = U 14
Virtualization ReSOUrces SPECIfICALIONS ........eiiiiiiiiiieiiii et 14
SOftWAre SPECIICALIONS .....cci it e e e s e e e e e e e e e sersta e e e e eaeesanntnreeaeeeeaeanns 14

AACC CCT Configuration Requirements and Limitations ..........cccccceeveviiiiieiee e 15

Chapter 6: Product CompatiDility ..........eeueiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeees 17
[Y=Te BT = To I oo (U1 £ PR OUPRPOUPPR 17
(oo 1W o (S o) VAN L1 (=T |- 4o ] o [PPSR 17

Avaya OCEaNA INTEGIAtION .........uviiiiiieee i e e e e e e s e e e e e e s e s e e e e e e ss s s a e e eeeaeeesennnreees 17
Avaya Aura Contact Center (AACC) INTEGIratiON........ocuuuueiieiie et e e e 18
Avaya Contact Center Elite INtEGration..........ccoiuiiiiiiiie it 18
Outbound SMS/VOICE INTEGIATION .....eeiiiiiiiiiiiiiee ettt e e s 18

Chapter 7: Networking Requirements and configuration ...........ccccceoevviiiieiiiiiineenns 20
NEtWOTIKING REQUITEIMENTS ......eeieiiiiie ittt ettt e e e e e e ettt et e e e e e s nbbe e e e eaeeseannbebeeaaaeeaaanne 20
Firewall POrtS CONFIQUIATION ......cciiuuiiiiiiiiie ettt e et e e st e e e e asbe e e e e snbaeee e e 20

Opening the ports on the enterprise fireWall ..............ooo i 21
When to Use Static Network Interface SettingS ........ccuvvieiiiiiieiiiiie et 23
When to Use Dynamic INterface SEHINGS ......c.vviiiiiie ittt e e e e e r e e e e e e enrnaeees 23
Selecting Network Configuration MethOUS...........ocuiiiiiiie e e e e 23
Using the Text User INTErface, NIMIUL ........ceiiii ettt e b e e e e e e s e reeaee e e e e annes 23
Using the NetworkManager Command Line TOOI, NMCL 1 covviviiiiiiiiiieiiiiiee et 26
Brief Selection of nmcli EXAMPIES ..o 27
Starting and Stopping an Interface USING NMCli..........ooiiiiiiiiiiiii e 27
The nmcli Interactive CoONNECION EQItOr..........uuviiiiiiiiiiiiie et 28

Avaya Survey Assist 6



Creating and Modifying @ ConNection Profile............uuviiieeiiiie e e e 29

Understanding the NMCIH OPLIONS ..........uvviiiiicee i e e e s e s e e e e e e s s snnaereeeeeeeenanns 31
Connecting to a Network USING NMCHi........ueiiiiiiiiiiicic e e et e e e e s e e e e e e e aanns 32
Adding a Dynamic Ethernet CONNECLION ..........coiiiiiiiiiie et 33
Adding a Static EtNernet CONNECTION ........oiuuiiiiiiiie ettt 35
Configuring Static ROUtES USING NIMCli.......ciiiiiiiiiiiiiiie et 38
Chapter 8: Installing Survey Assist Linux Virtual Appliance ...........cccccvvvviiiininnnnne 40
Deployment 0N VMWAr€™ ESXi.......cccviieiiiieieite st sie sttt see et sseeeesteaneestessaeneesseaneeeesseeneenee e 40
Starting up the Virtual MaChiNe ...........ooo it 41
CONTIGUIE NETWOTKING . ...ttt ettt e sttt e e sttt e e bttt e e s bbbt e e snbb e e e e snbbneeesnneeees 41
TIME ZONE @NA NTP SEIVICE .....vveiiiie ettt ettt e s e b e be e sn e e s e e nnee e 42
Configuring SEIrVEI'S TIME ZONE.......ccciiiiieiie et e e e e e e e e s e e e e e e an bt e e e e e e e s sanenneees 42
Configuring the NP CENT ........ee e e e e e e e e e e eaebeees 42

N 0 =1 o 1 G PSRRI 44
REIALET FESOUITES ...ttt ettt ekttt ekt e ekt e s st e e b e e s s e e e b e e e e s e e e r e e e nnne e e b e e 44

7 Avaya Survey Assist



Chapter 1: Introduction

The primary purpose of this guide is to provide detailed information of Survey Assist product
requirements regarding hardware, software and product compatibility.

Scope

This document describes the different requirements for Survey Assist deployments.
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Chapter 2: Deployment Options

Survey Assist supports two types of Deployments:
e Single Box: A single virtual machine hosting Survey Assist services.

o Cluster: Three or more virtual machines configured and acting as a single unit to enable
High Availability, Failover and Load Balancing.

At the same time, there are optional components to support features that require additional
resources.

e Survey Assist CCT Connector Service: Requires a single virtual machine with Microsoft
Windows Operating System and Microsoft .NET Framework Runtime.
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Chapter 3: Hardware and Software
specifications for Single Box
Deployment

Virtualization Resources Specifications

Before you deploy each Survey Assist virtual machine, ensure that the following set of
resources is available on the VMWare™ ESXi host.

Element Minimum Requirements

4 virtual sockets.

vCPU
2 core per socket.

Memory 32 GB

Storage 150 GB

Network Gigabit Ethernet NIC (1000 Mb/s).

Virtualization Platform VMWare ESXi 6.0, 6.5 0r 6.7

Software Specifications

Avaya Survey Assist provided Linux Virtual Appliance for Single Box Deployment (OVA) is
required and it is the only supported operating system.

It consists of a ready to deploy Red Hat Enterprise Linux Virtual Appliance with pre-installed
software and configuration.

Downloads are available from Avaya Support Site.
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Filename SurveyAssist_Linux_RH7.6_SingleBox_reld4.ova

Size 931 MB
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Chapter 4: Hardware and Software
specifications for Cluster Deployment

Virtualization Resources Specifications

Before you deploy each Survey Assist Cluster Node virtual machine, ensure that the following
set of resources is available on the VMWare™ ESXi host.

Element Minimum Requirements

4 virtual sockets.

vCPU
2 core per socket.
Memory 16 GB
Storage 50 GB
Network Gigabit Ethernet NIC (1000 Mb/s).
Virtualization Platform VMWare ESXi 6.0, 6.5 or 6.7
Minimum: 3
Default: 3

Number of Cluster nodes
More nodes require Professional
Services.

Software Specifications

Avaya Survey Assist provided Linux Virtual Appliance for Cluster Deployment (OVA) is required
and it is the only supported operating system.

This consists of a ready to deploy Red Hat Enterprise Linux Virtual Appliance with pre-installed
software and configuration.

Avaya Survey Assist 12



Downloads are available from Avaya Support Site.

Filename SurveyAssist_Linux_RH7.6_Cluster_rel4.1.1.ova

Size 1750 MB
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Chapter 5: Optional: Hardware and
Software specifications for AACC CCT
Connector Service

Virtualization Resources Specifications

Ensure that the following set of resources is available on the VMWare™ ESXi host.

Element Minimum Requirements
2 virtual sockets.
vCPU
1 core per socket — each of 2.4 GHz
Memory 6 GB
Storage 40 GB
Network Gigabit Ethernet NIC (1000 Mb/s).

Software Specifications

Avaya does not provide the Operating System for AACC CCT Connector Service virtual
machine.

The supported versions of Operating System and software details are listed below:

Element Details

Microsoft Windows Server 2012 R2
(O Microsoft Windows Server 2016
Microsoft Windows 10
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Partition type NTFS

Software .Net Framework 4.6.2 or later

Firewall TCP Ports open

29373 (infout)
443 (out)

AACC Call Flow Requirements

It is required that the inbound customer call Universal Call Identifier (UCID) does not change
after the call hits AACC and is finally routed to Experience Portal for answering survey
questions. If UCID changes, survey response won’t provide Agent ID that initially handled the
call on reports or events.

AACC CCT Configuration Requirements and
Limitations

The Survey Assist CCT Connector service uses AACC CCT .Net API to monitor calls on AACC
in order to collect the Agent ID that answered the call. Due this, there are a couple of limitations
and requirements to integrate Survey Assist with AACC.

Requirements

Create a service CCT user account linked to a Windows domain user.

The service CCT user does not need to have a related CCMA Supervisor or Agent
created.

In order to monitor Agents, the service CCT user must monitor the Agent’s Supervisor
on CCT Administration -> Assign Agents.

Supervisor must be a CCT User.

If there are more than one level of Supervisors (a Supervisor that supervises another
Supervisor) then the top-down Supervisor must be monitored, not the top one.

The account “Supervisor Default” cannot be used as it is not a real user account and it
can’t be assigned to monitoring so if there are agents assigned to this account that must
be monitored, those agents must be re-assign to a monitored supervisor.

Limitations

15

Due to CCT design, a maximum of 100 Agents of the same Supervisor can be
monitored. If a Supervisor has more than 100 Agents, then split the Supervisor in two or
more. This may change your CCMA Supervisors and Agents hierarchy, so the
recommendation is to plan accordingly to this limitation.

During Agents hierarchy changes (new Agent, change Supervisor, etc) the CCT
Connector Service reloads the entire hierarchy. During the reload process, new calls
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cannot be monitored so the Agent ID cannot be captured and will be missing on the
Survey Reports.

Avaya Survey Assist
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Chapter 6: Product Compatibility

Required Products

Product Version
Avaya Aura Experience Portal (AAEP) 70,71,7.2
Avaya Communication Manager (CM) 6.x, 7.0.x, 7.1.x

Avaya Aura System Manager (SMGR) 70
O+
Avaya Aura Session Manager (SM)

Products by Integration

Avaya Oceana Integration

There are two options for Avaya Oceana Integration based on the existing deployment at
customer site.

Option 1: By using Breeze snap-in for call redirection.

Product Version

Avaya Oceana
e Voice Channel 35,36

e OceanaCoreDataService snap-in (OCDS)

Avaya Breeze 3.5,3.6

Avaya Media Server (AMS) 7.8,8.0

Option 2: By using CC Elite’s Return Destination for call redirection.

17 Avaya Survey Assist



Avaya Oceana
¢ Voice Channel 3.6

e OceanaCoreDataService snap-in (OCDS)

Avaya Call Center Elite 7+

Avaya Aura Contact Center (AACC) Integration

Avaya Aura Contact Center 7.0.x, 7.1.x
Avaya Breeze 3.5,3.6
Avaya Media Server (AMS) 7.8,8.0
CCT Service User Account N/A

Avaya Contact Center Elite Integration

Avaya Contact Center Elite 7.0.x, 7.1.x, 8.0.%, 8.1.x

Avaya Aura Application Enablement Services (AES) ||7.0.x, 7.1.x, 8.0.x, 8.1.x

Outbound SMS/Voice Integration

Avaya Aura Proactive Outreach Manager (POM) 3.1

Avaya Aura Experience Portal (AAEP) 7.2

Avaya Survey Assist

18



Note:

All machines involved in this architecture must be on the same domain and must use
a DNS server to properly identify each other.
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Chapter 7: Networking Requirements
and configuration

Networking Requirements

DNS Requirement

Private network where Survey Assist Virtual Machines are deployed must have a DNS service
to resolve local, network and public domains with latency no higher than 40ms. Recommended
latency is less than 20ms.

Subnets requirements

The subnets 172.17.0.0/16 and 172.18.0.0/16 are reserved for internal use of Survey Assist and
should not be used by other applications. The supported configuration for Survey Assist
assumes that these subnets are reserved for Survey Assist only, since it could cause network
conflicts. It is possible to use the mentioned subnets for other applications, but that would
require further configurations and it is discouraged.

In case the subnets 172.17.0.0/16 and 172.18.0.0/16 are not available exclusively, and the only
option is to use different subnets for Survey Assist, contact support to get instructions on how
to use non default subnets.

Firewall ports Configuration

The ports are already open on the Survey server. You must open the ports on the enterprise
firewall for communication into the network.

Port Number Usage Service Details Deployment

Required to configure
Administration Ul |the application. Single Box

443 Required ) ]
Media Cache Required by AAEP Cluster
audio file playing.
it Single Box
9180 Optional Voice Module Open it if you are J

using Voice channel. |(cluster
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Port Number Usage Service Details Deployment
it i Single Box
9080 Optional SMS Module  ||OPenitif you are J
using SMS channel. |\c|uster
' Open it if you are Single Box
9192 Optional Kafka Broker consuming Survey
6443
10250
10251 L
10252 . Cluster communication
Required o between Cluster Cluster
10255 Communication Nod
2379-2380 odes.
30000-32767
NTP Server
Required NTP Communication Cluster
123 (udp) q Communication |between Cluster
Nodes.

Opening the ports on the enterprise firewall

In order to test all necessary ports are opened you can follow this procedure.

Procedure

1. If firewall-cmd is not enable, you must run the following command:

$ sudo systemctl enable firewalld

2. If firewall-cmd is enabled, you must run the following command:
$ firewall-cmd --list-all
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3.
4.

Check all the ports listed in previous chapter appears in the result.

If all the necessary port are not listed in the result. You have open the ports manually
one by one with the following command:

$ firewall-cmd --permanent —--zone=public --add-port=<PORT>/tcp
This example will open port 6789

[root@linpubx010 ~]# firewall-cmd --permanent --zone=public --
add-port=6789/tcp

success

If you run the command against the firewall-cmd will show you the following answer:

[root@linpubx010 ~]# firewall-cmd --permanent --zone=public --
add-port=6789/tcp

Warning: ALREADY ENABLED: 6789:tcp

Success

To close the ports manually you can run the following command:

$ firewall-cmd --permanent --zone=public --remove-
port=<PORT>/tcp

Success
This example will open port 6789
$ firewall-cmd --permanent —--zone=public —--remove-port=6789/tcp

sSuccess

If you run the command against the firewall-cmd will show you the following answer:

[root@linpubx010 ~]# firewall-cmd --permanent --zone=public --
remove-port=6789/tcp

Warning: NOT ENABLED: 6789:tcp
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success

When to Use Static Network Interface Settings

Use static IP addressing on those servers and devices whose network availability you want to
ensure when automatic assignment methods, such as DHCP, fail. DHCP, DNS, and
authentication servers are typical examples. Interfaces for out-of-band management devices are
also worth configuring with static settings as these devices are supposed to work, as far as is
possible, independently of other network infrastructure.

For hosts which are not considered vital, but for which static IP addressing is still considered
desirable, use an automated provisioning method when possible. For example, DHCP servers
can be configured to provide the same IP address to the same host every time. This method
could be used for communal printers for example.

All the configuration tools listed in “Selecting Network Configuration Methods” allow assigning
static IP addresses manually. The nmcli tool is also suitable for use with scripted assignment of
network configuration.

When to Use Dynamic Interface Settings

Enable and use dynamic assignment of IP addresses and other network information whenever
there is no compelling reason not to. The time saved in planning and documenting manual
settings can be better spent elsewhere. The dynamic host control protocol (DHCP) is a
traditional method of dynamically assigning network configurations to hosts.

By default, NetworkManager calls the DHCP client, dhclient, when a profile has been set to
obtain addresses automatically, by setting BOOTPROTO to dhcp in an interface configuration
file. If DHCP is required, an instance of dhclient is started for every Internet

protocol, IPv4 and IPv6, on an interface. If NetworkManager is not running, or not managing an
interface, then the legacy network service will call instances of dhclient as required.

Selecting Network Configuration Methods

To configure an interface using NetworkManager's text user interface tool, nmtui, proceed
to “Using the Text User Interface, nmtui”

To configure an interface using NetworkManager's command-line tool, nmcli, proceed
to “Using the NetworkManager Command Line Tool, nmcli”

Using the Text User Interface, nmtui
About this task

The text user interface tool nmtui can be used to configure an interface in a terminal window.
Issue the following command to start the tool:
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~]1$ nmtui

The text user interface appears. Any invalid command prints a usage message.

— NetworkManager TUI b—

Flease select an option

Edit a connection
Activate a connection
Set system hostname

Quit

=K==

Figure 1: NetworkManager Text User Interface starting menu

To navigate, use the arrow keys or press Tab to step forwards and press Shift+Tab to step
back through the options. Press Enter to select an option. The Space bar toggles the status of
a check box.

To apply changes after a modified connection which is already active requires a reactivation of
the connection. In this case, follow the procedure below:

Procedure

1. Selectthe Activate a connection menu entry.

— NetworkManager TUI |—
Please select an option
Edit a connection
Activate a connection
Set system hostname
Quit

<0K=>

Figure 2: Activate a Connection
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2. Select the modified connection. On the right, click the beactivate button.

Wired

<Deactivate:>

* Ethernet connection 2
My-favorite-connection

Team (team0O)
* Team connection 2

Bridge (virbr0)
* virbro0O

VPN
VPN 1
VPN 2

+ [ w NN

<Back=>

Figure 3: Deactivate the Modified Connection

3. Choose the connection again and click the Activate button.
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Wired

Ethernet connection 2

* My-favorite-connection

i
1
Team (team0O)
* Team connection 2
i

Bridge (virbroO)
* virbr0

VPN

VPN 1
VPN 2

<Back>

Figure 4: Reactivate the Modified Connection

Using the NetworkManager Command Line Tool, nmecli

The nmcli (NetworkManager Command Line Interface) command-line utility is used for
controlling NetworkManager and reporting network status. It can be utilized as a replacement
for nm-applet or other graphical clients. nmcli is used to create, display, edit, delete, activate,
and deactivate network connections, as well as control and display network device status.
The nmcli utility can be used by both users and scripts for controlling NetworkManager:

o For servers, headless machines, and terminals, nmcli can be used to
control NetworkManagerdirectly, without GUI, including creating, editing, starting and stopping
network connections and viewing network status.

o For scripts, nmcli supports a terse output format which is better suited for script processing. It is
a way to integrate network configuration instead of managing network connections manually.

The basic format of a nmcli command is as follows:

nmcli OPTIONS OBJECT { COMMAND | help }

where OBJECT can be one of the following

options: general, networking, radio, connection, device, agent, and monitor. You can use any
prefix of these options in your commands. For example: nmcli con help.

Some of useful OPTIONS to get started are:

-t, terse
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This mode is designed and suitable for computer (script) processing.
-p, pretty
This causes nmcli to produce human-readable output. For example, values are aligned
and headers are printed.
-h, help
Prints help information.

The nmcli tool has some built-in context-sensitive help:

nmcli help
This command lists the available options and object names to be used in subsequent
commands.

nmcli object help
This command displays the list of available actions related to a specified object. For
example,

nmcli c help

Brief Selection of nmeli Examples

The nmcli-examples(5) man page has many useful examples. Some of them show:
the overall status of NetworkManager:

nmcli general status

The current NetworkManager logging status:

nmcli general logging

All connections:

nmcli connection show

Only currently active connections, add the —-active or (-a) option as follows:

nmcli connection show —--active

Devices recognized by NetworkManager and their state:

nmcli device status

Starting and Stopping an Interface Using nmcli

The nmcli tool can be used to start and stop any network interface, including masters. For
example:
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up id bond0

up id port0

disconnect bond0

disconnect ens3

Note:

The nmcli connection down command, deactivates a connection from a device
without preventing the device from further auto-activation. The nmcli device
‘disconnectcommand’, disconnects a device and prevent the device from
automatically activating further connections without manual intervention.

The nmeli Interactive Connection Editor

The nmcli tool has an interactive connection editor. To use it, enter the following command:

~]1$ nmcli con edit

You will be prompted to enter a valid connection type from the list displayed. After entering a
connection type you are placed at the nmcli prompt. If you are familiar with the connection
types you can add a valid connection type option to the nmcli con edit command and be taken
straight to the nmcli prompt. The format is as follows for editing an existing connection profile:

nmcli con edit [id | uwuid | path] ID

For editing a new connection profile, the following format applies:

nmcli con edit [type new-connection-type] [con-name new-connection

Type help at the nmcli prompt to see a list of valid commands. Use the describe command to
get a description of settings and their properties. The format is as follows:

describe setting.property

For example:

nmcli> describe team.config
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Creating and Modifying a Connection Profile

A connection profile contains the connection property information needed to connect to a data
source. To create a new profile for NetworkManager, use the following command:

nmcli ¢ add {ARGUMENTS}

The nmc1i ¢ add accepts two different types of parameters:

Property names:

The names which NetworkManager uses to describe the connection internally. The most
important are:

o connection.type

nmcli ¢ add connection.type bond

o connection.interface-name

nmcli ¢ add connection.interface-name ethO

o connection.id

nmcli ¢ add connection.id "My Connection"

See the nm-settings (5) man page for more information on properties and their
settings.

Aliases names:

The human-readable names which are translated to properties internally. The most
common are:

o Type (the connection.type propert

nmcli ¢ add type bond

o ifname (the connection.interface-name property)

nmcli ¢ add ifname ethO

o con-name (the connection.id property)

nmcli ¢ add con-name "My Connection"
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In previous versions of nmc11i, to create a connection required using the aliases. For
example, i fname ethO and con-name My Connection. A command in the following format
could be used:

nmcli c¢ add type ethernet ifname eth(0O con-name "My Connection"

In more recent versions, both the property names and the aliases can be used
interchangeably. The following examples are all valid and equivalent:

nmcli ¢ add type ethernet ifname eth(0O con-name "My Connection"
ethernet.mtu 1600

nmcli c add connection.type ethernet ifname eth(O con-name "My Connection"
ethernet.mtu 1600

nmcli ¢ add connection.type ethernet connection.interface-name eth(
connection.id "My Connection”" ethernet.mtu 1600

The arguments differ according to the connection types. Only the type argument is mandatory
for all connection types and ifname is mandatory for all types
except bond, team, bridge and vlan.

type type_name
connection type. For example:

nmcli c add type bond

ifname interface_name
interface to bind the connection to. For example:

nmcli c add ifname interface name type ethernet

To modify one or more properties of a connection profile, use the following command:

For example, to change the connection.id from My Connection to My favorite
connection andthe connection.interface-name to ethl, issue the command as
follows:

nmcli ¢ modify "My Connection" connection.id "My favorite connection"

connection.interface—-name ethl

Note:

It is preferable to use the property names. The aliases are used only for compatibility reasons.
In addition, to set the ethernet MTU to 1600, modify the size as follows:
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nmcli ¢ modify "My favorite connection'" ethernet.mtu 1600

To apply changes after a maodified connection using nmcli, activate again the connection by
entering this command:

nmcli con up con-name

For example:

nmcli con up My-favorite-connection

Connection successfully activated (D-Bus active path:
/org/freedesktop/NetworkManager/ActiveConnection/16)

Understanding the nmcli Options

Following are some of the important nmcli property options. See the comprehensive list in
the nmcli(1)man page :
connection. type
A connection type. Allowed values are: adsl, bond, bond-slave, bridge, bridge-slave,
bluetooth, cdma, ethernet, gsm, infiniband, olpc-mesh, team, team-slave, vlan, wifi,
wimax. Each connection type has type-specific command options. You can see
the TYPE SPECIFIC OPTIONS listin the nmcli(1) man page. For example:

o A gsm connection requires the access point name specified in an apn.

nmcli ¢ add connection.type gsm apn access point name

o Awifi device requires the service set identifier specified in a ssid.

nmcli ¢ add connection.type wifi ssid My identifier

connection.interface-name
A device name relevant for the connection.

nmcli con add connection.interface-name eth(0 type ethernet

connection.id
A name uses the connection profile. If you do not specify a connection name, one will be
generated as follows:

connection.type -connection.interface-name
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The connection.id is the name of a connection profile and should not be confused
with the interface name which denotes a device (wlan0, ens3, eml). However, users
can name the connections after interfaces, but they are not the same thing. There can
be multiple connection profiles available for a device. This is particularly useful for
mobile devices or when switching a network cable back and forth between different
devices. Rather than edit the configuration, create different profiles and apply them to
the interface as needed. The id option also refers to the connection profile name.

The most important options for nmcli commands such as show, up, down are:

id
An identification string assigned by the user to a connection profile. Id can be used in
nmcli connection commands to identify a connection. The NAME field in the command
output always denotes the connection id. It refers to the same connection profile name
that the con-name does.

uuid
A unique identification string assigned by the system to a connection profile.
The uuid can be used in nmcli connection commands to identify a connection.

Connecting to a Network Using nmcli

To list the currently available network connections, issue a command as follows:

~]1$ nmcli con show

NAME UUID TYPE

DEVICE

Auto Ethernet 9b7£2511-5432-40ae-b091-af2457dfd988 802-3-ethernet --

ens3 fbl57a65-ad32-47ed-858c-102a48e064a2 802-3-ethernet
ens3
MyWiFi 91451385-4eb8-4080-8b82-720aab8328dd 802-1l-wireless
wlanO

Note:

The NAME field in the output always denotes the connection ID (name). It is not the
interface name even though it might look the same. In the second connection shown
above, ens3 in the NAME field is the connection ID given by the user to the profile
applied to the interface ens3. In the last connection shown, the user has assigned
the connection ID MyWiFi to the interface wlanO.

Adding an Ethernet connection means creating a configuration profile which is then assigned to
a device. Before creating a new profile, review the available devices as follows:

~]1$ nmcli device status
DEVICE TYPE STATE CONNECTION

ens3 ethernet disconnected
ens9 ethernet disconnected
lo loopback unmanaged
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To set the device unmanaged by the NetworkManag

$ nmcli device set ifname managed no

For example, to set eth2 unmanaged:

$ nmcli device status

DEVICE TY PE STATE CONNECTION
bond0 bond connected bond0

virbr0 bridge connected virbrO

ethl ethernet connected bond-slave-ethl
eth2 ethernet connected bond-slave-eth?2
ethO ethernet unmanaged --

S nmcli device set eth2 managed no

$ nmcli device status

DEVICE TYPE STATE CONNECTION
bondO0 bond connected bond0

virbr0 bridge connected virbrO

ethl ethernet connected bond-slave-ethl
eth? ethernet unmanaged

ethO ethernet unmanaged

Note:

When you set the device unmanaged, NetworkManager does not control it.
However, the device is still connected.

Adding a Dynamic Ethernet Connection

To add an Ethernet configuration profile with dynamic I P configuration, allowing DHCP to assign
the network configuration, a command in the following format can be used:

nmcli connection add type ethernet con-name connection-name ifname

interface—-name

For example, to create a dynamic connection profile named my-office, issue a command as
follows:

~]$ nmcli con add type ethernet con-name my-office ifname ens3
Connection 'my-office' (fbl57a65-ad32-47ed-858c-102a48e064a2) successfully

added.

NetworkManager will set its internal

parameter connection.autoconnect to yes. NetworkManager will also write out settings
to /etc/sysconfig/network-scripts/ifcfg-my-office where the ONBOOT directive
will be set to yes.
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Note:

The manual changes to the ifcfg file will not be noticed by NetworkManager until the
interface is next brought up.

To open the Ethernet connection, issue a command as follows:

~]1$ nmcli con up my-office
Connection successfully activated (D-Bus active path:

/org/freedesktop/NetworkManager/ActiveConnection/5)

Review the status of the devices and connections:

~1$ nmcli device status
DEVICE TYPE STATE CONNECTION

ens3 ethernet connected my-office
ens?9 ethernet disconnected --
lo loopback unmanaged ==

To change the host name sent by a host to a DHCP server, modify the dhcp-
hostname property as follows:

~1$ nmcli con modify my-office my-office ipv4d.dhcp-hostname host-name
ipv6.dhcp-hostname host-name

To change the 1Pv4 client ID sent by a host to a DHCP server, modify the dhcp-client-
id property as follows:

~]$ nmcli con modify my-office my-office ipv4.dhcp-client-id client-ID-
string

There is no dhcp-client-id property for IPv6, dhclient creates an identifier for IPv6. See
the dhclient (8) man page for details.

To ignore the DNS servers sent to a host by a DHCP server, modify the ignore-auto-

dns property as follows:

~]1$ nmcli con modify my-office my-office ipv4.ignore-auto-dns yes

ipv6.ignore-auto-dns yes

See the nm-settings (5) man page for more information on properties and their settings.

To configure a dynamic Ethernet connection using the interactive editor, issue commands as
follows:
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~]$ nmcli con edit type ethernet con-name ens3
nmcli interactive connection editor
Adding a new '802-3-ethernet' connection

Type 'help' or '?' for available commands.
Type 'describe [<setting>.<prop>]' for detailed property description.

You may edit the following settings: connection, 802-3-ethernet
(ethernet), 802-1x, ipv4, ipv6, dcb
nmcli> describe ipv4.method

[method] ===
[NM property description]
IPv4 configuration method. If 'auto' is specified then the appropriate
automatic method (DHCP, PPP, etc) is used for the interface and most other
properties can be left unset. If 'link-local' is specified, then a link-
local address in the 169.254/16 range will be assigned to the interface.
If 'manual' is specified, static IP addressing is used and at least one IP
address must be given in the 'addresses' property. If 'shared' is
specified (indicating that this connection will provide network access to
other computers) then the interface is assigned an address in the
10.42.x.1/24 range and a DHCP and forwarding DNS server are started, and
the interface is NAT-ed to the current default network connection.
'disabled' means IPv4 will not be used on this connection. This property
must be set.

nmcli> set ipv4.method auto

nmcli> save

Saving the connection with 'autoconnect=yes'. That might result in an
immediate activation of the connection.

Do you still want to save? [yes] yes

Connection 'ens3' (090b61£f7-540f-4dd6-bfl1f-a905831£fc287) successfully
saved.

nmcli> quit

~18

The default action is to save the connection profile as persistent. If required, the profile can be
held in memory only, until the next restart, by means of the save temporary command.

Adding a Static Ethernet Connection

To add an Ethernet connection with static IPv4 configuration, a command in the following
format can be used:
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nmcli connection add type ethernet con-name connection-name ifname

interface-name ip4 address gw4 address

IPv6 address and gateway information can be added using the ip6 and gwé options.
For example, a command to create a static Ethernet connection with only I1pPv4 address and
gateway is as follows:

~]$ nmcli con add type ethernet con-name test-lab ifname ens9 ip4
10.10.10.10/24 \

gwd 10.10.10.254

Optionally, at the same time specify Tpv6 address and gateway for the device as follows:

~]1$ nmcli con add type ethernet con-name test-lab ifname ens9 ip4
10.10.10.10/24 \
gwd 10.10.10.254 ip6 abbe::cafe gw6 2001:db8::1

Connection 'test-lab' (05abfd5e-324e-4461-844e-8501ba704773) successfully
added.

NetworkManager will set its internal

parameter ipv4 .method to manual and connection.autoconnect to yes. NetworkMana
ger will also write out settings to /etc/sysconfig/network-scripts/ifcfg-my-

of fice where the corresponding BOOTPROTO will be set to none and ONBOOT will be set
to yes.

The manual changes to the ifcfg file will not be noticed by NetworkManager until the interface
is next brought up.
To set two IPv4 DNS server addresses:

~]$ nmcli con mod test-lab ipv4.dns

This replaces any previously set DNS servers. To set two IPv6 DNS server addresses:

~]1$ nmcli con mod test-lab ipv6.dns "2001:4860:4860::8888
2001:4860:4860::8844"

This replaces any previously set DNS servers. Alternatively, to add additional DNS servers to any
previously set, use the + prefix as follows:

~]$ nmcli con mod test-lab +ipv4.dns "8.8.8.8 8.8.4.4"
~]1$ nmcli con mod test-lab +ipv6.dns "2001:4860:4860::8888

2001:4860:4860::8844"
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To open the new Ethernet connection, issue a command as follows:

~]1$ nmcli con up test-lab ifname ens9
Connection successfully activated (D-Bus active path:
/org/freedesktop/NetworkManager/ActiveConnection/6)

Review the status of the devices and connections:

~]1$ nmcli device status

DEVICE TYPE STATE CONNECTION
ens3 ethernet connected my-office
ens9 ethernet connected test-lab
lo loopback unmanaged --

To view detailed information about the newly configured connection, issue a command as
follows:

Connection profile details (test-1lab)

connection.id: test-1lab
connection.uuid: 05abfd5e-324e-4461-844e-
8501ba704773

connection.interface-name: ens9
connection.type: 802-3-ethernet
connection.autoconnect: yes
connection.timestamp: 1410428968
connection.read-only:

connection.permissions:

connection.zone:

connection.master:

connection.slave-type:

connection.secondaries:
connection.gateway-ping-timeout:

[output truncated]

The use of the -p, --pretty option adds a title banner and section breaks to the output.

To configure a static Ethernet connection using the interactive editor, issue commands as
follows:

~]$ nmcli con edit type ethernet con-name ens3
===| nmcli interactive connection editor |===

Adding a new '802-3-ethernet' connection
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Type 'help' or '?' for available commands.
Type 'describe [>setting<.>prop<]' for detailed property description.

You may edit the following settings: connection, 802-3-ethernet
(ethernet), 802-1x, ipv4, ipv6, dcb

nmcli> set ipvé4.addresses 192.168.122.88/24

Do you also want to set 'ipv4.method' to 'manual'? [yes]: yes

nmcli>

nmcli> save temporary

Saving the connection with 'autoconnect=yes'. That might result in an

immediate activation of the connection.

Do you still want to save? [yes] no

nmcli> save

Saving the connection with 'autoconnect=yes'. That might result in an
immediate activation of the connection.

Do you still want to save? [yes] yes

Connection 'ens3' (704a5666-8cbd-4d89-b5f9-fa65a3dbc916) successfully
saved.

nmcli> quit

~18

The default action is to save the connection profile as persistent. If required, the profile can be
held in memory only, until the next restart, by means of the save temporary command.

Configuring Static Routes Using nmcli

To configure static routes using the nmcli tool, the command line or the interactive editor mode
can be used.

To configure a static route for an existing Ethernet connection using the command line, enter a
command as follows:

~]# nmcli connection modify ethO +ipvé4.routes "192.168.122.0/24
10.10.10.1"

This will direct traffic for the 192.168.122.0/24 subnet to the gateway at 10.10.10.1

To configure a static route for an Ethernet connection using the interactive editor, issue
commands as follows:

~]1$ nmcli con edit type ethernet con-name ens3

===| nmcli interactive connection editor

Adding a new '802-3-ethernet' connection

Type 'help' or '?' for available commands.
Type 'describe [>setting<.>prop<]' for detailed property description.
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You may edit the following settings: connection, 802-3-ethernet
(ethernet), 802-1x, ipv4, ipv6, dcb

nmcli> set ipv4.routes 192.168.122.0/24 10.10.10.1

nmcli>

nmcli> save persistent

Saving the connection with 'autoconnect=yes'. That might result in an
immediate activation of the connection.

Do you still want to save? [yes] yes

Connection 'ens3' (704a5666-8cbd-4d89-b5f9-fa65a3dbc916) successfully
saved.

nmcli> quit

~18
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Chapter 8: Installing Survey Assist Linux
Virtual Appliance

Deployment on VMWare™ ESXi

Procedure

Connect to the ESXi host server through the vSphere client.
Select file Deploy OVF Template.

In the Deploy OVF Template window, click Browse to select the location.

1
2
3
4. Verify the details about the Survey Assist Linux OVA template.
5. Type in a unique name for the new virtual machine.

6. Select the resource pool if the host has resource pools.

7

Select the data store location to store the virtual machine files.

e Note:

The data store is local to the host or a mounted shared storage, such as Network
Filesystem Storage (NFS) or Storage Area Network (SAN). The virtual machine
configuration file and virtual disk files are stored in the data store. Select a data store
that can store the virtual machine and all the virtual disk files.

8. Select the required disk format to store the virtual machine and the virtual disks.
e Note:

Use Thick Provision Lazy Zero disks. For more information about thin and thick
deployments and best practices for VMware features, see Avaya Customer
Experience Virtualized Environment Solution Description.

9. If the system displays the Network Mapping window, verify the Destination VM
Networks setting, and update the details if required.

10. Verify the deployment properties and complete the deployment procedure.

11. (Optional) In the Ready to complete window, select the Power on after deployment
check box to start the virtual machine after the system completes the deployment
process. You can manually start the virtual machine after the deployment process
completes.
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Starting up the Virtual Machine

After the Virtual Machine starts, log in with root credentials and then configure the network,

Timezone and

Survey Assist Linux OVA Operating System users:

NTP services.

Username Password Login Type
root Avaya@123 Local Only
Local
survey Survey@123 SSH

e Important:

The password for the survey user has a 30-day expiration date. After it expires, it needs
to be changed by using the VMWare console, or contact Avaya Support.

Avaya Services Logins (EASG)

Username Login Type
sroot SSH
craft SSH
init SSH

Configure Networking

Procedure

1. To configure the network, use the script /root/network-config.sh. These

parameters must be completed to configure the network.

@)

O

41

IP Address

Netmask
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o Broadcast
o Gateway
o DNS

2. Atter the script finishes, run the following commands to verify the configuration:
hostname -f

This command returns the fully qualified domain name (FQDN) that is, survey-
test-server.avaya.com

Time zone and NTP Service

You can configure the server’s timezone and the NTP client. This configuration requires root
access privileges.

Configuring Server’s Time zone

Procedure

1. To check the current time zone defined, use the following command:
timedatectl

2. To see a list of available Time zones, use the following:
timedatectl list-timezones

3. To set the time zone, use the following command:
timedatectl set-timezone <timezone>
Where <timezone> is one option displayed on step 2 that is:

timedatectl set-timezone America/Argentina/Buenos Aires

Configuring the ntp client

The OVA provided by Avaya already includes the chrony client. This client is configured and
running against the default RHEL ntp servers. If you want to use different servers, or cannot use
the default ones, you can follow this procedure.
Procedure
1. Edit chrony configuration, included in the following file:
/etc/chrony.conf
2. Replace the servers in the following lines with the one(s) you want to use:
server O.rhel.pool.ntp.org iburst
server l.rhel.pool.ntp.org iburst

server 2.rhel.pool.ntp.org iburst
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43

server 3.rhel.pool.ntp.org iburst

Type in comments at the servers you are not using, by adding # as the first character
in the line:

server 0O.centos.pool.ntp.org iburst
#server l.rhel.pool.ntp.org iburst
#server 2.rhel.pool.ntp.org iburst
fserver 3.rhel.pool.ntp.org iburst
Save the file.

Restart chrony deamon, by using the following command:

systemctl restart chronyd
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Appendix |

Related resources

The following table lists the documents related to Survey Assist. Download the documents from
the Avaya Support website at http://support.avaya.com.

Maintenance

Installation Guide Install the Survey Assist product. Users.
Administration and Configure the admin part of the System administrators or
Configuration Guide Survey Assist product. support personnel.
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